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BBepneHwune

HacTosilee pykoBoACTBO agMuHUCTpaTtopa 6e3onacHOCTU CpedcTBa AOBEPEHHOWN 3arpysku
(CO3) «SafeNode System Loader» (ganee no TekcTy — wusgenve) sBnseTcd
aKcnryaTauuMoHHbIM  AOKyMeHTOM  (3[1), copepxawum WHpopMaumio O  OeUCTBUSAX
agMuHucTpatopa 6esonacHocty (AB) no ynpaBneHuio napameTpaMmyn M3genus, a Takke no
CO3JaHuUI0, pefaKTUPOBaHUIO U yAaneHU YYeTHbIX 3anucen nonb3oBaTenen n nonuTuk
6e3onacHoCTK.

MHopmMaums o HasHadYeHun mnsgenuvsi, a Takke YCroBUAX ero NPUMEHEHUst U pellaemMomn
3agadve npueedeHbl B AOokymeHTe «CpefnctBo pgoBepeHHon 3arpys3km «SafeNode System
Loader». OnucaHne npumeHeHusa. 72410666.00060-02 31 01».

YcTaHOBKa M34enusi OCYLLEeCTBISeTCA COrfacHo pekomeHgaumsam gokymeHta «CpeacTtBo
aoBepeHHou 3arpyskn «SafeNode System Loader». PykoBoacTso no akcnnyatauuu. Yactb 1.
PykoBogcTtBo no ycraHoBke. TMTK.468269.060P31».

OnucaHnuve ynpasneHns napametTpamu nsgenna n3 koHconun Ab Linux/Windows npusegeHo B
nokymeHTe «CpeacTtBo goBepeHHon 3arpyskn «SafeNode System Loader». PykoBoacTtso no
aKkcnnyarauuu. Yactb 3. PykoBoacTtso agMuUHUCTpaTopa Linux/Windows.
MMTK.468269.060P33».

MpaBuna no paboTe nonb3oBaTenen npueedeHbl B AokymeHTe «CpeacTBO A0OBEPEHHON
3arpys3kn «SafeNode System Loader». PykoBogcTtBo no akcnnyatauuun. Yacte 4. PykoBoacTtso
nonb3oaTtens. [MTK.468269.060P34».

CBepeHus no 6e3onacHoOMy BOCCTaHOBIEHUIO n3aenns nocne cboes npuBeAeHbl B JOKYMEHTE
«CpenctBo poBepeHHon 3arpys3knm «SafeNode System Loader». PykoBoactBo no
akcnnyatauuun. Yactb 5. PykoBoacTBo no BocctaHoBreHuto. FTMTK.468269.060P35».

3HaKu, pacrnosyioXXeHHbIe Ha MNMoJiaAX pyKoOBOACTBA, YKa3blBAalOT Ha NpUMEYaHUA.

CteneHn BaxXHOCTH npmmeanMVl:

-¢ " BaxHasa nHdopmauums, uHpopmaumua npegocTeperaroLlero xapakrepa.

@ " [lononHutenbHaa nHpopmauus, NpuMepsl.
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1 HasHa4eHune n OCHOBHble (PYHKLMOHANbHbIE
BO3MOXHOCTU n3genusa

1.1 HasHauyeHue nspgenus

1.1.1 N3penve saBnsietcsa paspabotkon OOO «[lasmHdopmcepBuc», npeacTaBnseT
cobon nporpaMMHO-TEXHUYECKOE CPEeACTBO, BCTpavBaemoe B 6a3oByl cCUCTeEMy BBoOa-
BbIBOAA 3MEKTPOHHO-BbIYNCANTENBHON MaLnHbl (3BM), n obecneudnBatoiee HEBO3MOXHOCTb
NOOKITOYEHMST HApYyLWINTENS B paspbiB Mexay 6a3oBon cuctemon Beoga-BoiBoga n CA3 ans
HeCaHKLUMOHNPOBAHHOIO 4OCTYyna.

N3penne obecneunBaeT OBEPEHHYIO 3arpy3ky onepaumoHHbix cuctem (OC), ycTaHOBMEHHbIX
Ha coBMecTMMble C apxutektypon Intel x86-64 SBM.

PesynbTatom goBepeHHon 3arpy3kn OC sBNSeTCs rapaHTusi CaHKLMOHMPOBAHHOWM 3arpy3Kku
3aperncTpupoBaHHbIM nonb3oBaTenem. 3arpyska OC Ha OBM BbINOMHAETCA TONbKO nocrne
npoBeaeHnst KOHTpons uenoctHocTtu (KLL) annapaTHom n nporpamMmHon KoHurypaumm 3BM,
rapaHTUpyoLen HEBO3MOXHOCTb nogMeHbl OC Ha aTane 3arpy3km n paboTy nonb3oBaTenem
¢ posepeHHon OC B LUTATHOM pexume.

1.1.2 MporpammHoe obecnedenune (N0O) nsgenna nogaepxxmBaeTt paboTy ¢ 3arpy3vmkamm
OC n hannoBbiMu cuctemamm, ykasaHHbIMu B Tabnvue 1.1.

Tabnuua 1.1 — Cnncok nogaepXnmBaemblix 3arpy3y4nkoB 1 hannioBbIX CUCTEM B U34ennn

Cemencteo OC Twun 3arpy3umka OC ®dann 3arpy3umka OC Tun dpannoson
cuctembl
Master Boot Record (MBR)
. . FAT32,
Windows Windows Boot Manager | ...\EFN\BOOT\BOOTX64.EFI NTES
...\EFI\Microsoft\Boot\bootmgfw.efi
Linux LOader (LILO) MBR Ext2,
Ext3,
Unix o Ext4
Grand Unified '
...\EFN\BOOT\BOOTX64.EFI
Bootloader (GRUB) FAT32,
UDF
MBR
LILO Ext
.. \EFNBOOT\BOOTX64.EFI Ezt N
. ...\EFN\BOOT\BOOTX64.EFI ’
Linux Ext4,
...\EFNBOOT\FBX64.EFI FAT32
GRUB ...\EF\BOOT\grubx64.efi UDF
...\EFNCENTOS\GRUBX64.EFI



http://ru.wikipedia.org/w/index.php?title=Windows_Boot_Manager&action=edit&redlink=1
http://www.gnu.org/software/grub/
http://www.gnu.org/software/grub/
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Cemencteo OC Tun 3arpy3umka OC ®dann 3arpy3umka OC Tun cpannoson
cuUcTeMbl
...\EFNCENTOS\SHIM.EFI
...\EFNCENTOS\SHIMX64.EFI
...\EFNCENTOS\shimx64-centos.efi
...\EFI\redhat\grubx64.efi
...\EFI\redhat\shim.efi
...\EFI\redhat\shimx64.efi
...\EFI\redhat\shimx64-redhat.efi
...\EFN\ubuntu\grubx64.efi
...\EFN\ubuntu\shimx64.efi
Ext2,
MBR Ext3,
LILO Ext4,
...\EFN\BOOT\BOOTX64.EFI FAT32,
VMware ESX, UDF
VMware ESXi Ext2,
MBR Ext3,
GRUB Ext4,
...\EFNBOOT\BOOTX64.EFI FAT32,
UDF

Ona nopaepXkn Heo6xoaumMoro ypoBHA 3awmiweHHocTn IBM n ee nHdpopmMmaLnOHHbIX
pecypcoB, 3kcnnyatauum wu 3dheKTUBHOro MnNpuUMeHeHUsa wusnenus TpeodyeTca

obs3aTenbHoe BbIMOJIHEHNE cnepyroLwmnx OpraHM3aunOHHO-TEeXHUYECKUX
MepOonpUATUN:
o yCTaHOBKa W30envsi OCyLLEeCTBMASeTCA YNOSIHOMOYEHHbIM fINLOM, OTBETCTBEHHbLIM 33

©e30nacHoOCTb U KCnyaTauno n3gesina Ha Mectax nonb3oBaTenemn;

L] nepen HadarioMm UMCnoJsib3oBaHUA HeoOXoANMMO O3HAKOMUTLCS C SKCI'IJ'IyaTaLI,I/IOHHOIZ
,D,OKyMeHTaLlMGVI, BXOAsILLIEN B KOMMJIEKT NOCTABKN U3OENUS;

. yCcTaHoBKa u3genus Ha ABM fgormkHa ocyLwecTBNATLCA B COOTBETCTBUMN C LOKYMEHTOM
«CpenctBo pgoBepeHHon 3arpyskm «SafeNode System Loader». PykoBogcTtBo Mo
akcnnyatauuun. Yactb 1. PykoBoacTteo no yctaHoBke. [MTK.468269.060P31y;

. yCTaHOBKa W 3KcnnyaTauus U3genus OoSmkHa BbIMONHATLCS TOMbKO C OENCTBYHOLLEN
NUALIEH3ME Ha  UCMONb30BaHMEe, BXOAALWEA B KOMMMEKT TMOCTaBkKM  U3Oenus.
He ponyckaeTtcs akcnnyatauusi U3genust nocrne UCTeYeHUs cpoka OeWCTBUS NMULEH3UU Ha
nucnonb3oBaHue. M3genve He BbINOMHAET (YHKUMM 3alUMTbl MOCNEe WUCTEYEHUs Ccpoka
OENCTBUA NULIEH3UN Ha UCMONb30BaHUE;

o HacTponka napamMeTpoB M34enus AOSKHA OCYLEeCTBASATLCA B COOTBETCTBMM C
nokymeHTamu «CpeactBo goBepeHHon 3arpy3km «SafeNode System Loader». PykoBoacTtso
no oakcnnyataumm. Yacte 2. PykoBoactBo agmuHuctpatopa. MTK.468269.060P32» n
«CpenctBo  pgoBepeHHown 3arpy3kum  «SafeNode System Loader». PykoBoactBo no
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aKcnnyarauuu. Yactb 3. PykoBoacTeo agMuUHUCTpaTopa Linux/Windows.
MMTK.468269.060P33»;

o paboTa nonb3oBaTenen OOSMKHa OCYLECTBIATbLCA B COOTBETCTBUM C [OKYMEHTOM

«CpenctBo pgoBepeHHon 3arpyskn «SafeNode System Loader». PykoBoacTtBo no
akcnnyaTtauuun. Yactb 4. PykoBogcTteo nons3osatens. [MTK.468269.060P34 »;

o BOCCTaHOBMNEHNEe paboTocnocobHOCTH n3aenus nocne cboeB JOMKHO OCYLLECTBNATHCA
B COOTBETCTBMM C AoKyMeHTOM «CpencTtBo AoBepeHHon 3arpy3kum «SafeNode System
Loader». PykoBoactBo no akcnnyataumm. Yacte 5. PykoBoactBo no ©GesonacHomy
BoccTaHoBneHno. FMTK.468269.060P35x;

. ana obecneyeHus HagexHow akcnnyataumm OBM gormkHa uMeTb MUHMMaInbHbLIN
COCTaB TEXHUYECKNX U MPOrpaMMHbIX CPEACTB U AOMKHA ObITb Npon3BeAeHa nepBoHaYanbHas
HacTporka napameTpos BIOS Setup;

. npu cos3gaHMm aBTOMAaTM3UPOBaHHbIX pabounx mect (APM) ¢ ucnonb3oBaHuem
nsgenna obsizatenbHa npoBepka €ro coBMecTMmoctTM u OBM, B cocTaBe KOTOpPOW
npegnonaraeTcsa UCNoNb3oBaHWe U34enNus;

. yCTaHOBKa U3Oenusa OO0ShKHa OcyllecTBnATbCA Ha OBM 3awuuwaemon nokanbHoOM
BbIYMCNUTENBHOW CETU, PACNOSIOXXEHHON B KOHTPOSIMPYEMOW 30HE;

. KL ucnonHsiembix NporpaMmMHbIX MoAynen Ha akcnnyatupyemon 3OBM BO Bpems
ceaHca paboTbl norib3oBaTensi, UX HaAeXHOe BOCCTAHOBIIEHME W3 Pe3epBHbIX KOMUA W
O4YnCTKa onepaTuBHoON namaTn IBM nocne 3aBepLueHns NpoLeccoB A0SMKHbI obecnevmBaTbes
cepTMUUMPOBaHHLIMA CpeacTBaMM  3alnTbl  MHpOpMaunMm OT HeCaHKUMOHUPOBAHHOMO
AocTyna;

. AB fomkeH nepuoamnyeckn nNpoBepsiTb Hannume obHoBneHun OC Ha odumumnanbHOM
caunTe paspaboTyvka 1 ycTaHasnMBaTb UX Ha aKcnnyatupyemyto 3BM;

° nocrne 3aBeplleHUs YCTaHOBKM W HACTPOMKM U3Oenus AO0SDKHbl OblTb MPUHATHI
OpraHM3auUMoOHHO-TEXHMYECKME MepbI, UCKMYatowme 6eCKOHTPOMbHbLIN OCTYN K U3LENUI0 U
TexHn4eckum cpegcream IBM;

° nocne yctaHoBku nsgenus Ha 3BM Ab forkeH yctaHoBUTb naponb ans sxoga B BIOS
Setup;

. AB 3anpewaetca obHoBnsATb (Moguduumposats) 1O UEFI BIOS 3BM nocne
YCTaHOBKMN U3LENuns;

. 3anpeLlaeTca MCMNonb3oBaHWE pexmnmoB 3Hepronotpebnenns OBM «Standby» wu
«Hibernate» npu akcnnyatauuu nsgenus;

. obecneyeHne PuU3N4eCcKon COXpaHHOCTU (uenoctHocTn) OBM, Hannume cumsmyeckon
OoXpaHbl MOMELLEHUs, B KOTOPOM akcnnyatupyetcs 3OBM n ucknoyeHne BO3MOXKHOCTM
HeCaHKLMOHNPOBaHHOMO AocTyna k OBM nocTOpOHHUX Ny,

. XpaHeHne B CceKkpeTe WuaeHTUUKaTopoB (MMeH), naponen (KogoB), a Takke
PIN-kopoB ayTeHTUdMKaLUMOHHbBIX HocuTenen nonb3oBatenen (AHIM) n Ab;
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. nepuogmnyeckas cmeHa naponeun n PIN-kogos AHI nonb3osaTtenen un Ab.
1.2 OcCHOBHbIe (pyHKLUNOHAlNIbHbIE BO3MOXHOCTU Usaenus

1.2.1 MO n3pgenus MeeT MoAaYIbHYIO CTPYKTYPY U ob6ecrnednBaeT creayoLlmne OCHOBHbIE
pyHKUMOHANbHbIE BO3MOXHOCTM:

o noeHTUUKaums nonb3oBaTenen C MNOMOLLBI YHUKANbHbIX YYETHbIX 3anucern wu
COOTBETCTBYHOLLMX UM Mapofien ¢ BO3MOXHOCTbIO AonosiHuTensHon nposepku B LDAP (Active
Directory, FreelPA);

. ayTeHTUuKauunsa nosb3osaTtenen ¢ ucrnonoszosaHmem AHI n yHukansHbix PIN-kogoB K
HUM. MNMogaepxmnBaeTtcsa padoTta co cnegyowmmm AHIM:

— JaCarta PKI, JaCarta TOCT (USB-HocuTenb 1 cmapt-kapTta), JaCarta PKI/FOCT,
JaCarta-2 TOCT (USB-HocuTtenb n cmapT-kapta), JaCarta SF/ITOCT;

— Pytoken 3UIM, PytokeH 3UI 2.0 (USB-HocuTenb U cmapT-kapTta), PyTokeH Lite,
PytokeH 2151, PytokeH QLI PKI (cmapT-kapTa);

— eToken Pro Java;

— SafeNet eToken 5100, SafeNet eToken 5105, SafeNet eToken 5200,
SafeNet eToken 5205.

B Tabnuue 1.2 npvBegeHO COOTBETCTBME MEXY NMPUMEHSEMbIMU UAEHTUMKATOPaMM 1 rpudamm
CEKPETHOCTM 3aLLMLLAaeMON C UX MOMOLLbIO UHpOPMaLMK.

. ayTeHTUUKaunsa ¢ NCNonb3oBaHMEM LMGPOBLIX cepTUdMKaToB nonb3oBartesnien. Ona
XpaHeHus1 cepTudumkata nogaepxuBaeTcss paboTta C  NepcoHasibHbIM  3NEKTPOHHbIM
naeHtudpumkatopom PyTtokeH QUMM 2.0;

. OnoKMpoOBKa 3arpy3kun nosibaoBaTensiMmn HewTaTHbIX Konun OC;

. GnokupoBka BO3MOXHOCTM 00Xxoda npouecca [AOBEPEHHON 3arpy3ku C MOMOLLbIO
BHELLUHMX OpPraHoB yrnpaBreHus;

. obecneyeHne 3aLmLLeHHOCTN naponen none3osartenen n PIN-kogoB npu BbINOMHEHWM
onepauuin nx BBoga-BblBOAA;

o KL: obbekToB (hannoBon cucTtembl, kaTanoroB, obbektoB peectpa OC cemelictBa
Microsoft Windows, annapaTtHbix ycTponctB OBM, 3arpy3o4HbIX CEKTOPOB YCTPOUCTB
XpaHeHUs AaHHbIX, NepeMeHHbIX 1 apaneepos cpenbl UEFI, Tabnuy ACPI n SMBIOS cpegpbl
UEFI, 3aBepLueHHOCTU TpaH3akLumi xypHanos ¢annosbix cuctem NTFS, EXT3, EXT4;

. OnoknpoBka goBepeHHoW 3arpy3km OC npu  HapyweHunm nonb3oBaTenssmMmm
YCTAHOBMEHHbIX NONUTUK 6e3onacHocTn (HapyweHus nonutuk KL n  3arpyskm OC,
ayTeHTuukauunn);

. poBepeHHas 3arpy3ka OC, yCTaHOBMEHHbIX Ha COBMECTUMMbIE C apXUTEKTYPOM
Intel x86-64 OBM;
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. aoBepeHHas 3arpyska OC cemenctB Linux/Unix, nogaepxuBarowmx ctaHgapt Linux
Standard Base (LSB) Bepcun He Huxe 3.0, B TOM uncrne cuctem Buptyanmsauumn VMware ESX,
VMware ESXi, ycTaHOBNEHHbIX Ha COBMECTUMbIE C apxuTekTypon Intel x86-64 3BM;

. poBepeHHas 3arpyska OC Ha OBM co ctaHgaptHbiM Legacy/PnP BIOS (B pexume
«Legacy Boot», cneundukaums PnP BIOS sepcun 1.0A);

. poBepeHHas 3arpyska OC Ha OBM c nHTtepdencamun EFI/UEFI (cneundukauma UEFI
Bepcuun He Huxe 2.0);

° nogaepxka gosepeHHon 3arpyskn OC ¢ MBR 1 GPT-pasgenos;

. permctpauus cobbiTuin B XXypHane ayamta o 4eCTBUAX nonb3oBaTtenen n Ab;

. AnarHocTnka NporpamMMHbIX CPeacTB U3aesnus.

Tabnmua 1.2 — YpOBHM KOH(pMOEHUMANBbHOCTM WHpOpMauMM npu  MUCNOSNb30BaHUM

NepcoHarnbHbIX 3MEeKTPOHHbIX MAEHTUHUKATOPOB

Fpudp
Ne | HaumeHoBa-
n/n e MpousBoauTtens CBepeHus o cepTudmkaTe | cekper- MpumeyaHue
HOCTM
Ceptundukar CTIK Poccum
1 | eToken Ne 1883 KW
3A0 «ANAOONH | Ceptudmkar ®CT3IK Poccum
2 | Jacana P.0.» Ne 3449 <
JaCarta Ceptudpmkatr MO Poccum Ne
3 SF/TOCT 4438 ciee
SafeNet CepTtudpmkar ®CT3IK Poccum
4 eToken 3A0 «CUC» Ne 2730 KA
5 CepTtudpukat ®CTIK Poccum c
Ne 1461
PyTtokeH CepTtudukat ®CTIK Poccum
AO «A KA
® | (Rutoken) O «Axus Copr> Ne 2584
7 Ceptudukar CT3IK Poccum KA
Ne 2589
¢ Mpu pa6ote ¢ AHI Heo6xoaMMo cobnoaaTh cneayroWwme peKoMmeHaauun:

e Ha 3BM c AMI BIOS 3anpewaetca nepenogkniodeHme AHI nocne ctapra
MO uspenus;

¢ npuucnonb3oBaHumn AHIN SafeNet 5200 n SafeNet 5205 Ha ycTpouncTBe Acer
Veriton N4660G ansi KOPpPEeKTHOro onpeaenieHnss Hocutenen Heobxogmmo
OTKNYNTbL oauH U3 USB-noptoB ycTponcrtea B UEFI BIOS.
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1.3 CocTaB nsgenus

131 N3penune coctouT 13 annapaTtHbIX U NPOrpaMMHbIX KOMMOHEHT.
1.3.2 K annapaTHbIM KOMMOHEHTaM MU3aennsa oTHoCATCA npumMmeHsiemble AHI.
1.3.3 [MepeyeHb U KONMWYECTBO CPEACTB ayTeHTUUKaumm wn  uaeHTUduKaumm

nonb3oBatenen (AHI) onpegensieTcs OOroBOPOM MNOCTaBkM wm3genusa u  obsizatenbHo
ykasblBaeTcs B pasaene «KommnnekmHocmb» AokymeHTa « CpedcTBO JOBEPEHHON 3arpy3ku
«SafeNode System Loadery». ®opmynsap. 72410666.00060-02 30 01x»:

° MMTK.685001.060 — AHI JaCarta;

. MMTK.685002.060 — AHIT PyTtokeH 3L (Rutoken ECP) n PyTokeH Lite;

. TMTK.685003.060 — AHI eToken;

° TMTK.685004.060 — AHIT SafeNet eToken.

1.34 TpeboBaHMA K annapaTHOMY W nporpamMmMHomy obecnedyeHuro IBM u

yKasaHuA no 3KcnayaTtauuu usnenus rnpveefeHsl B JOKymeHTe «CpeacTBo JOBEpPEeHHOM
3arpyskn «SafeNode System Loader». PykoBoacTBo no akcnnyaTtaumn. Hactb 1. PykoBoacTeo
no ycraHoBke. [MTK.468269.060P31».

1.35 Mocne YCTaHOBKU U3genuna n ero nepBquHoﬁ HaCTpOﬁKM corfnacHo pykoBoacCTBY Mo
yCTaHOBKe Ab OOCTYIMHblI TP BapuaHTa WUCMOJIHEHUA KOHCOJIU ynpaslieHUA napamMeTpamMin
CAs:

° nceBgorpacguyeckas koHconb CA3 (pucyHok 1.1), ucnonnsemas B cpeae UEFI BIOS
n 3anyckaemas no tpebosaHuio Ab (koHconb AB). [loctynHa AB Tonbko nocre ycnewHoro
NPOXOXOEeHUs NX Npoueaypbl ayTeEHTUDUKALUM N nOEHTUGUKAL MM NOCE BKITOYEHUS MUTaHNA
9OBM u ctapte MO n3genus;

. rpadmyeckas koHconb C3 Linux (koHconb AB Linux, pucyHok 1.2), 3anyckaemas
no TpebosaHmo Ab 13 cpeabl OC Linux. nga paboTtbl TpebyeTcsa npeaBapuTesibHO yCTaHOBUTb
AOMNOMNHUTENbHbLIE KOMMOHEHTLI M3 apxmBa snsl.tar.gz (BxoguT B cocTaB AMCTpubyTUBaA
nsgenus). Anga 3anycka KoHconu n ynpasnennsa napametpamm C[3 Tpebyetca obs3aTenbHas
ayTeHTUuKauma n ngeHtudpmkauus Ab;

o rpadmyeckas koHconb CI3 Windows (koHconb AB Windows), 3anyckaemas no
TpeboBaHno AB u3 cpegbl OC Windows (pucyHok 1.3). TpebyeTcsa [ononHUTenbHas
yCTaHOBKa KOMMOHEHT C nomMoubio nHctannaropa SafeNodeSystemLoader.exe (BxoauT B
coctaB auctpubyTtmsa magenus). [na 3anycka koHconu v ynpaeneHus napametpamu CO3
TpebyeTca obaszaTenbHasn ayTeHTumkaumsa n ngeHtudpmkaumna Ab.
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Kowcons agsuemcTpatopa Gesonacdoctd  GISS a0

20 12:32:43 |

PucyHok 1.1 — UHTepdenc koHconn Ab
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i SafeModeSysternloader

GIS

rASUHOOPM
CEPBWMC

MWCH W NOAMTHEA
IMBCHOCTH

VUeTHLIE 23NWCH NoALS0BITENed

Obwme napameTpu

CICHOBHEIE HECT PO

Hrdopraums o npogykTe

Pernwcrpauns cobumui

HlypHan ayguTa

Data Mons20B3Tens OeicT ene Ofear
o . AYTERTREMESUNR 0
1| 2021-03-04 19:23:32  wser2 nonLzoEETEAR MonuTes SyTERTHEWL..
A - AYTERTESEREURR 0
2| 2021-03-04 182346 wserd2 ronizoeaTEAR Monsmes syTesmde..
| ﬂ OHHCTHT

| [E5 Pacumpesseit pescm | 20210304 193357 | {8y | 0 |i| Mmuersns peicTenT enssa po 06,02.2071

PucyHok 1.2 — HTepdenc koHconn Ab Windows
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# safeNodeSystemLoader

Oata Monb3oBaTens AeicTene ObbekT
112021-02-21 14:28:28 | Tvan AyTeHTUDUKALMS MonbiTka ayTeHTUGUKALN 0
nonL30Batens He3aperncTpMpoBaHHOIC NoAL30BaTens
22021-02-21 14:30:02 user 3arpyska OC JOCTYNHBIX ONEPaLMOHHbBIX CUCTEM HET o
o AyTeHTUdUKaLMA
rA 3 M H m O P M 3/2021-03-04 16:27:12 Petr nonb308ATENS Owwbka ayTeHTUGMKALMI 0

Hauano paboTbl

HauansHasa CTpaHiua

Y4yeTHble 3an1McK M NOAMTUKIA
BesonacHocTh

YyeTHele 3an1cK Nofb3osaTenen

O6uie napameTpbi

OcHoBHEBIE HACTPORKIK

MHopmanms o npogykTe

Pervcrpaums cobbiTid

KypHan ayouTa

3aBepLueHUe paboTsl

Mepesarpyska

BoiknioqeHme

‘ @ oumncTUThL

| [FPPaciumpentibiii pexim | 2021-03-04 16:27:55 || & | M| Nluyensun geficrautensia go 20.02.2070

PucyHok 1.3 — HTepdenc koHconn Ab Linux
1.3.6 basa gaHHbix (B[1) nsgenuna asnsaetca eanHon onst Bcex koHconen Ab.
1.4 TMpuemka nspgenus

1.4.1 M3penne nocTtaBnsieTcs Ha KOMMaKT-AUCKE BMECTE C COMpOBOAUTENbHbIM
AokymeHToM «CpenctBo gosepeHHoun 3arpy3km «SafeNode System Loader». dopmynsp.
72410666.00060-02 30 01».

1.4.2 KOMMNNekTHOCTb MNOCTaBKM ornpedenseTtca B COOTBETCTBMM C pasgenom 4
dopmynspa.
1.4.3 N3penue 3akpennseTcs 3a OTBETCTBEHHbIM 3a 3KCnyaTauuio (aaMMHUCTPaTOPOM

©e3onacHoOCTN) 1 AaHHble huKcupytoTca B Tabnuue 8 gopmynspa.

144 Mpn nepBMYHOM 3aKpenneHunm usgenus npoBOAUTCA KOHTPOSlb  OCHOBHbIX
XapaKTepUCTUK, HeobXoOMMO MPOU3BECTU pacyeT KOHTPOSIbHbIX CYMM U3Oenus WU
3acdmkcnpoBaThb AaHHble B Tabnvue 5 popmynspa.
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nopsaaoK

NENCTBUN

agMUHUCTpaTopa 6e30nacHOCTU MO HaCTPOMKe
N yrpaBrieHnio napamMmeTpamMmu n3genus

Ha pucyHke

2.1

npuBegeHa obuwasa cxema M nopsgok gencteun Ab no
nepBoHa4anbHOW YCTaHOBKE, HACTPOMKE M yNpaBneHuto napameTpaMmn n3genms.

YcTaHoBKa u3eaus Ha
OBM
aIMHHHCTPATOPOM
0e30MacHOCTH

®

T

[IepBe1it 3amyck
U3Jenus

®

>

CwMmeHa
ayTeHTU( UKAITMOHHBIX
naueeix Ab

®

OrnpeneneHue nepeyHs
00BEKTOB JUIsl KOHTPOJIS
[EJIOCTHOCTH

Co3nanue MOJIMTHK
KOHTPOJISI IEJIOCTHOCTH

00BEKTOB U 3arpy3Ku
ocC

Kondurypuposanue
apaMeTpoB Y4ETHOU
3anucu Ab

O,

Co3aHue MOoJINTHK
ayTeHTU(] UK
OJIL30BaTENEH

9,

O

Co3znanue y4eTHsIX
3arrcen IMoJIb30BaTeiIe

>

Wnentuduxanus u
ayTeHTU(UKAIHST
IIOJIb30BaTeIICH 1

JIOBEpEHHas 3arpy3Ka
ocC

PucyHok 2.1 — Obwasa nocnegoBaTenbHOCTb gencteur Ab npmn HacTporike nagenus

Mepepn ycTtaHoBkon Ha IBM Heobxoammo ybeantbes, 4To cobntogeHbl Bce Mepbl Mo

peanu3auun yHKUM 6e3onacHocTu cpenbl PYHKUMOHUPOBAHUA n3genuna cornacHo n 1.1
AOKYMeEHTA.

2.3 Mpun paboTe ¢ KoHconbo Ab M3MeHeHVe napaMeTpoB BO3MOXHO NyTeM BBOAA MU
BblOOpa 3Ha4YeHU N3 U3BECTHOMO CNCKA TOJIbKO C MOMOLLLIO KilaBuaTypbl (PUCYHOK 4.1).
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Mpn paboTte Cc uHTepdhericom wusgenusa HeobxoouMMoO pPYKOBOACTBOBATbCHA crneayrowmMmMm
npaBuaamMmm:

o nepemelleHne Mo pasgenamMm WM napameTpam nonen WHTepdenca wusgenus
OCYLLIECTBMSAETCSH C NMOMOLLbIO KNMaBuLL ynpaBrieHUs1 KYPCopoMm | U 7;

. BbIOOpP COOTBETCTBYHOLLErO MOSsi U MoATBEpPXAEeHME BBOAA 3HAYEHWUsi (COXpaHeHue
napameTpoB) OCYLLECTBMASAETCS NPy NOMOLLM HaxaTus knasuwm < Enter >;

o BbIX04 B npeabiayuiee OKHO, OTMeéHa BBEeOAEHHOrNo 3HaYeHud Ui OTKa3 OT aencTeus
OCyLlecTBnsAeTCd npu NOMOLLN HaXXaTus Knasun < Esc >;

o noJsisi C BO3MOXXHOCTbLHO Bbl6Opa TOMIbKO OAHOro 3HaYeHUA napameTpa obo3HavarTca
B MHTepdence B < TpeyrosnbHbIX CKOOKax >;

. nonsas C BO3MOXHOCTbO BblOOpa MHOXECTBEHHbIX 3Ha4YeHWW _napameTpa
obo3HavaTcsa B MHTepdence B [ KBagpaTHbIX CKOOKax ].

2.4 B Ttabnuue 2.1 npuBegeHoO onvcaHue BHELLHEro Buaa Mnofier AnarnoroBbiX OKOH
nHTepdenca koHconn Ab.

Tabnuua 2.1 — BHewHWn BUAO Nonen ananoroBbiX OKOH MHTepdenca koHconu Ab

BHewHun Bug,
Twvn nonsa

nycToro nons 3anoJiIHeHHOoro nons

None BBOAa
3Ha4YeHuns

Mone
O MHOYHOro
BblOOpa

Mone
MHOXeCT-
BEHHOIO
BblOOpa
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3 [lepBbin 3anyck n3genuvs

3.1 AyTteHTUdhMKauma agMUHUCTpaTopa 6e3onacHoOCTH

3.1.1 Moagynb ncesporpadguyeckoro uHtepdenca CO3 nopaepxuBaeT aBTOHOMHYHO
(nokanbHy0) Mogenb ynpaBreHust paboTon wusgenusl, A0 Hadana pabotbl TpebyeTcs
npenBapuTenbHas ycTaHoBKa n3genus Ha OBM.

3.1.2 YcTaHoBKa n3genusa ofmkHa OCYLLECTBMASATLCA B COOTBETCTBMM C ykasaHuamu 3
«CpenctBo  pgoBepeHHon 3arpyskn «SafeNode System Loader». PykoBogcTteBo no
akcnnyaTtauuun. Yacte 1. PykoBoacTteo no ycrtaHoBke. [MTK.468269.060P31».

3.1.3 [Mocne ycnewHon ycTaHOBKM u3genuna notpebyeTtcs nepesarpyska OBM gnsa
BCTYMMNEHNA B CUINYy U3MEHeHun, BHeceHHbiXx [10 wusgenua. [lpu  kaxgom  3anycke
OCYLLECTBMNHAETCA KOHTPONbHas npoBepka UM@POBLIX noagnucen Moaynen usgenua
(pucyHok 3.1).

GAZINFORMSERVICE Ltd.

GIS Safenode UEFI 0.8.0 2018-11-22 loading...

Digital signature checking

5013
29)

PucyHok 3.1 — lNpoBepka undpoBbIX noannucen mogenen nsgenma

3.14 Mpn oBHapyXeHn HeCOOTBETCTBUS LUGPOBLIX NOANUCEN 3arpy>KaeMbiX Moayremn
nagenuna 3anyck MO u3genus He ocywecTBndeTcs M Ha akpaH OBM BbiBoantCcs owwmbka
(pucyHok 3.2).

System blocked?

SDZ modules verification has failed! Contact with your system administrator
Error: Security Uiolation
Error code: 0x120

[ 1 Restart [K]l Shutdown [ 1 Recovery suysten

PucyHok 3.2 — Owmnbka npu npoBepke LmMdppoBbIX Nognucen moaynen
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3.1.5 [lnsa BoccTaHoBneHna paboTocnocobHOCTN M3genns HeobxoaMmmo obpaTuTbeca K
AokyMeHTy «CpeacTtBo goBepeHHon 3arpys3km «SafeNode System Loader». PykoBoacTso no
akcnnyartauun. Yactb 5. PykoBoacTBo no BocctaHoBneHuo. FMTK.468269.060P35».

3.1.6 Mpwn ycnewHon npoeepke LMPOBLIX NoANMcen Mmoaynen nsgenus Ha akpaHe 3BM
NnosIBUTCA OKHO nceBaorpadunyeckoro nHtepdenca nsgenus, B kotopom Ab coobliaeTca o
pabote C3 B pexxume yCTaHOBKM U npeanaraeTcs NpUCcTynuTb K agMuHuctTpuposaHuio CA3
nnu no ymon4vaxuto 3arpysuntb OC (pucyHok 3.3).

3.1.7 Ons Ha4yana paboThbl C n3gennem Ab Heobxoanumo BbIbpaTb
«AdmuHucmpupoeaHue C]3» n HaxaTb knasuwy < Enter >.

C/I3 pabotaer B pexuMe YcTaHOBKM.
Bubepute M paboTw:

[¥] 3arpyska 0OC [ 1 AgmunucTpupoBanue Cf3

Jarpyska OC uepes: 9

PucyHok 3.3 — Beibop ganbHenwero pexunma paboTbl

3.1.8 [Mpun nepson ayteHTUpukaumm Ab B OkHe C npurnaweHnemMm K naeHtudukauum v
ayTeHTUduKaumm nons3osatens (pucyHok 3.4) criegyet BBECTU UMSA nonb3osaTens «adminy
N YCTaHOBIIEHHbIN MO yMOnYaHuio naponb «712345678».
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Cpeacteo aApBepeHHon 3arpyskd SafeNode System Loader GIS

17.06.2020 12:37:56

PucyHok 3.4 — BBog npefyCTaHOBIEHHbIX ayTEHTUMPUKALNOHHBIX AaHHbIX AB

¢ B uensax obecneyeHusi 6e3onacHoCcTM nocrie nepeBon ayteHTudpukauum Ab
npegycMoTpeHa nNpuUHyaAuTeNibHasi CMeHa napons, WCNosfb3yemMoro no
yMonyaHuio (pucyHok 3.5).

NMpu Heobxoammoctn AB cneayet HasHauutb AHI u PIN-kog K Hemy,
npeaBapuTesibHO BbINOSIHUB HeoOGXoAMMbIE HACTPOMKM B MNapameTpax
NoNUTUKKN ayTeHTUUuKaumm Ab 1 yyeTHOM 3anucu, ykasaHHble B pasgene 5.

Ecnu 6bin BbIOpaH napameTtp «3arpy3ka OC» 6e3 npoBeaeHUsi NepBUYHOMN
HacTponku (pucyHok 3.3), To npu 3anycke koHconu Ab Windows B OC
noTtpedyeTcsA NpuUHyAuTenbHasli CMeHa ayTeHTUPUKALMOHHbIX AaHHbIX Ab
nocne nepBou ycnewHou naeHtudukaumm u ayteHtudmkaumm Ab.

3.1.9 [Mocne ycnewHoun npouenypbl ayTeHTUdMKauum n naeHtudgpuvkauum Ab nossutcs
AnanoroBoe OkHO, coobLiatouiee 0 He06X0AMMOCTN CMEHbI ayTEHTUUKALMOHHBLIX AaHHbIX AB
(pycyHok 3.5).
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PucyHok 3.5 — Heobxo4MMocCTb CMeHbI ayTEHTUMPUKALMOHHBIX AaHHbIX AB

3.1.10 [ns BbINONHEHNA fanbHENLLMX JENCTBUN HEOOXOAMMO HaxaTb byl KnaBuLly U
B HOBOM OKHe (pUCYHOK 3.6) npuctynntb kK cmeHe napons Ab.

3.2 CmeHa ayTeHTU(PUMKALMOHHbIX AaHHbIX AB

3.2.1 Mocne ycnewHon ayTteHTUdUKaumm AB No npeaycTaHOBMEHHOMY MNaposio
NOSABUTCA OKHO ANA NPUHYOUTESNIbHOW CMEHbl €ero  ayTeHTUMUKALMOHHBIX  OaHHbIX
(pucyHok 3.6).

Hamenenne dY TEHTHPHKAUHOHHHY AAHHWX aAMHHHCTpATOpA be 3onacHocTH

18.06.2020 07:48:40

PucyHok 3.6 — I3ameHeHne ayTeHTUPUKaUMOHHbIX AaHHbIX Ab

3.2.2 B T1abnuue 3.1 npuBeneHbl Ha3BaHUsS Monen pucyHka 3.6 U NX BO3MOXHblE
3HaYeHus.
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Tabnuua 3.1 — Bo3MOXHble 3Ha4YeHUS NOMeEN NPy CMeHe ayTeHTUMUKALMOHHBIX AaHHbIX Ab

aZMUHUCTpaTopa

mMacTep-Kroy
agMuHUCTpaTopa

HavmeHoBaHue
Ne 3HaueHus nons MpumeyaHue
nons
3ape3epBrpoBaHHOE Ha3BaHKe YY4eTHOW 3anncy Nonb3oBaTens.
Nms .
1 admin
nonb3oBaTens
HepocTynHo ans nsameHeHus
MonuTuka 3apesepBUpOBaHHOE Ha3BaHWe NONUTUKK ayTeHTudukaumm AB.
2 admin policy
ayTeHTUdmKaLmm HepocTynHo anst usmeHeHust
Mone npegHasHayeHo anga yctaHoBku napona Ab.
AKTUBMPYETCS NPW HaXxaTum Knaesuwm < Enter >
BeegHTE HOBWA Naponk MNONL20BaTENS
*HEXNHEE |
3HayeHne
3 | MNaponb
naponsi
Beeaute HOBWA Naponk NONLI0OBATENA EWE pal
********I
lMone npegHasHayeHoO [AMnS reHepauun naponsi C MOMOLLbO
NPOrpaMMHOro Aatymka criydaviHbix yncen (OCY).
AKTUBMPYETCS NPW HaXaTum Knaeuwn < Enter >.
4 "eHepauus 3HaueHne -[|I'IE]]EILIH!F[ ycrneuHa-
napons napons
MpucsoeHHbIi Mone npegHasHayeHo  Ans BBOZA MacTep-kroya
5 MacTtep-knto4 nepcoHarnbHbIN AAMMHICTPATOPA.

AKTUBMpPYETCSA NpU HaxkaTum knaeuwm < Enter >,
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HanmeHoBaHue
Ne nons 3HaueHus nons MpumeyaHue

BubepHTe NEPCOHANBHWA HAEHTHEHKATOP

-> < Aladdin R.D. JaCarta 3/N: 0B53001811156965 >

lNone npegHasHayeHo gna BBoga PIN-koga macTtep-kntouda
agMuHucTpaTopa.

3HayeHne PIN-
PIN-kog macTep- AKTUBMPYETCS NPU HaXaTuu Knaeuwmn < Enter >,

6 Koga macTtep-
Krto4a

Knto4a Beegute PIN-X0A MEPCOHAMBHOTO HAEHTHEHKATOpA

3693 I 36 H I

3.2.3 TpeboBaHus K MCMONb30BaHMIO JOMYCTUMbIX CUMBOSIOB B Naposie Ab npuBeaeHsb! B
Tabnuue 5.2.

3.24 leHepaums naponen OcCyLlecTBnsieTca C nomowbo nporpammHoro ACYH. Ons
reHepaumm naponsa HeobxoaMMo NepenTn B CTPOKY «"eHepayusi naposisi» U HaXaTb KnaBuLLy
< Enter > (pucyHok 3.6). Ha akpaH OBM 6yaeT BbiBe4eHO CreHepupoOBaHHOE 3HayeHue
cnyyanHoro napons (pucyHok 3.7), npy 9TOM KpacHbIM LBEeTOM oTobpaxarTcs 6ykBbl

aHrnuuckoro andasuTa, REUSITEEEY — pycckoro andgasuTa.

-Onepauxa ycneuHa-

PucyHok 3.7 — 3HayeHne creHepmpoBaHHOro crydanHoro napons Ab

3.25 Mpn HeobGXoOUMOCTM B OKHE CMEHbl ayTeHTUMMKAUMOHHBIX AaHHbIX Ab
(pucyHoK 3.6) BO3MOXHO YyKasaTb MacCTep-KMnY agMuyHUCTpaTopa, WUCNofb3yemMblin Ans
cbpoca ayTeHTU(PUKALMOHHbLIX AaHHbIX AB A0 3Ha4YeHUN NO yMONYaHUKO B criy4yae
yTpaTtbl napons, PIN-koga agmuHucTtpartopa AHI unn notepmn AHI. [Ina yctaHOBKM MacTep-
Knoya agMuHucTpaTopa Heobxoanumo Beibpatb TpebyemMbli macTtep-kntod 1 Beectn PIN-koa K
HeMy B COOTBETCTBYIOLLMX ANANOroBbIX OKHax, NpuBeLeHHbIX B Tabnuue 3.1.
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4 OnwucaHme oCHOBHOIo okHa koHconu Ab

4.1 WHTepdenc ocHOBHOro okHa KoHconu Ab

41.1 KoHconb AB nmeet nHtepdenc, noxoxun Ha nHtepdenc 6asoBor cMcTembl BBoAa-
BbiBoga UEFI BIOS. /3meHeHMe 3HayeHu napamMeTpoB B [AaHHOM UHTepdeince
OCYLLIECTBMNSAETCA TONMbKO Mpyv nomowm Bbibopa MM BBOAA WX 3HAYEHMM C KnaBuaTypbl
(pucyHok 4.1).

Koncons ampmmmctpatopa besonackoc QIS Hinne "

{ 01.10.2018 15:48:48 |

PucyHok 4.1 — OcHoBHOE OKHO nHTepdgenca koHconu Ab

4.1.2 Ha pucyHke 4.1 umdpamm B Kpyrax 0603Ha4€EHbI:

o none 1 — 3aronoBoK;

o nosie 2 — CNUCOK AOCTYMHbIX A5 TPOCMOTPa U pefakTUpPOoBaHUS rpynn napameTpos;

o none 3 — KpaTkasi cnpaBKa Mo BblAENEeHHOMY KypCOpPOM napameTpy;

° none 4 — nogckaska no OyHKUMOHAsNbHbIM KraBuwam U nosie C TeKylwen aaTton u

BPEMEHEM.
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4.1.3 CDyHKLI,I/IOHaJ'IbHaFI knaesuwa < F9 > npegHa3HavYeHa A5A MNMepeKkriioyYeHnAa Mexay
pacwmnpeHHbIM U COKpaLLEHHbIM PEXNMOM OTO6pa)KeHVIFI 3N1eMeHToB B OCHOBHOM MEHIO.

4.1.4 dyHKUMOHanbHaa knasvwa < F10 > coxpaHAeT CHMMOK Tekyllero akpaHa B
npegBapuTenbHO co3gaHHy aupektoputo ...\SDZ_Scr Ha nobom ycTponCcTBE XpaHeHus
AaHHbIX, B TOM YMCIie OTYYXXOaeMOM.

4.1.5 MNepeknioyeHne A3bIKOB BBOAA (AHIMUWCKUA, PYCCKUW) OCYLLECTBSETCHa npu
NoMOLUM (PYHKUMOHaNbHOM knaBuwm < F12 >, B npaBoMm HwkHeM yrny uWHTepdenca
oTobpaxkaeTcs TeKyLWnn A3blK BBoAa (PUCYHOK 4.1).

4.1.6 [na BbIxoga 13 OCHOBHOro okHa koHconn AB (pucyHok 4.1) K OCHOBHOMY OKHY
naeHTurkaumm n ayteHTupmkaumm nons3osatenen (pucyHok 12.1) HeobxoguMmo HaxaTb
knasuwy < Esc >.

4.2 Pexunmbl pyHKLMOHUPOBaAHUA OCHOBHOIo oKkHa KoHconu Ab

4.2.1 OcHoBHOe OKHO kOHconuM AB uMmeeT gBa pexuma OoToOpaKeHusi 3NEMEHTOB B
OCHOBHOM MeHI0 And yaobcTBa Nosib30BaHMSA: COKPaLLEHHbIN U pacLUMPEHHbBIA PEXUM.

4.2.2 Mo ymonyaHui [OCTYNEeH COKPAaLWEHHbIA PEeXMM OTOOpakeHUst 3fEMEHTOB B
OCHOBHOM MEHH0 (pUCyHOK 4.1).

4.2.3 [MepekntoyeHne mMexay COKpalLEHHbIM M PacCLUMPEHHBIM PEXUMOM OTOBpaxXeHust
OCHOBHOIO MEHI0 OCYLLEeCTBNAETCS Mpy NOMOLUN (PYHKLMOHaNbHON Knasuwmn < F9 >,

4.2.4 PacLumpeHHbI pexxum oTobpakeHnst OCHOBHOIO MeHI0 koHconu Ab n3obpaxeH Ha
pucyHke 4.2.
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Koncons agmuumcTpatopa besonacoch QS ©

05.03.2021 11:40:47

PucyHok 4.2 — PacluMpeHHbIN pexnm oTobpakeHns MeHto KoHconn Ab

425 PaclumpeHHbI pexxnm oTobpaxxeHna OCHOBHOrO MeHto koHconu Ab ncnonbayetca
AN NepBOHa4YanbHOW U nocregylwen HacTporku napameTpoB wusgenuda. Ab  moxeTt
HacTpoUTb OTOOpaKeHMe 3NIEMEHTOB OCHOBHOIMO MeHK KoHconn AB npu paclumpeHHOM
pexvme yHKLMOHNPoBaHNA B nogpasaene «OCHOBHbIe HacTpoukny (nogpasgen 10.4).

4.2.6 CoKpalLEeHHbIN pexuMm oTobpakeHUsi OCHOBHOIO MEHI MCMNOSb3yeTCHa B npouecce
paboTbl C n3genvem ans:

. KOHTpons 3a owmnbkamm B nonutukax KL, o6bekToB n 3arpysku OC;
. npoBeAeHNst ANarHOCTUKN U3LENNs;

. nNpoCMOTpa XypHana ayauTa;

. pa3brioKMPOBKM YYETHBIX 3anMcein Nonb3oBaTenen.

4.3 OcHOBHbIe nNnapamMeTpbl KOHconu Ab

431 OcHoBHasi koHconb AB BbiNONHEHa B BMAE €4MHOro ncesaorpaduyeckoro
nHTepgenca (pucyHok 4.1) n goctynHa AB TONbKO MOCME YCMELWHOro MPOXOXAEHUA UM
npouenypbl ayTeHTUgukaumm n naeHTudmkauuu.
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OcHOBHbIMU (byHKUMAMU KOHCoNU Ab aBnsatoTcs:

yrpaBreHMe YYeTHbIMU 3anucamMu nofb3oBaTenen: cosgaHve, peaakTupoBaHue,
yaaneHue, 6rnokmpoBka, pa3bnokuposka (pasagen 9);

ynpasreHue nosiMTukamm naeHTndukaunum n ayteHTudumkauum nonb3osartenen n Ab:
cosfjaHue, UX pedakTupoBaHvue unu yaanexuve (pasgen 8);

ynpasnenue nonutnkamm KL o6bektoB n 3arpyskun OC: cosgaHune, nx peaaktmpoBaHue
n yoanenuve (pasgen 6);

npuMeHeHue WabnoHoB NnonuTuk 6e3onacHocTn (pasgen 6.9);

HacTpownka nonuTtuk KL, o6bektos u 3arpy3kmn OC (pa3sgen 7):

—  hannos;
—  )KYpHanoB TpaH3aKuui bannosbIX CUCTEM;
— obbekToB peectpa OC ansa OC cemenctea Windows;
— napameTpoB cpeabl UEFI;

—  3arpy304HbIX CEKTOPOB OMUCKa;
— ycTponcts OBM;

ynpasrieHue 3arpyxaemMbiMn OC;

ycTpaHeHue HapyweHun KLL o6bekToB (nogpasgen 6.8);

ynpaBneHne  obwumm  HacTponkamum

nons3osaTernen n KL obbektos (nogpasgen 10.1);

4.3.3
pexume yHKUNOHNPOBAHUS (PUCYHOK 4.2).

ayTeHTI/I(bI/IKaU,I/II/I 7 VID,eHTI/I(bI/IKaLI,I/II/I

BOCCTaHOBIEHME 3aBOACKMX HacTpoek uaaenus (noapasaen 10.6);

obHoBnenwue MO n3genusa (nogpasagen 10.7);

npoBegeHne anarHocTukm nsgenus (nogpasgen 10.11);

NpoCMOTP MHAdOpMaL MK o0 NnpoaykTe (nogpasgen 10.12);

paboTa C XypHanamu ayguta v nNpuUMeHeHns LwabnoHoB: NPOCMOTP COOBLUEHUN O
pencteuax AB 1 nonb3oBaTenien, SKCNOPT XXypHana Ha BHeLWHee YCTPOMCTBO XpaHeHUs
AaHHbIX, OMUCTKa XypHana (pasgen 11).

B Tabnuue 4.1 npuBeaeHo onucaHue pasgenoB koHconu AB npu pacluvpeHHom

Tabnuua 4.1 — lepevyeHb pasgenos, noapasnenoB KoHconn AB pacluMpeHHOro pexuma
PYHKUMOHNPOBAHUSA U UX HAa3HAYeHne

Paszgen Moapaspen Ha3HaueHue
Y4YeTHble 3anucu YnpaeneHne y4eTHbIMW  3anucsMyM  MNoJb3oBaTenNew:
YyeTHble 3anucu
" NOMUTUKM . pobaBneHve, pedakTupoBaHue, ygarneHue, OnoKMpoBKa,
nonb3oBaTtenen
©e3onacHocTu pa3bnoknpoBka




Gl

FTASUHOOPM

C[O3 «SafeNode System Loader»

CEPBUC PYKOBOZICTBO afM1HUCTPaTOpa. YacTb 2 27
Paspen Moppaspen HasHauyeHue
YnpasneHue nonUTUKaMu ayTeHTudukaumm
MonuTnkn ayteHTndukaLmmn -
. nonb3oBaTenewu: nobasneHue, pefakTMpoBaHue,
nonb3oBaTenemn
yaaneHue
Monutukn KOHTPOSIS
P Ynpasnernune nonutukammn KL, o6wektoB u 3arpysku OC:
LeNIOCTHOCTN OBBLEKTOB U
nobaBneHve, pegakTMpoBaHue, yaaneHue
3arpy3kn OC
VMcnonb3oBaHve co3gaHHbIX LWabnoHOB C HACTPOEHHbIMU
LWabnoHbl nonuTuk napameTpamMu NOMUTUK ayTeHTUMKaumm nonb3oBaTenemn
n KL o6bekToB 1 3arpyskn OC
dannbl
KypHanbl TpaH3aKkummn
¢annoBbIX CUCTEM
KoHTpornb Peectp OC Windows HacTtpolika MexaHuama KL COOTBETCTBYHOLLMX
LLeNTIOCTHOCTM KOMMOHEHTOB annapaTHOW 1 NPOrpaMMHON KOHUrypaumm
06bEKTOB MapameTpbl cpeabl UEFI OBM
3arpy3ouyHble cekTopa
YcTponctea
YnpasneHue HacTtporika oC ng OBEPEHHOM 3arpysku
P y KoHTponb 3arpyskn OC P a Aosep Py
3arpyskon OC nonb3oBaTensMm

OCHOBHbIE HACTPOWKK

HacTtpovika obLimx napameTpoB Ans ayTeHTuduKauum u
noeHTudukauum nonb3oatenen u KL 006bekToB,
BOCCTaHOBIIEHME 3aBOACKMX HACTPOEK U3Oenusi U UHble

O6uwue HaCTPOVKM
napameTpbl
P P OnarHocTtuka 3anyck oMarHOCTUKM U3genusa u NpocMoTp ee pesynbTaToB
WHdopmaumsa o npoaykte MpocmoTp nHdopmaLmMm o NPoAYKTe
MpocMmoTp  OCHOBHOroO >ypHana pgeucteun Ab
Pernctpauus nonb3oBaTtenen, XypHana npuMMeHeHus  wabnoHoB,
- KypHan ayguta -
coObITMI 3KCMOPT >KypHaroB Ha BHELIHEEe YCTPOWCTBO XpaHEeHWus

OaHHbIX, O4YNCTKa XYpHalrioB
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5 KoHourypmpoBsaHue napamMeTpoB Yy4YEeTHOWU
3anucun Ab

5.1 YnpaBneHue napameTpamMu NosiMTuku ayteHtudunkaumm Ab

51.1 ABb no ymonyaHuMo HasHavyeHa CcobCTBEHHasi 3apes3epBMpOBaHHasi MNONMTUKA
ayTeHTuumkauyum admin policy.

5.1.2 [ns pepakTMpoBaHUA NOMUTUMKM ayTeHTudwukaumm Ab Heobxogummo BbibpaTb B
rMaBHOM OKHe pacwupeHHoro MeHw  (pucyHok 4.2) nogpasgen  «llonumuku
aymeHmudpukayuu nosib3ogamersieli» 1 B MNOSIBUMBLLUEMCS OUANIOfOBOM OKHe MepenTtn B
CTpoKy «PedakmupoeaHue», HaxaTb knasuwly < Enter > (pucyHok 5.1).

[OAHTHEH AY TEH THRHKALLHH  NONBL30BA TEAEA

| 17.06.2020 12:48:40 |

PucyHok 5.1 — PegaktnpoBaHue nonmtukn ayteHtudunkauum Ab

5.1.3 B HoBoM gunanoroBom okHe «PedakmupoeaHue rnosiumuku aymeHmugukayuu
nonb3oeamersel» (PUCYHOK 5.2) HeobxoguMmo BbibpaTb MMSA pefakTUpyemMon MNONUTUKK
ayTeHTuukauum B none «Mms» n Haxatb kHonky | OK' | (pucyHok 5.3).
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rt‘lldKTH]JUBdHHL‘ NONHTHKH AYTEHTH@HKAUHH NONL30BATENEA

{ 17.06.2020 12:51:20 |

PlllcyHOK 52— Pe,anTmpOBaHme NOJIUTUKN ayTeHTI/I(*)I/IKaLI,I/II/I nonb3oBarenemn

PucyHok 5.3 — Beibop nonutunkn ayteHTMdukaumm ona pegaktmpoBaHus

5.1.4 B Tabnuue 5.1 npuBeaeHbl 4OCTYMHbIE ANSA peAakTUpPoBaHWs NapameTpbl NONNTUKM
ayTeHTudmnkaumm AbB, MX BO3MOXHble MNPUHMMAEMblE 3HAYEHUS M NPUMEYaHUs K HUM
(pucyHok 5.4).
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Ptf,’l«l}‘.'I'H]Iﬂ](dHH(T NOAHTHEKH AYyTEeHTHFHKALHH NOAb30BATENEA

1 17.06.20206 12:52:49 |

PucyHok 5.4 — Pegaktupyemble nons nonuTuky ayteHtudpukaumum Ab

Tabnuua 5.1 — Bo3MOXHbIe 3Ha4YeHUS Nonen Npu N3MeHEHUN NONUTUKK ayTeHTudukaumm Ab

Bo3moxHble 3HayeHna | MuHumanbHoe ...
HavmeHoBaHue
Ne nonsi nons MaKkcumarnbHoe MpumeyaHue
[ no ymonyaHnumio ] 3Ha4YeHus
3apesepBrpoBaHHOE
Ha3BaHune NOSNIUTUKN
ayTteHTudukaumm Ab.
1 | Nvga admin policy
HepocTynHo ons usMeHeHus
2 MpuBnnerun AoMuHucTpaTtop
[ Maponb ]
[NepcoHanbHbIN
3 Tun naeHTnukaTop
ayTeHTUmKaLumn
[Maposnib n nepcoHanbHbLIN
naeHtTudukaTop
[ cTpoyuHas Gykea ]
Mone npegHasHavyeHo Ans
4 | CnoxHOCTb Naponsi CTaHOBKW CFOXHOCTW Napons.
P 3arnasHas 6yksa y P
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Bo3moXxHble 3HaYeHuUsa | MnHumanbHoe ...
HanmeHoBaHue
Ne nons nons MaKcumarnbHoe MpumeyaHue
[ no ymonuaHnumio ] 3Ha4YeHus
umdpa AKTMBMpYeTCS Npu  HaxaTum
knasuwmn < Enter >
cneumnarnbHbIA CUMBOI
5 MuHumanbHas anvHa 3 8. 32
napons
MwHMManbHbIA  CPOK
6 . - - HepocTynHo ansa nameHeHusi
AevcTeus (gHn)
Ons NONNTUKN
MakcumarnbHbIA CpoK ayTeHTUpUKaLMM AB
7 - 0 1...45 3Ha4eHne «0» o3Ha4vaeTt
aencTeus (gHu) 6 .
€CKOHeYHoe Bpemsi eNCTBUS
NONUTUKN
8 [NonbITOK BXoza 8 1 8
BCEro
MakcumarnbHoe
9 | BpeMsi HeaKTUBHOCTU - - HepocTynHo ans nameHeHust
nosnib3oBartens (gHu)
Tun GNOKMPOBKU NpU
10 3anucb B XXypHan - HepocTynHo ans nameHeHust
HapyLLUEHUN
11 Bpems - Grioknposky - - HepocTynHo ons usmeHeHus
(MUHYTBI)
515 CnoxHocTb naponsa unm PIN-koga AHI AB 1 nonb3oBaTenen onpegenseTcs nytem

MCMNONb30BaHUS B HEM COMETaHWsi 3arnaBHblX OykB, CTPOYHbIX OykB, LMEP U cneumanbHbIX
CMMBOJIOB M3 onpeaeneHHoro paspaboTynkom andasuTa napons, ykasaHHoro B Tabnuue 5.2.
OrpaHuyeHnst Mo NPUMEHEHWNI0 CUMBOJSIOB B MMEHaX YYeTHbIX 3anvceilt nonb3oBaTenen u
naponsix npueeaeHbl B Tabnumue 5.3.

Tabnuua 5.2 — Andasut napons n PIN-kogoB Ab 1 nonb3oBaTenen

Ne HanmeHoBaHue donycTumMmble cMMBOnbI Konu4yecTtBO CMMBONOB, LWT.
A..Z 26
1 3arnaBHble OYKBbI A5 23
a...z 26
2 CTpouyHble BykBbl
a...s 33
3 Lindbpebl 0...9 10
!
@
#
$
%
4 CneumanbHble CUMBOIbI N 11
&
*
(
)
UToro: N 139
5.1.6 [nsa coxpaHeHna W3MEeHEeHWW pefakTUpyeMown MNONMUTUKKM ayTeHTudukaumm Ab

HeobXxoanMo nepenTn B CTPOKy «CoxpaHumb» N HaxaTb knasuwy < Enter >. MNpu 3ToM B
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HOBOM [uanoroBom OkHe OyaeT BblBeAeHO cooblieHne 06 ycnewHoM peaakTUpOBaHUM
nonuTUKK ayteHtudukauum Ab (pucyHok 5.5).

PucyHok 5.5 — YcnelwHoe nameHeHne nonnTtukn ayteHtudukaumm Ab
5.2 YnpaBneHue napameTtpamu y4yeTtHou 3anucu Ab

5.2.1 YnpasneHve napameTpamu yyeTHou 3anucm Ab ocyulecTBngeTcs B nogpasgerne
«Y4yemHble 3anucu nosib3oeamersieli» OCHOBHOIo OkHa koHcosnnm Ab.

5.2.2 [na pegaktupoBaHus ydeTHou 3anucn Ab Heobxoammo BbIGpaTb B MTaBHOM OKHE
(pucyHok 4.1) nopgpasgen «Yuyemuble 3anucu nosib3ogeamersieu». B nosiBusBliemcA
ANanoroBOM OKHe MepenTn B CTPOKy «PedakmupoeaHue» W HaxaTb knasuwy < Enter >
(pucyHok 5.6).

JueTHHE 3aNHCH NOALI0BATENEA

| 17.06.2020 12:54:57 |

PucyHok 5.6 — PegaktnposaHue yyetHon 3anvcu Ab
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5.2.3 B HoBOom pgumanoroBom okHe «PedakmupoeaHue y4YemHoOU 3anucu
nonb3oeamens» HeobxooMMo BbibpaTb MMs pefakTupyemon ydeTHowm 3anucu Ab B none
«Mms1 nonb3oeamernsi» n Haxatb KHOMky | OK | (pycyHok 5.7).

PucyHok 5.7 — Belbop ydeTHon 3anucn Ab ansa pegaktmpoBaHus

5.24 [ocTynHble ona pegakTMpoBaHus napameTpbl yyeTHon 3anucu Ab (pycyHok 5.8) n
nX 3Ha4YeHus npueeeHsl B Tabnuue 5.3.

PﬁﬂﬂKHI]]UBdHHC YYETHOA 3anHcH NoAb30BaTend

17.06.2020 12:59:07 |

PucyHok 5.8 — PegaktnposaHue yyetHon 3anvcu Ab



Gl

FASUH®OPM
CEPBUC

C[O3 «SafeNode System Loader»
PykoBoacTBo agMuHucTpaTopa. Yactbs 2 34

Tabnuua 5.3 — Bo3MOXHble 3Ha4YeHUs Nonen Npu pegakTmpoBaHum yyeTHom 3anmcu Ab

Ne

HanmeHoBaHue
nons

3HavyeHus nons

MpumeyaHune

ms nonb3oBaTtens

admin

3apesepBupoBaHHOe
nonb3oBaTens.

Ha3BaHune yquH0|7| 3arnncu

HegocTtynHo Anst UsMeHeHust

MonunTtuka
ayTeHTUmKaLnum

admin policy

3apes3epBrpoBaHHOE Ha3BaHME MONUTUKM ayTeHTUdUKaLMK
AB.

HegocTtynHo Anst UsMeHeHust

Maponb

3HauyeHne naponda

[Mone npegHasHayeHo ong yctaHoBku napons Ab.

JonyckaeTcsa mcnonb3oBaHME CUMBOJIOB U3 Tabnuubl
5.2.

AKTUBMPYETCS NPU HaXKaTum Knasuwn < Enter >

FeHepaums naporns

3HayeHune naponda

Mone npegHasHayeHo ANs reHepauuv Naporns C MOMOLLbH
nporpammHoro [CY.

AKTMBUMPYETCS NPU HaXaTuu Knasum < Enter >,

lMepcoHanbHbIN
naeHTudgukaTop

[MpncBOEHHBIN
nepcoHarnbHbIN
noeHTudukaTop

MNMone npegHasHayeHo And  Bblbopa U
nepcoHanbHoro naeHTudgmkaTopa.

yCTaHOBKM

AKTMBUMPYETCS NPU HaXkaTuu knasuwm < Enter >,

Bubepute nepcoHanbHWA HAEH THGHKATOD

-» < Aladdin R.D. JaCarta S/N: 0B53001811156365 >

PIN-koq

3Ha4eHune PIN-

koga

Mone npeagHasHavyeHo ons BeBoga PIN-koga nepcoHanbHoro
noeHtTndukaTopa.

JonyckaeTcsa ucnonb3oBaHME CUMBOJIOB U3 Tabnuubl
5.2.

AKTMBUMPYETCS MPU HaXkaTUu Knasuwm < Enter >.

A NEPCOHAMRHOTO HAEHTHEHKATOPA

OnucaHve

lMpounsBonbHas
TeKcToBasi CTpoka

Mone npegHasHayeHo AN onucaHus

yyeTHown 3anucu Ab

dopmmnpoBaHuna

MakcumanbHaga anvHa nons — 48 cMmBOnoB.

AKTUBMpPYETCS NMPU HaXkaTuUK knaBuwwn < Enter >.
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Ne HavmeHosakne 3Ha4yeHua nonsa MpumeyaHue
nonsa
BeeaHTe onHCaHHe nonkz2o0BaTend
test user?
MonuTrkm
KOHTpOnA BBedeHHOoe YkasaHne HasBaHua nonutukn KL u 3arpyskm OC, no
8 | uenoctHocTn A npaBunam KoTopou byaget obpabaTbiBaTbCa yyeTHas 3anvcb
3Ha4eHne
0ObekToB n ABb
3arpyskun OC
9 | Craryc AKTMBEH HenocTynHo Anst UsSMeHeHus
MprcBOEHHbIN Mone npegHasHayeHo  AnS BBOAA  MacTep-knoya
10 MacTep-kritoy nepcoHarnbHbIN agMuHUcTpaTopa.
agMuHucTpaTopa MacTep-KroY
agMuUHUCTpaTopa AKTUBMpYETCA NpU HaXxxaTum Knasuwwim < Enter >.
3HaYCHME PIN- lNMone npepHasHaveHo Anga BBoga PIN-koga macTtep-kntouya
PIN-kogq  mactep- agMuHUcTpaTopa.
11 Koga mMactep-
Knto4va
Kntoya
AKTUBMpYETCA NpuU HaXxxaTum Knasuwim < Enter >.
5.2.5 [na coxpaHeHus U3MEeHeHUN pefakTupyemon yyeTHow 3anvcu AB Heobxogumo

nepenTn B CTPpoKy «CoxpaHumb» (PUCYHOK 5.8) n HaxaTb knasuwy < Enter >. [pn 3aTom B
HOBOM [AMarnoroBOM OKHe OyaeT BbiBeAeHO coobuleHne 06 ycrnewHoOM pefakTUpoBaHUU
y4eTHOM 3anncu nonb3osaTtens (pUCcyHok 5.9).

-OnepauHs ycnewHa-

YueTHad 3anMCh NONL30BATENd H3MEHEHA

PucyHok 5.9 — YcnewHoe pegaktuposaHune yyetHon 3anvcu Ab

5.2.6 lMepeyeHb oWmnBOK, BO3HMKAIOLLMX NPU KOHUTYPUPOBAHUN NapamMmeTpoB MOSUTUKA
ayteHTudukauum Ab n ero yyeTHom 3anvcu, a Takke eNCTBUSA MO UX YCTPAHEHUIO yKa3aHbl B
pasgene 14.

5.3 HasHauyeHue AHI1 agMuHucTpaTopy 6e3onacHoCcTun

53.1 ABb wmoxeT HasHaunTb AHIT “ wucnonb3oBaTb €ro B KadecTBe cpeactsBa
ayTeHTupmkauun. [lMpun  3TOoM B napameTpe NOMUTUMKM  ayTeHTudmkaumm  «Tun
aymeHmudpukayuu» OOMKHO OblTb  YCTAHOBNEHO  3HadeHue  «fllepcoHanbHbIU

udeHmughukamop» (pucyHok 5.4).

5.3.2 [ns yctaHoBku AHI B kavecTBe cpeacTtBa ayTeHTudukauum Ab Heobxoanmo:
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) nogkntountb AHIMN AB kK 3BM;

) nepenTn KypcopoMm B CTPoKy «llepcoHanbHbIl udeHmugukamop» (pucyHok 5.10),
HaxkaTb Knasuwy < Enter > 1 B HOBOM JManoroBom okHe (pucyHok 5.11) BbibpaTb TpebyeMbliin
nepcoHanbHbI MAEHTUAUKATOP M3 CrMCKa NoaaepXXMBaeMbiX B U3AeNUN HaxkaTuem KnasuLum
< Enter >;

3 BblOpaHHbIN NepcoHarnbHbI naeHTUdrkaTop OyaeT BbiAeneH < yrrioBbiMK ckobkamu >;

J HaxaTtb knasuwy | OK | (pucyHok 5.11), nepentn kypcopom B none «PIN-kod»
(pucyHok 5.10) n HaxaTb knasuwy < Enter >;

o BeBecTn PIN-kof nepcoHanbHoro naeHtugukaropa (pucyHok 5.12).

PesaxTHpoBaHHE YYETHOR 3aNHCH NOAbL30BaTENs

| 24.10.2018 15:45:43 |

PucyHok 5.10 — HasHaueHne nepcoHanbHoro ngeHtudukatopa Ab

PucyHok 5.11 — Beibop nepcoHanbHoro ngeHtudpukatopa Ab



FTASUHOOPM
CEPBUC

C[O3 «SafeNode System Loader»
PykoBoacTBo agMuHucTpaTopa. Yactbs 2 37

Gl

PucyHok 5.12 — Beog PIN-koga nepcoHaneHoro naeHtudgukaropa Ab

5.3.3 Ona nopgepxmBaembix B umsgenun AHIT PIN-kog nonb3oBatensa 3agaeTtcst C
nomouwybto cneuymansHoro MO (PKI Client), noctaBngemoro npon3soguternieM COBMECTHO C
noeHtudpumkatopom. Mpm atom ana cmenbl PIN-koga nonb3oBatens u3 cneumansHoro MO
Heobxoaumo 3HaTb PIN-kog agMmunHuctpatopa AHI.

5.34 B Tabnuue 5.4 npueBepaeH cnmcok PIN-kogoB agmuHuctpatopos  AHI,

YCTaHOBIEHHbIX pa3paboTymkamu (MPon3BoAUTENSMU) MO YMOSYaAHMUIO.

Tabnuua 5.4 — CnMcok ncnonb3yeMblx MO YMOSYaHuio naponen agmmHuctpatopo AHIM ona
pasHbix TMnos AHI

Ne HanmeHoBaHue PIN-kog nonb3oBaTtensa AHIN no PIN-kog agMmuHucTtpaTtopa AHIN no
n/n AHI yMOn4YaHuto YMONYaHUIO
eToken PRO (Java)
1 72K, SafeNet eToken 1234567890 He 3apaH
5100/5110/5200/5205
2 JaCarta PKI 11111111 00000000
3 JaCarta TOCT He 3apaH 1234567890
PyTtoken QLI
4 2.0/3LM/2151/Lite 12345678 87654321
5.35 [ns koppekTHoro dyHkumoHnpoBanua AHI ¢ nsgenvem Heobxoamma yctaHOBKa

cooTBeTcTBYlOWMX ApanBepoB B OC Windows, ykasaHHbiXx B Tabnuue 5.5. YcTaHoBKa
cneunanuamposaHHoro MO ana AHI nponsBoanTCs cornacHo JOKYMeHTaumn paspaboTtyumka

(npounsBoguTens).

Tabnuua 5.5 — lNepeyeHb PKI knneHToB

Ne HanmeHoBaHue PKI
Bepcusa Ccblinka
n/n KnueHTa
1 [paiisepbi PyTokeH 4700 c\}itg(sjzafl\'/s\//vw.rutoken.ru/support/downIoad/drlvers-for—
. 2.12.0 Cbopka . - .

2 Enunnbin Knuent Jacarta 2008(6eTa) https://www.aladdin-rd.ru/support/downloads/jacarta
[0 poctynHO nocne perucTpauMM M 3anpoca Yy
paspaboTuyuka.

SafeNet Authentication

3 Client 10.4.26.0 https://safenet.gemalto.com/multi-factor-
authentication/security-applications/authentication-client-
token-management/



https://www.rutoken.ru/support/download/drivers-for-windows/
https://www.rutoken.ru/support/download/drivers-for-windows/
https://www.aladdin-rd.ru/support/downloads/jacarta
https://safenet.gemalto.com/multi-factor-authentication/security-applications/authentication-client-token-management/
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5.3.6 Mpoeepka PIN-koga npu ucnonb3oBaHun AHIT ocywectBnseTcsa BHYTPEHHUMU
MeXaHU3MaMu 3aLmnTbl STUX MAEHTUPUKATOPOB (COBCTBEHHBIM NPOrPaMMHbLIM KOZOM).

” B cnyyae HeBepHo ykaszaHHoro PIN-koga Ha akpaH OBM Oyget BbiBEOEHO
coobwenne «HeeepHbIt PIN-kod!» (pucyHok 5.13).

PucyHok 5.13 — Owwunbka npu BBoae HeBepHoro PIN-koga nepcoHanbHOro naeHtudukaropa
5.4 Wcnonb3oBaHUe MacTep-Kn4vya agMUMHUCTpaTopa 6e3onacHoCTH

54.1 MacTep-kntod ncnonb3dyetca ana cbpoca ayTeHTMUKAUMOHHBIX AaHHbIXx AB fo
3Ha4YeHN o ymosnyaHuo B criydae ytpatbl napons Ab, PIN-koga agmuHuctpatopa AHI nnn
notepn AHTI1. Npn ncuyepnaHum KonNMYyecTBa NOMbITOK ayTeHTUdUKaUMN U ngeHTugukaummn Ab
Ha akpaH OBM 6yaet BbiBEOeHO cOObLLEHNE O BNOKMPOBKE C NPEeanoXeHNEM BOCCTAHOBUTb
AO0CTYMN C NOMOLLbIO MacTep-knto4va (pucyHok 5.14).

PucyHok 5.14 — NoaTreepxaeHne BoccTaHoBrneHnsa goctyna Ab ¢ nomoLbo mactep-knioya

5472 [1ns BocCTaHOBMEHMS AOCTYNa C NOMOLLbIO MacTep-Knoya Heobxoanumo:
° nogKNoYnTL Mactep-kntod Ab kK 9BM;
. B nosiBMBLLEMCS OKHe «C6poc aymeHmuguKkayuoHHbIX OaHHbIX

aomuHucmpamopa» (pucyHok 5.15) nepentn Kypcopom B CTpoky «Macmep-kiro4
adMuHUcmpamopar, HaxaTb Knasuwy < Enter > 1 B HOBOM AnanoroBom okHe (pUcyHok 5.16)
BblbpaTh TpebyeMbln MacTep-Knod HaxkaTnem knasvwn < Enter >;

. BblOpaHHbIA MacTep-knoY ByaeT BblAeneH < yrroBbIMU cKobkamu >;

o HaxaTb knasuwy | OK | (pucyHok 5.16), nepentn Kypcopom B none
«PIN-k00 macmep-knro4a» (pUCyHok 5.15) n HaxaTb knaesuwy < Enter >;
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) BBecTn PIN-kog mactep-kntoya (pucyHok 5.17);
o nepenTn Kypcopom B CTpPoKy «C6épocumb» W HaxaTb knasuwy < Enter >
(PucyHok ).

COpoC QYTEHTHEHKALHOHHEX AAHHMX aAMHHHC TPaTOpa

{ 18.09.2018 12:19:19 |

PucyHok 5.15 — COpoc ayTeHTUPUKALNOHHBLIX AAHHbIX

PucyHok 5.16 — Bei6op macTep-kntoda Ab
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Beregute PIN-Koa nepcoHanbHOTD WAEHTH@HKATOpA

XX XEHE |

PucyHok 5.17 — Beog PIN-koga mactep-kntoda Ab

5.4.3 Mpn ycnewHomMm cbpoce ayTeHTUMUKALUMOHHbLIX AaHHbIX AB 6yaeT BbiBeOeHO
cooOLeHne (pucyHok 5.18), cogepkallee HoBbIV Naposnb Ab, yCTaHOBMAEHHbLIW NO YMOSTYaHUIO.

-Onepauxa ycnewHa-

HoBwh maponk agMMHHCTpaTOpa no ymondaddw: 12345678

PucyHok 5.18 — YcnewHbin cbpoc ayTeHTUUKaLMOHHBIX AaHHbIX AB
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6 YnpaBneHne nonutukamm KLl obbekTtoB U
3arpy3ku OC

6.1 YnpaBrneHue napameTpamMu yYeTHbIX 3annceu nonb3oBarTesnien

6.1.1 [Mpouecc ynpaBneHusi napameTpamMmn y4eTHbIX 3anmucen nonb3osaTenen cocTonT na
cnefyowmnx 4 OCHOBHbIX 3TanoB (pUCyHoOK 2.1):

1) Cosganne nonutukn KL o6bekToB 1 3arpy3kn OC 1 BbIOOP 4SSt KOHTPONS:

° dannos u/unu Kkatanoros;

o XXypHana 3aBepLUeHHOCTM TpaH3aKunin hanioBor CUCTEMBbI,
. obbekToB peectpa OC Windows;

o drannos 1 napameTpos cpeabl UEFI,

. 3arpy304HbIX CEKTOPOB YCTPOWUCTB XPaHEHUS AaHHbIX;

J annapartHbIx ycTponcts OBM.

2) Co3pgaHue mexaHuama KoHTpons 3arpy3kmn OC:

° onpeaenexHve OC, pa3pelleHHbIX K OBEPEHHON 3arpy3Kke Nnonb3oBaTensm.

3) Co3gaHue NonuTUKK ayTeHTUUKALMN U naAeHTUUKaUUn nonb3oBaTens:

° BbI6Op TUNa ayTeHTUMMKaLuumn nonb3oBaTenen;

o onpegeneHne TpedoBaHUN K ANMHE N CNIOXHOCTWN Napons;

o onpeaeneHne napameTpoB NOJSIUTUKU: CPOK OENCTBUSA N KONTMYECTBO NOMbITOK;
. onpegerneHne Tuna 610KMpPOBKH.

4) OnpegeneHve napaMeTpoB YYEeTHOW 3anMcu  NoNnb3oBaTens: UMs, MOnuUTUKa
ayTeHTudunkaumm, nonutmka KL n 3arpyskun OC, onnucaHue, TeKyLmin ctaTyc.

[]] [na opgHon y4yeTHOW 3anucy nonb3oBaTensd BO3MOXHO HasHadeHue
Heckonbknx nonuTtuk KU u 3arpyskm OC. B cnyyae obHapyxeHus HapyLleHuUs
LIeNIOCTHOCTU NPU  HECKOSIbKUX Ha3HAYEeHHbIX MOMNUTUKax MNpUMEHAITCA
npasuna Hanbonee cTpororo TMna 6rIOKMPOBKU NONb30BaTENSA.

6.1.2 Mepea co3gaHnem yyeTHoOW 3anucu nonb3oBatensa Ab HeobxogmMmo (pucyHok 2.1):

o npegBapuTensHo co3gatb nonntuky KL o6bektoB n 3arpyskun OC;
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o HacTpouTb KLI annapaTHon n/vnun nporpaMmHon KoHdurypauun SBM;
) HaCTPOUTb MeXaHU3M KOHTPOIsi goBepeHHon 3arpy3km OC.
6.1.3 Mpn HacTponke KLI obbekTtoB Ons Kakgow MOMUTUMKM AOCTYMNHbI criegylowime
BapuaHThbl:
) KoHTponb ¢annoB — KL dannos n (unn) katanoroB 3arpyxaemon OC, a Takke
dannos n (MnNn) KaTanoros Nofb3oBaTenNs;
. KOHTPOJSIb XYpPHanoB TpaH3akuun ¢annoBbIX CUCTEM — KOHTPOSb 3aBEPLUEHHOCTH
TpaH3aKumi XXypHanos gannosbix cuctem NTFS, EXT3, EXT4,
. KoHTponb peectpa OC Windows — KLl o6bekToB peectpa OC cemencrtea Windows;
o KOHTpoOnb napameTpoB cpeabl UEFI — KLl nepemeHHbIX, ApanBepoB 1 Tabnuu cpeqbl
UEFI,
. KOHTPOJIb 3arpy304Hbix ceKTopoB — KL| 3arpy304HbIX CEKTOPOB YCTPOWCTB XpaHeHUs
AAHHbIX;
. KOHTPOSIb YCTPOMCTB — KOHTPOMb annapatHbiX YCTPOUCTB (annapaTHoWn

KOHpurypaumm) 3BM.

6.1.4 Mpwn HacTponke KOHTpons 3arpy3kn OC anga Kaxgon NonMTUKK JOCTYMNHa npoueaypa
KOHTpons 3arpy3ku OC — HasHayeHne ogHou unu Heckonbknx OC Ans JoBepeHHOW 3arpysku
nonb3oBaTento.

6.1.5 Peakuus npu HapyweHun KL, 06beKTOB siBNsieTCA 04MHAKOBOMW ANs BCeX 06BHEKTOB
KOHTPONs M YycTaHaBnuBaeTca npu cosgaHun nonutukn KL obbektoB m 3arpyskm OC
(noppasgen 6.2).

6.2 Cos3aaHue nonutnkn KLL o6bekToB m 3arpy3km OC

IEI B B[ nsgenuna no ymornyaHuio NpuCcyTCTBYeT BCTPOEHHas NonuTuka KoHTpons «All
users». [nsg 9TOM MONMUTUKN U3HA4YarbHO He HacTpoeHbl MexaHu3mbl KL u
KoHTpons 3arpy3ku OC.

6.2.1 Ona cospgaHna HoBow nonuTtukm KL n 3arpyskm OC Heobxogumo BbibpaTtb B
pacLUMpPEeHHOM MEHIK rnaBHOro okHa koHconu AB nogpasgen «fMosiumuku KOHMpOns
yennocmHocmu obbekmoe u 3az2py3ku OC» (pucyHok 4.2). B nosiBuBLIEMCS ONANoOroBoM
OKHe HeobxoaMmo nepenTn B CTpoKy «Co3daHue» W HaxaTb knaBuwy < Enter >
(pucyHok 6.1).
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(oK THEH KOHTPOMA UENDCTHOCTH oieKToB W JATPYIEH (c

PucyHok 6.1 — Co3ganne nonutukm KLL o6bekToB n 3arpysku OC

6.2.2 B HoBOM amanoroBom okHe «Co30aHue nmosiumuKku KOHMpOJssi yesocmHocmu
obbekmoe u 3azpy3ku OC» (pucyHok 6.2) HeobxoouMMoO 3anonHWUTb none «UmMs»
(pncyHok 6.3) M ycTaHOBUTL 3HaveHue napameTtpa «Tun 6JIOKUPOBKU Mnpu HapyweHuu»
(pucyHok 6.4).
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“Hmmr- HMst NONHTHEH KOHTpOAS
UEAOCTHOCTH OOBEKTOR M
-Tun BNOKHPOBKH NPH HAPYUEHHH- sarpyakd OC
< BnoxwpoBka nons3oeatend >
CoxpaHHTh

BEEAMTE HMA NOAHTHEH

17.06.2020 13:11:43
F10=CHuMOE 3KpaHa F12=Haux mROAA
ti=llepemectnte kypcop Enter=Bubop Esc=Huxoa

PucyHok 6.2 — YnpaeneHune napametpamu nonutmkm KL o6bekToB u 3arpyskm OC

BBeguTe HMA NONHTHKH

control_policyll

PucyHok 6.3 — Beoa nmenun nonutukun KL, o6bektos u 3arpyskmn OC

6.2.3 BbI6paHHbIN TN BIIOKMPOBKM BbIAENAETCS YriOBbIMU CKOOKamMu (pPUCYHOK 6.4).

Bubepute tHN BOKHpPOBKH

JanHce B wypHan
-> < bnoxHpoBKa nonb3oBatend >

EI’IDKH]]DBHE[ rpynne Nonk30BaTENEN
EI’II]KHI]I]BHE[ BCEX NOMb30BAaTENEeH

| OK |

PucyHok 6.4 — Beibop Trna 6nokMpoBKM Nonb3oBaTenien
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il || Nmsa nonntukn KL, ob6bekToB 1 3arpys3kn OC aBNSETCA YHUKASIbHLIM U HE MOXET
ObITb Ay6riMpoBaHo.

KL, 06ekToB ocyLiecTBNAeTCA B 3aBUCUMOCTHU OT 3HaY€HUS YCTaHOBIIEHHOTO
':b napametpa «OcHO8Hble  Hacmpolku. KoHmposns  uenocmHocmu.
OcywecmeJsieHUe KOHMPOJIS UEesIOCMHOCMUY:

1) po ayreHTUchUKauum nonb3oBartens;

2) nocne ayteHTU(UKauum nonb3oBaTens.

Ecnu B napameTtpax xoTts 66l ogHon nonutuku KLl o6bekToB n 3arpysku OC
ycTaHoOBneH napameTp «bsiokupoeka ecex mnonb3oeamesel», TO nNpwU
ob6HapyxeHuu owmnbok KL ansa Tekywero nonb3oBaTens, A4OCTYN K cucteme
BCeX Nonb3oBaTterien, 3a ucknr4veHmem Ab, 6ygeT 6110KMpoBaH.

6.2.4 [na coxpaHeHna cOpPMUPOBAHHOW MOMUTUKM HEOBXOAMMO NEPENTU B CTPOKY
«CoxpaHumb» N HaxaTb Knasuwy < Enter >, npn aTOM Ha 3KkpaHe IBM nosiBuTca HoBOE
AnanoroBoe OKHO 06 yCcrneLwHoOM co3a4aHnn NONUTUKN (PUCYHOK 6.5).

PucyHok 6.5 — YcnewHoe cosgaHve nonutukun KL, n 3arpysku OC

(b B MO wuspgenuna ycTaHOBMIEHO OrpaHuMYeHue Ha co3pgaHue nonutuk KU
ob6bekToB U 3arpy3ku OC.

HonyckaeTca co3pnaBaTb He 6onee 20 NONUTHUK.

Mpwu npeBbILWIEHUM YCTAaHOBMEHHOIO MaKCMManbLHOro konuyectsa nonutuk KU
o6bekToB 1 3arpy3ku OC, 6yaeTt BbiBeAeHO coobleHue «JocmuaHym aumMum
co30aHusi MosIUMuUK» U onepauusi COXpaHeHUsi NONIMTUKN OCYLUECTBIIEHa He
oyneT (pucyHok 6.6).
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~Oumbxa-

|]I'IE]]|':I.I.I,I-iF[ HE BHMNOMHEHA
ﬂI]ETI-iI'H!;IT MMHT CO3AAHHA MOMHTHE

PucyHok 6.6 — Owmnbka npu cosganum nonutukn KL n 3arpysku OC

6.3 Bbibop nonutuk KL ob6bektoB wum 3arpy3km OC aons
chbopmMUpoBaHNA 06 BLEKTOB KOHTPOA

6.3.1 OOGbeKTbl KOHTPOMNS ANA Kaxaon MNONMUTUKA Has3Ha4varTCs WHOMBUAYaAIbHO, Npu
3TOM OAHU U Te e 00bekTbl KL MoryT ObiTb BKNtOYEHbI B pasHble nonutukn KL n 3arpysku
OC.

6.3.2 Ona ynpaeneHns obbektamn KL AB Heobxoommo npenBapuTenbHO YyKasaTb
HacTpanBaemyo NONUTUKY, AN 3TOrO:

1) B pasgene «kKoHmposnb yenocmHocmu o6bekmoe» (PUCyHOK 4.2) nepenTn B Tpebyembl
nogpasgen KU v HaxaTb knasuwy < Enter >,

2) B nosiBMBLLUEMCS ONMANOroBOM OKHE (PUCYHOK 6.7) ykasaTb NONIUTUKY KOHTPOSIS, 45151 KOTOPOW
OyoeT ocyLecTBNATLCA HAaCTPOMKa N HaxaTb KHOMKy | OK |.

BubEpHTE NDAMTHKY KOHTPOAA LENDCTHOCTH DOBEKTOB H 3arpysku OC

All users
policyl

< policy2 >
policy3

-> | 0K |

PucyHok 6.7 — Bei6op nonutuku KL n 3arpyskun OC gns pegaktmpoBaHna cnucka o6bekToB

KU
6.4 PepaktnpoBaHue nonntuku KL n sarpyskm OC

6.4.1 [na pegaktnposaHua cywectytowen nonutmkn KL v 3arpyskn OC Heobxoammo
BblbpaTb B rmaBHOM OkKHe koHconu Ab nogpasgen «fMosmiumuku KOHMPOJIsl yes10cmHocmu
o06Bekmoe u 3azpy3ku OC» (pucyHok 4.2). B nosBuBLLEMCS ANanoroBOM okHe HeobxoaMmo
nepenTn B CTPOKy «PedakmuposaHue» N HaxaTb knasuwy < Enter > (pucyHok 6.8).
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MonHTHEH FOHTPOME UENMDCTHOCTH DOBEETOR M JATPYIEH 0c

15.086.2020 12:52:59

PucyHok 6.8 — Pegaktnposanue nonutunkm KL n 3arpyskmn OC

6.4.2 B HoBOoM pguanoroBom okHe «PedakmupoeaHue Mo/ilUmuKu KOHMpPOJIs
yennocmHocmu obbekmoe u 3azpy3ku OC» (pucyHok 6.9) HeobGxoammo BbiOpaTb UMS
pepaktupyemon nonutukn KU u 3arpyskm OC B none «UmMs» n HaxaTb KHonky | OK |
(pucyHok 6.10).
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Pﬂﬂlﬂ}’.]lﬂ.ll.llldlﬂltf MOMHTHEH KOHTPOMA WENODC THOC TH 00LEKTOR H JaPYIEH nc

{ 17.06.2020 13:19:42 |

PucyHok 6.9 — Pegaktnpoanue nonutmnkm KL n 3arpyskmn OC

PucyHok 6.10 — Bei6op nonutukn KL n 3arpyskmn OC

6.4.3 [ocTtynHble ans yctaHoBkM napameTpbl nonutukn KU n 3arpyskn OC npuBeneHsi
Ha pUCyHKe 6.11.
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PeAax THPOBAHHE NOAWTHKH KOHTPONA UEnoCTHOCTH obnextoB  3arpysxk OC

{ 05.10.2018 14:52:11 |

PucyHok 6.11 — Pegaktupyemsblie napameTtpbl nonutukun KL n 3arpysku OC

6.4.4 [nsa coxpaHeHuss uaMeHeHun pegaktupyemon nonutukn KL wn 3arpysku OC
HeobxoaMMo nepenTn B CTpoky «CoxpaHumsb» (PUCYHOK 6.11) n HaxxaTb knasuwy < Enter >,
Mpn 3TOM B HOBOM [AOManoroBOM OKHe OyaeT BbiBeAeHO coobuieHne 06 ycnewHom
penaktupoaHumn nonutukm KL n 3arpyskm OC (pucyHok 6.12).

PucyHok 6.12 — YcnewHoe pegaktupoBaHnue nonutukn KL v 3arpyskmn OC
6.5 YpaneHue nonutunkm KL m 3arpy3km OC

6.5.1 Ansa yoanenus cywectytowen nonutunkn KL n 3arpyskm OC Heobxogumo BbibpaTtb
B rNaBHOM OKHe KoHconn ABb nopgpasgen «flonumuku KOHMPOss yesiocmHocmu
o6bekmoe u 3azpy3ku OC» (pucyHok 4.2). B nosiBMBLUEMCS AMANoroBOM OKHE HEOBXOAMMO
nepenTn B CTPOKY «YOaneHue» n HaxaTtb knasuwy < Enter > (pucyHok 6.1).
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6.5.2 B HOoBOM ananoroBom okHe «YOasieHue nonumuku KOHmMpossi yesiocmHocmu
o6bekmoe u 3a2py3ku OC» (pucyHok 6.13) Heobxoanmo BbiIbpaTb MSA yaanaemon NosMTUKn
KU v 3arpyskn OC B none «Mmss» n Haxatb KHONKy | OK | (pucyHok 6.14).

Pepak THpOBAHHE NOMHTHKH KOHTPONA WENOCTHOCTH 06BEKTOR W 3arpyskd OC

| 17.06.2020 13:25:54 |

PucyHok 6.13 — YaaneHnue nonutukn KL n 3arpyskn OC

PucyHok 6.14— Beibop ygansaemon nonutuku KL, n 3arpysku OC
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v

6.5.3

YpaneHue rpynnoBbIX MOJIMTUK NMPON3BOONTCA NOOYHEPEOHO.

‘pynnoBaga nonutuka «All users» HegocTynHa ANs yoaneHus.

[nsa yoaneHus BbIbpaHHOW NONNTUKM HEODXOANMMO NepenTn B CTPOKY «YOanumby»

N HaxaTb Knasuwy < Enter >, npu aToM Ha akpaHe OBM nossutcs coobueHne 06 ycnewwHom
yaaneHun nonutukn KL v 3arpyskmn OC (pucyHok 6.15).

PucyHok 6.15 — YcnewHoe yaanenune nonutukn KL n 3arpyskmn OC

Ecnn nonutuka KL, obbektoB u 3arpy3km OC HasHayeHa xOTs Obl Ang OOHOW
Yy4eTHOM 3anucu nornb3oBaTens, yaaneHue BbiMOfIHEHO He ByaeT u Ha akpaH OBM
Oyoet BbiBegeHO coobuwieHne «Onepayusi He ebinosiHeHa. Ha OaHHyro
nonIuUMuUKy ccbisialomcesi y4emHble 3anucu rnosib3oeamesiet» (PUCyHOK 6.16).

Mpu atom ABb npeacraBnaeTcs BO3MOXHOCTb:

o 3anucaTb gaHHble O BblOpaHHOM nonuTtuke B hanmn — cosgaetca damn *.txt ¢
UMEHEM MOSIMTUKN, COAEPXalLMA YYeTHble 3anucu nofb3oBaTeNnen, KOTOPbIM
HasHayeHa JaHHasA NONUTUKA, U OOBEKTbI, YCTAHOBMEHHbIE HA KOHTPOIb;

e  0TOOpa3nTb 3NEMEHTbl MONUTUKM — Ha 3kpaH OBM BbIBOAATCA y4veTHble
3anuncy nonb3oBaTenei, KOTOPbIM Ha3HaYeHa AaHHas nonuTuka (PUCYHok 6.17).

[na yoaneHus gaHHOM NOMUTUKM HEODXOOMMO MOoYepedHO NEPENTU B yYETHbIEe
3anucu  nonb3oBaTtesien,  KOTOPbIM  Ha3HadyeHa JaHHad  nonutuka, WU
OTpefaKTMpOoBaTb YYEeTHble 3anncu nytTeM HasHadeHus um gpyron nonutukn KL wn
3arpyskm OC.

3arem gencteusa No yganeHuo noMTUKN HeobxoanmMo NoBTOPUTb.
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PucyHok 6.16 — Ownbka yganenus nonutukm KL n 3arpyskmn OC

CrMcox oDBEKTOB B NOAHTHKE

{ 11.01.2019 10:04:59 |

PucyHok 6.17 — Cnncok ob6bekToB B nonutuke KL, 1 3arpyskmn OC
6.6 [MpoBepKa HapyLleHUN LeNTIOCTHOCTU OObEKTOB

6.6.1 [na npoBepkn HapyLleHWU LeNoCTHOCTM OOBbEKTOB HEOBXOANMMO B rMaBHOM OKHeE
koHconu AB BblbpaTb nogpasgen «lonumuku KoHMpoOns yenocmHocmu obbekmoe u
3agpy3ku OC» (pucyHok 4.2). B nosiBuBLIEMCHA AMANIOrOBOM OKHE HEOOXOAMMO NepenTn B
cTpoky «flpoeepka yesrocmHocmu o6 Lekmoe» n Haxatb knaesuuwy < Enter > (pucyHok 6.1).
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6.6.2 MHdopmMaumsi O BbINOMHEHWM MpoLecca MPOBEPKM HapYLIEHUN LIeNOCTHOCTU
0b6bekToB oTOBpaxaeTcst Ha akpaHe IBM npu nomoLum nHankaTopa (pUcyHok 6.18).

"pDBEpKﬂ LUENODCTHOCTH $annoB. ..

314 (617N

PucyHok 6.18 — lHamkaTop npouecca NpoBeEPKU LeSTOCTHOCTM O6bEeKTOB
6.6.3 Mpn oTcyTcTBUM HapylweHUn Ha akpaH OBM Oyaet BbiBegeHO coobuieHne 06
YCNeLwHOCTH onepauumn NpoBepKkn LLenoCcTHOCTN 06BHEKTOB (PUCYHOK 6.19).
-Unepaunsa ycnewHa-

"pDBEDHﬂ LEMNODCTHOCTH 00LEKTOR NPOH3BEAEHA YCMNEWHO

PucyHok 6.19 — CoobLueHne 06 ycnewHon npoBepke LenoCTHOCTU 06BHEKTOB

6.6.4 Mpn obHapyxeHun HapylleHUsi LefIOCTHOCTM OOBLEeKkToB Ha akpaH OBM OGyaeTt
BblBEAEHO CcoobLleHMe O BbISIBIEHHOM HapylweHun U ykasaHa nonutuka KL, B koTopown
oOHapy>xeHO AaHHoe HapylieHue (pUCyHokK 6.20).

0BHAPYKEHD HAPYUEHHE WEADCTHOCTH CHCTEMM!

0BHAapYKEHOD HAPYUEHHE LENDCTHOCTH B Tpynne control_policyl
MOAYNA KOHTPONA LEeNOCTHOCTH $aninoB

PucyHok 6.20 — CoobuieHne o HapyweHun KL ana Ab

6.6.5 Mpn oOBHapy>XeHUM HapylweHUs LEeNnoCTHOCTM OOBbEKTOB Yy4yeTHas 3anuchb
nonb3oBaTens (3a ucknveHnem ydeTHom 3anncu Ab) 6yaeTt 3abnoknpoBaHa v Ha akpaH IBM
Oynet BbiBEAEHO coobLeHne 0 6okMpoBke gocTyna (PUCYHOK 6.21).

Monk3oBaTens 2abnoKHpoBaH
DBpaTMTECH K aaMHHMCTpaTtopy DbesonacHocT

PucyHok 6.21 — CoobLueHne o0 6r1oknpoBKe nonb3oBaTens
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6.6.6 HeTanbHoe onucaHune BbisiBNIeHHOro HapyweHusa KL| ykasaHo B XXypHane ayguta
(pasgen 11).

6.6.7 Mopsgok gencteur AB NoO ycTpaHeHuto BbisiBNEHHbIX HapyweHui KL o6bekTtoB
onucaH B nogpasaene 6.8.

6.7 OTtobpaxeHune owmnb0K KLl 061eKkToB

6.7.1 Mpn oBHapyXeHUM HapyLUEeHUs LLEeNOCTHOCTU OOBbEKTOB B MPOLIECCE BbIMOSIHEHUS
npoBepkn (nogpasgen 6.6) Ha akpaH 3BM Oynert BbiBEAEHO COOOLLUEHWE O BbISIBIEHHOM
HapyweHun n ykaszaHa nonutuka KL mn 3arpysku OC, B KOTOpon OOHapy>XeHO AaHHoe
HapyLeHune (p1ucyHok 6.20).

6.7.2 Onsa npocmoTpa o06bekToB € HapyweHuem KL Heobxogumo nepentn B
cooTBeTcTBYyOWMNA pa3gen «KoHmposb yenocmHocmu o06bLekmoe» (PUCYHOK 4.2) u
BblbpaTb nonutuky KL ¢ BbISIBIEHHBIM HapyLUEHNEM LeNIOCTHOCTU (PUCYHOK 6.20).

6.7.3 B HoBOM guanoroBom OkHe KpacHbIM LBeToM OyaeT oTobGpaxaTbCa YyCTPOWCTBO
XpaHeHUs faHHbIX (KaTanor), B KOTOPOM BbISIBIEHO HapyLLUEHWE LEeNTOCTHOCTM (PUCYHOK 6.22).

6.7.4 [anee Ab Heo6xoaMMO NnepenTn B CTPOKY KaTarnora ¢ HapyLleHNEM LIENTOCTHOCTU U
HaxkaTb knasuwy < Enter > (pucyHok 6.23).

6.7.5 O6bekTbl ¢ HapyLweHnem KL, oTtobpaxkatoTcs KpacHbIM LBETOM (PUCYHOK 6.24).

6.7.6 B MO n3pgenua peanu3oBaHa cnegyowas nHankaumsa odbvektoB KL, onst KOTopbix
BbIsIBMEHbI HApYyLUEHUS (PUCYHOK 6.24):

° . — 0OBbEKT yaaneH;

. . — OOBEKT u3MeHeH (MoaMduLMpPOBaH), B KOHTPONMpyeMbIn kaTanor gobasneH
HOBbIN OOBHEKT, B KOHTPONMPYEMOM KaTanore yaaneH ob6bekT.

IEI Mpn poGaBneHun obbekTa B KOHTPONUPYEMbIA KaTanor aHHbIi O0bekT Gyaer
oTobpaxaTbcsa 6enbiM LBETOM (PUCYHOK 6.24).
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Konrpons ¢annos

{ 24.10.2018 19:03:32

PucyHOK 6.22 — YCTPONCTBO XpaHEHUsI AaHHbIX C HapyLUeHNEM LEenoCTHOCTH

KouTpons gannoe

SExtend

SRecycle.Bin

Documents and Settings
Intel

Per (Logs

Program Files

Program Files (xB6)
ProgranData

Systen Uolume Information

OOOO0O0000OAaA

Users

Uindous
testS000
tLatm -
$LogFile
BOOTHAT
bootmgr
bootsgn.dat
hiberfil.sys

BEEEBBCCCD DDDDDDDDD

OOOOOO000OAa

| 24.10.2018 19:03:38 |

PucyHok 6.23 — O6bekT ¢ HapyLeHNEM LIENTOCTHOCTU
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Koutpont gafinon

[ @ testd.txt

| 24.10.2018 19:03:40 |

PucyHok 6.24 — OTobpaxeHne fobaBreHHbIX U yaaneHHbIX 06beKToB, NocTaBneHHbIX Ha KL
6.8 YcrtpaHeHue owmnbokK KLl o6bekToB

6.8.1 [nsa nepecyeTa 3HA4YeHUM KOHTPOSbHbIX CyMM Bcex obbektoB B B[l m3genus
HeobxoauMo BblbpaTb B rMaBHOM OKHe KoHconn AB nogpasgen «lMosumuku KOHMpOonsi
yesiocmHocmu o6bekmoes u 3azpy3ku OC» (pucyHok 4.2). B nosiBuBLIEMCSA OUANOroBOM
OKHE HeoOXoamMMo nepenTn B CTpoky «llepecHem KOHMPOJIbHbIX CYMM O6bLEeKmoe» 1
HaxaTb Krasuwy < Enter > (pucyHok 6.1).

6.8.2 NHpopmaums o BbINOMHEHUM npoLiecca nepecyeTa 3Ha4YeHUM KOHTPOSTbHbIX CYyMM
o6bekToB B B[] n3genvs otobpaxkaeTcsi Npu NOMOLLM MHAUKaTopa.

6.8.3 Mo okoHYaHUIO Npouecca nepecyeTa 3HaYEHUA KOHTPOSbHBIX CyMM 06bekToB B B[]
nspgenua Ha 9kpaH OBM 6Oyget BbiBeaeHo coobuieHne o6 ycnewHocTn nepecyeTta
KOHTPOSbHbIX CYMM O06bEKTOB (PUCYHOK 6.25).
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PucyHok 6.25 — CoobuieHne 06 ycnewwHoCcTn nepecyeTa KOHTPOSIbHbIX CYMM OObHEKTOB

6.8.4 Ons yoanenus obbvekta ¢ KL| ero Heo6xoaMmo BbIAENUTb €ro KYpCoOpOM U HaxaTb
knaeuwy < Enter > (pncyHok 6.24).

6.8.5 [Ona ynaneHns katanora ¢ KLl ero Heo6xooMmo BblAENUTb KYPCOPOM WM HaXaTb

knasuwy < Enter >, 3aTemM B HOBOM [MariorOBOM OKHE BbIOENUTb CTPOKY mi=N N HaxaTtb
knaeuwy < Enter > (pncyHok 6.23).

it YpaneHnHble ¢ KLl o6bekTbl n3amMeHaT uBeT: dannbl 6yayT otobpaxaTbcs 6enbim
LiIBETOM, KaTasnorn — >enTbiM LBETOM (PUCYHOK 6.24).

6.8.6 Mocne ycTtpaHeHus HapyweHus KL o06bektoB HeobxoauMoO  BbINOSTHUTb
pa3broKNPOBKY YYHETHBLIX 3anucen nosnb3oBaTtenen (nogpasgen 9.4).

6.9 [lpunmeHeHue WabnoHOB NOJIUTUK

6.9.1 CospgaHve wabnoHoB NonMTMK ©Ge30MacHOCTM OcyllecTBnseTcs n3 koHconu Ab
Linux/Windows. lMopsigok gencteur Ab no cosgaHuio wabnoHoB npuBeneH B AOKYMEHTE
«CpenctBo posepeHHon 3arpy3km «SafeNode System Loader». PykoBoactBo no

aKkcnnyarauuu. YacTtb 3. PykoBoacTBo agMUHUCTpaTopa Linux/Windows.
MMTK.468269.060P33».
6.9.2 Mcnonb3oBaHue WwWabnoHOB nonmMtuk 6e30nacHOCTU MO3BOMSIET TUPaXMPOBATb

HaCTPOWKKM, BbiNONTHEHHbIE AB ansa nonuTtuk ayteHTudmkaummn nonb3osartenen n KLL o6bvektos
n 3arpyskm OC, Ha APM nonb3oBaTenen ¢ yCTaHOBMEHHbLIM U34ENTUEM.

6.9.3 [Onsa npumeHeHns wabnoHa nonutuk 6Ge3onacHocTn Heobxoammo BbiOpaTh B
rmaBHOM OkKHe koHconu AB nogpasgpen «labnoHbl nonumuk» (pUcyHok 4.2PucyHok). B
NosIBMBLLEMCSI OMANoroBOM OKHE B CTpoke «flpumeHumb wabsioH» crnegyeT HaxaTtb
knaeuwy < Enter > (pucyHok 6.26), npu 3TOM Ha 3akpaH OBM 6yneT BbiBe4eHO OManorosoe
OKHO C BbIBOPOM YCTPOMCTBA XpaHEHUS OaHHbIX, coaepXalwimm ann wabnoHa sdztpl.xml.
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Balinoue noaHTHE

fipirtet 1 _uabou Mpmenenne ganna watinona

Bubepute gafnoByn cHCTEMY c $aninoM wabnosa sdztpl.xml

» £ Kingston DataTraveler 2.0 5/N: 408D5C163 42 ULD_09518P1D_ 1665 (NEW UOLLH
2 1b6H Fatdd

SARSLIN
BTPY 7296008
| Loeguyieias |

| DK |

17.01.2019 12:31:44
F10=LHHHMDE 3KpaHa F12=HmiK BEOAA
ti=llepenecTHTe ¥ypcop Enter=Hubop ]

PucyHok 6.26 — Beibop wabnoHa nonntnk 6esonacHocTu

6.9.4 B cnyyae ycnewHoro npuMmeHeHuns wabnoHa B AnanoroBoM okHe 6yaeT BbiIBEAEHO
coobuieHne o6 ycnewHoM npuMeHeHun LwabnoHa M KonmyecTBe NPUMEHEHHbIX OObEeKTOB
wabnoHa (pucyHok 6.27 a). Npu otcytcTBun Ha APM nonb3oBaTtensa 06beKToB, B OTHOLLEHUN
KOTOPbIX MPUMEHSATCA HAaCTPOMKM WabnoHa, BO3MOXHO YacTUYHOE NpumMeHeHue LwabnoHa
(pucyHOK 6.27 6).

-Onepauma ycneuHa-

Wabnon npuMeHeH
lpHmeHeHo obrexToR wabnoHa: /7
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-Onepauns ycneuHa-

WabnoH npHMEHEH
Mpumeneno obbexToB wabnona: 1/22

6)

PucyHok 6.27 — YcnelwwHoe npumeHeHne wabnoHa

il Mpn noepexgeHun danna wabnoHa NOMUTUK OH NpuMeHeH He byaeTt. B HOBOM
AnanoroBom okHe AB 6yaeTt BbiBegeHO coobLieHME O HeKOppeKTHOCTM dharna
(pucyHok 6.28).

~Oumbxa-

HexoppexTHufit @afn wabnona!

PucyHok 6.28 — HekoppeKkTHbIn dansn wabnoHa

6.9.5 Mpn ycnewHoM NnpuMeHeHnn WwabnoHa nonuTuk 6esonacHocTn u3 cpanna wabnoHa
oHu 6yayT nepeHeceHbl B Bl nsgenu4.
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7 KOHTpoOrnb LEenocTHOCTU OObEKTOB

7.1 KU dannos

7.1.1 Mpu BbIGOpe B pasgene «KoHmponb uyesocmHocmuy» nogpasgena «®Padnbiy»
(pucyHok 4.2), nocneaytouwem Bblbope pepaktupyemon nonutukn KL u 3arpy3km OC
(pycyHOK 6.7) Ha akpaHe OBM nosiBuTcs AManoroBoe OKHO (PUCYHOK 7.1), cogepxallee Crmcok
NoaKIMYeHHbIX K OBM yCTpPOMUCTB XpaHEeHWA OdaHHbIX U KpaTKoe ornucaHue UX U3BECTHbIX
CBOMCTB. HavmeHOBaHUS YyCTPOWMCTB XpaHeHUs OaHHbIX OTobpaxakwTcs Ha 3kpaHe 3BM
dunoneToBbIM LBETOM (PUCYHOK 7.1).

KoHTpone dannos

{ 24.10.2018 19:00:10 |

PucyHok 7.1 — YcTponctBa XxpaHeHUs AaHHbIX U UX CBOUCTBA

7.1.2 Ons Bblbopa mn yctaHoBkn Ha KL, damnoB Heobxogumo BbiGpaTb Tpebyemoe
YCTPOWCTBO XpaHeHUs1 AaHHbIX (PUCYHOK 7.1) U HaxaTb knaesuwy < Enter >, npu 9TOM Ha
3KkpaHe OBM nosiButcst HOBOE AnanoroBoe OkKHO (PUCYHOK 7.2).
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KoHTpone gafnom

[] B2 $Recycle.Bin
[ ] B2 Docusents and Settings
[] B2 Intel
[1 & Perflogs
[ '] B2 Program Files
| B2 Program Files (xB6)
[] B2 ProgramData
L] B2 System Volume Information
B Test
B Users
=R
[] B test5000
test5000 - 2
E SLogFile
=L
bootmgr
bootsgm.dat
hiberfil .sys

OOO0O0O0 O
DED r

{ 24.10.2018 19:00:17 |

PucyHok 7.2 — CTpyKTypa KaTanoros 1 ¢oannoB yCTPONCTBA XPaHEHUSA JaHHbIX

7.1.3 B neBon 4acTtu okHa (p1MCyHOK 7.2) oTobpaxatoTcsa CTPYKTypa KaTanoros 1 oannos,
AOCTYNHbIX ANns yctaHoBku Ha KL. HanmeHoBaHuWs kaTanoros BepxXHero (_) N TeKyLLero
(-) YpOBHEN BblOeNneHbl (PMONeToBbIM LBETOM, MMEHa KaTaroroB oTobpaxatTcs

XenTbIM LiBETOM (EE), annos — 6erbIM LIBETOM ().

7.1.4 B npaBom BepxHeM yrny OKHa (PUCYHOK 7.2) pacnosioXeHo nofe ¢
MHPOPMALNOHHBIMU AAaHHBIMU O BblAENIEHHOM KypCOpOM OObeKTE.

7.1.5 [ns Bo3BpaTa B KaTanor BEpPXHEro YpoBHSA (YCTPOWCTBA XpaHEHWUs AaHHbIX)

Heob6xo4MMO NepenTu B none - (puCyHOK 7.2) n HaxaTb Knasuwly < Enter >.

7.1.6 Onsa yctaHoBkn Ha KL danna B Tekywem katanore ero Heo6xoaMmMo BbIOENUTb
KypCOpPOM (PUCYHOK 7.2) n HaxaTtb knasuwy < Enter >.

7.1.7 [nsa yctaHoBkn Ha KL| kaTtanora ero Heobxoanmo BblAENUTb KYpCOpPOM, Nepenas

Ha COOTBETCTBYIOLLYIO CTPOKY IiE (pycyHOK 7.2), n HaxaTb knasuwy < Enter >. pn
Ha)kaTuM KnaBuLUWM OCYLLECTBUTCHA MNepexoq B BblGpaHHbIM KaTanor m oTtobpasutcs ero
cogepxumoe. [Ins yctaHoBKM (hanna B BbiIopaHHOM KaTanore Ha KL Heo6xoammo npuMeHuTb
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npasusio M3 n. 7.1.6, ana ycraHoBkn Ha KLI Bcero cogepxummoro katarnora Heob6xoammo
npuMeHuTb npasuno 7.1.8.

7.1.8 Ona ycraHoBkn Ha KLU (ymanenns c KL) Bcex katanoroB u aunos,
cofepXallumMxca Ha [OaHHOM YCTPOWCTBE XpaHeHUs [AaHHbIX WM BblIbDpaHHOM KaTtarore

Heobxoanmo nepe|7|TM B none - N HaXkaTb KnaBuwly < Enter >.

@ “ MepeyeHb dannos OC cemerictea Windows u Linux, pekomeHayeMbIX K yCTaHOBKe
Ha KU, npnBeneH B NpunoxexHnax A n b.

7.1.9 MHopmaumsa o BbINOMHEHUM npouecca [obaBneHns oO6BLEKTOB (KaTanoroB u
dannoB) Ha KLl oTo6paxxaeTcsa Ha akpaHe OBM npu nomowm nHamkatopa (pUCyHok 7.3).

PucyHok 7.3 — HgmkaTop npouecca ycTaHoBKM 06bekToB Ha KL

7.1.10  [Ons ynaneHusa obbekTta ¢ KLl ero HeoGxooumo BbIAENUTbL KYPCOPOM U HaxaTb
knaesuwy < Enter >. [Ins nepecyeTa KOHTPONbLHOW CyMMbl OGbekTa ero Heobxoaumo
BbIOENUTb KYPCOPOM U ABaXAbl HaXaTb Knaeuwy < Enter >, npu 3TOM NepecyeT 1 coxpaHeHne
KOHTPOMbHbIX CyMM 06beKkTa NponcxoauT aBTOMaTUYECKM.

7.1.11 YcTtaHoBreHHble Ha KLL o6bekTbl oTobpaxarTcs 3eneHbiM UBETOM (PUCYHOK 7.4).
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KoHTponk @annoe

| 24.10.2018 19:01:17 |

PucyHok 7.4 — YcTtaHoBneHHble Ha KL o6bekTbl

¢ YcraHoBka Ha KL 6onbloro konnyectesa 06 beKToB (MM 00 bEKTOB 60NbLLIOro

pa3mepa) npuBegeT K  3HAUYMTENIbHOMY  YBESIMMEHUOD  BpPEMEHU
ayTeHTUMKaLMM Nonb3oBaTesien B CBA3U C PaCY4eTOM KOHTPOJIbHbIX CYyMM
006BHLEKTOB U CBEPKOM UX CO 3Ha4YeHusimu u3 B[] nspgenus.

PekomeHayetcsa yctaHaBnmBaTtb Ha KLl He 6onee 1000 channos!

YKazaHne MaKCUManbHOro KONMUYecTBa KOHTPONMPYEMbIX OOBLEKTOB
ocyulecTBnseTca B pasgene «OcHoeHble Hacmpouku» (noapasgen 10.1).

Mpu npeBbilWeHMU YCTAaHOBNEHHOr0O MaKCUManbHOro Komnu4yectBa Oyaer
BbiBeleHO coobuweHue «llpesbiweH JsuUMuUm ycmaHO8KU ¢balsioe Ha
KkoHmponb!» wn yctaHoBka oO0bektoB Ha KLl BbinonHeHa He Oyaer
(pucyHoK 7.5).
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[PEBHWEH AMMMT YCTAHOBKH GAAMOE HA KOHTPONL!
Janucen B baze gaHHwx: 05000 DbrexToBR And AobapneHud: >5001

PucyHok 7.5 — Owmnbka yctaHoBkM dpansioB Ha KL|

7.1.12 NHopmaums o BbINOMTHEHWM NpoLiecca yaaneHus 06beKkToB (KaTanoros 1 hannos)
¢ KLl otobpaxaeTcs Ha akpaHe OBM npu nomowm nHamkatopa (pucyHok 7.6).

CHATHE C KOHTpONA. ..

PucyHok 7.6 — MIngmkaTtop npouecca yaaneHus odbektos ¢ KL

7.1.13 Mpouenypa npocmoTpa HapyweHun KL, n mncnpaeneHns owmbok npuBedeHa B
nogpasgersne 6.8.
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7.2 KOHTponb 3aBepLIeHHOCTU TPaH3aKUUN XypHanoB c¢annoBbIX
cucrtem

7.2.1 Mpn BbLIGOpe B pasgene «KoHmmponb uyenocmHocmu» nogpasgena
«)XKypHanbl mpaH3akyul ¢hatnoebix cucmem» (pUCyHOK 4.2) n nocnegywuwemMm Bblbope
penaktupyemon nonutukn KL u 3arpyskm OC (pucyHOK 6.7) Ha 9kpaHe OBM nosiButcs
AnanoroBoe OKHO (pPUCYHOK 7.7), copepxaliee CnUcoK MoAkmnioyYeHHbIXx K OBM ycTponcTs
XpaHeHUs1 AaHHbIX N KpaTKoe OnmMcaHue UX U3BECTHbIX CBOMCTB. HavMeHoBaHUSA yCTPOWCTB
XpaHeHUs faHHbIX oTobpaxatoTcst hMoNeToBbIM LBETOM (PUCYHOK 7.7).

KOHTPONE 3ABEPUEHHOCTH TPAH3AKUHA XYPHANOB $AANOBHX CHCTEM

| 24.10.2018 19:23:32 |

PucyHok 7.7 — Hactpownka KL xxypHanoB gpannosBbix CUCTEM

7.2.2 Ons yctaHoBkn Ha KL XypHanoB TpaH3akuuin annoBbiX CUCTEM HeobBXoanMOo
KypCOpOM MEPENTU B CTPOKY C TpeByeMbIM UMEHEM YCTPOMCTBA XPAHEHUS AAHHbIX N HaXaTb
knasuwy < Enter >.

7.2.3 YctaHoBneHHble Ha KL 06bekTbl oTobpaxkatoTcsa 3enieHbiM LBETOM (PUCYHOK 7.8).
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KoM Tponk JABCPEEHHOLTH TdHEd 'F.l[l:l'! EY P U B |¢||‘II-1I'IIZIFIHZ'.' LHLTEM

| 24.10.2018 19:23:39 |

PucyHok 7.8 — YcTtaHoBneHHble Ha KL »kypHanbl hbannosBbix cuctem

724 YctaHoBka Ha KL xxypHanoB TpaH3akuum dannoBbix cuctem un ux yganenue c KL
OCYyLLeCTBNAETCA No npasunam, ykasaHHbIM B nogpasgene 7.1.

7.2.5 B cnyyae yctaHoBku Ha KL| )XypHanoB gannoBbIx CUCTEM, codepXallumx oLnbku
UNW Npy yaaneHuy XXypHarnoB C KOHTPOns nocrne BbiABNEHHOro HapyweHus, Ab Ha akpaH OBM
OyneTt BblBEAEHO [MarnoroBoe OKHO C MNpeanioxXeHunem Bblbopa AanbHenwero AencTBUs
(pucyHok 7.9).

7.2.6 [ns yctpaHeHus owmnbok nporpammon CHKDSK BO BpeMsi nocrneyoLemn 3arpyskum
OC Windows Heobxogumo BbibpaTb MyHKT «Pa3pewumb OOHOKpamHbIli 68x00
nonb3oeamento OJii eOCcCmMaHoesieHuUss», pAna  ypaneHusa obbekta ¢ KU -
«YO0anumb 06beKkm ¢ KOHMpPOoJsis» (PUCYHOK 7.9).

7.2.7 [ns dannosBbIX CUCTEM, XypHanuMpoBaHWe KOTOpbIX ObiNno oTkA4veHo, AB B
AnanoroBOM OKHe Ha akpaH OBM BbiBoguTca yBegomneHnune «XXypHanupoeaHue
OMKITHOYEHOY.
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KoHTpone JQBEPUEHHOCTH TPAHZAKUMA EYPHANOE $AANOBHX CHCTEM

| 25.10.2018 15:57:37 |

PucyHok 7.9 — OgHoKpaTHbIN BXOA NOSb30BaTesNs And BOCCTAHOBNEHUS XXypHarna
TpaH3aKumi

7.2.8 Mpouenypa npocmoTpa HapyweHun KL obbektoB u wucnpaeBneHna owwmbok
npvBeneHa B nogpasgene 6.8.
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7.3 KL o6bekToB peecTpa OC cemencrea Microsoft Windows

7.3.1 Mpn BbIGOpe B pasgene «KoHmmponb yenocmHocmu» nogapasgena
«Peecmp OC Windows» (pucyHok 4.2) n nocrneayrowem Bbibope pefakTMpyemMon NosIMTUKK
KL n 3arpy3kn OC (pucyHok 6.7) Ha akpaHe OBM nosasuTcsa gmManoroBoe okHO (pucyHok 7.10),
cogepxatlee cnmcok obbektoB peectpa OC Windows. HanmeHoBaHusi o6bekToB peectpa OC
Windows oTobpaxatoTcs oMoneToBbiM LBETOM (pUCYHOK 7.10).

7.3.2 YcraHoBka Ha KLl obbektoB peectpa OC Windows n ux ypanedne ¢ KL
OCYLLECTBNSETCA N0 NpaBuiaMm, ykasaHHbIM B nogpasgene 7.1.

7.3.3 YctaHoBneHHble Ha KL o6bekTbl oTobpaxatoTcsa 3eneHbiM UBETOM (PUCYHOK 7.11).

7.34 Mpouenypa npocmoTpa HapyweHun KL n mncnpaeneHns owmbok npuBedeHa B
nogpasgerne 6.8.

Koutpone peectpa OC Windows

| 25.10.2018 09:50:57

PucyHok 7.10 — CtpykTypa o6bekToB peectpa OC Windows

7.3.5 NHdopmaumss 0 BbINOMHEHMM npouecca fobaBneHns o6bekToB (KaTtanoroB U
dannos) Ha KL oTtobpaxaeTcs Ha akpaHe OBM npu nomowm nHamnkatopa (pucyHok 7.3).
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Kouwrpons peectpa 0C Windows

| 25.10.2018 09:5

PucyHok 7.11 — YctaHoBneHHble Ha KL o6bekTbl peectpa OC Windows

¢ YcrtaHoBka Ha KLl 6onbworo konuyectBa o6bekTtoB peectpa OC Windows
(nn60 Bcero peectpa OC) npuBeaeT K 3HAYUTENIbHOMY YBESIMHEHUIO BPEMEHU

npu ayTeHTUdUKaumMm nonb3oBaTerien B CBA3N C pPac4eTOM KOHTPOJSIbHbIX

CYyMM OOBHLEKTOB peecTpa U CBEPKOM UX €O 3Ha4YeHnaMu u3s B[l uspgenus.

PekomeHayetcsa yctaHaBnuBatb Ha KU He 6ornee 1000 o6bekTtoB peectpa
OC Windows!

3apaHue MakCUMarnbHOro KofinyecTtsa KOHTPONMpPYEMbIX OOBLEKTOB peecTpa
ocyuwiectBnseTca B pasgene «OCHOBHble HacmpoUKu» OCHOBHOIO OKHa
koHconu AB (nogpaspen 10.1). [lpu npeBbIWEHUN YCTAHOBIIEHHOro
MaKcumanbHoro konuv4yectBa, Ab 6yaeT BbiBegeHo cooblieHue «fIpeebiweH
JluMum ycmaHoeKu o6bekmoe peecmpa Ha KOHMPOJib!» N ycTaHOBKa
obbekToB peectpa Ha KL| He 6yaeT BbinonHeHa (pMcyHok 7.12).
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PucyHok 7.12 — Owmnbka yctaHoBkM 06beKTOB peecTpa Ha KL

B cBA3n ¢ ocobeHHOCTAMM XpaHeHusa peecTtpa OC Windows B channax Ha
yCTPOMCTBaAX XpaHeHUs AaHHbIX (pa3genbl peectpa HKEY CLASSES ROOT,
HKEY_CURRENT_USER HKEY_CURRENT_CONFIG co3patotca npu 3anycke
OC) ona KU pocTtynHbl 00beKTbl peecTpa, cywecTtByluwme ao crapra OC
cemenctBa Windows.

MoppobHasa nHpopmauma o cTpyktype peectpa OC Windows npuBeaeHa Ha
odmumanbHoM caute KomnaHum Microsoft no cneayrWMM CCbINKaMm:
http://support.microsoft.com/kb/256986/ru unu

https://msdn.microsoft.com/ru-

ru/library/windows/desktop/ms724877%28v=vs.85%29.aspx

7.3.6 B tabnuue 7.1 npuBegeHoO COOTBETCTBME MEXAY HA3BaHUSIMU OCHOBHbIX BETBEW
peectpa OC Windows (pucyHok 7.10) n Ha3BaHuAMM BETBEW peecTpa, oTobpaxaemMbiMn B

penakTope peectpa regedit.

Tabnuua 7.1 — CooTBeTCTBME Ha3BaHWN pasdenioB peectpa B koHconu AB n pegaktope

peecTpa regedit

HasBaHue 06beKTOB peecTpa B

Ne koHconu AB (umsi daiina) HasBaHune o6bLeKTOB peecTpa B pepakTope regedit
<WAms ycTtponcTBa xpaHeHua gaHHbix>:\Windows\System32\config

1 BBI

2 | BCD-Template HKEY_LOCAL_MACHINE\BCD00000000

3 | COMPONENTS

4 | DEFAULT HKEY_USERS\.DEFAULT

5 DRIVERS HKEY_LOCAL_MACHINE\DRIVERS

6 ELAM

7 SAM HKEY_LOCAL_MACHINE\SAM

8 SECURITY HKEY_LOCAL_MACHINE\SECURITY



http://support.microsoft.com/kb/256986/ru
https://msdn.microsoft.com/ru-ru/library/windows/desktop/ms724877%28v=vs.85%29.aspx
https://msdn.microsoft.com/ru-ru/library/windows/desktop/ms724877%28v=vs.85%29.aspx
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HasBaHune 06beKTOB peecTpa B

Ne konconu AB (umsi daiina) Ha3BaHue o06bEKTOB peecTpa B pegakTope regedit
9 SOFTWARE HKEY_LOCAL_MACHINE\SOFTWARE
10 | SYSTEM HKEY_LOCAL_MACHINE\SYSTEM
<Ums ycTponcTBa XpaHeHUs gaHHbIx>:\Boot
11 | BCD HKEY_LOCAL_MACHINE\BCD00000000
<Um#A ycTporcTBa XpaHeHUA AaHHbIx>:\<[Monb3oBaTenn>\<Umsa nonb3oBaTens>
12 | NTUSER.DAT HKEY_CURRENT_USER
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7.4 KL napameTtpoB cpenbl UEFI

7.4.1 Mpn BbIGOpe B pasgene «KoHmmponb yenocmHocmu» nogapasgena
«Mapamempsbl cpedbi UEFI» (pucyHok 4.2) n nocnegywuwemMm Bblbope peaakTupyemomn
nonutukn KL n 3arpyskm OC (pucyHok 6.7) Ha akpaHe OBM nosBuTCA OmManoroBoe OKHO
(pycyHok 7.13), cogepxallee CrnMCoK NepeMeEHHbIX, ApanBepPOB N CUCTEMHbIX Tabnuy, cpeabl
UEFI. HanmeHoBaHus 06bekToB oTobpaxatTcst oMoneToBbIM LIBETOM (PUCYHOK 7.13).

Kontpons napamerpos cpead UEF]

| 25.10.2018 09:55:08 |

PucyHok 7.13 — Hactpownka KL, napameTpoB cpeabl UEFI

7.4.2 YctaHoBka Ha KLI obbektoB cpeabl UEFI n ux yaaneHue ocyuwiectsnsietcs no
npasunam, ykasaHHbIM B nogpasgene 7.1.

7.4.3 YctaHoBrneHHble Ha KL  obbekTbl  oTobpaxakwTcsa  3eneHbiM  LBETOM
(pycyHkn 7.14 — 7.16).
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Koutpons napametpos cpeas UEFI. lepemersme UEFI

(] B3 BEBCS45B-AZEE-470D-BE26-BDA1A13COAA3
B 326FF0BB-1AR26-4659-984C-EB276D7CA479
£ 378D7B65-8DA9-4773-BOEA-A4T7826ABIE]
£ 793D9766-44DC-4709 -BSTF-BSBBESFDBFD2
£ TAFAOT2E-1689D-4201-BFE2-AE1BEDEESV3C
£ BCES1A9B-58AT-4AFI-AD20-2E624AEB4BES

=

|

[ S

B EAEC226F-C9A3-477A-AB26-DDCT16CDCOE3

£ FABTESE1-39DD-4F2B-8408-E20E906CBADE
& [PvdServiceBinding

£ IpbConfig

| B3 Ip6ServiceBinding

| B3 BenoryTypelnforsation

£ HicrosoftSecurebootlel 1Db

£ HonotonicClockCounter

| B TCPu4ServiceBinding

£ UDPu4ServiceBind ing

£ Udp6ServiceBinding

0 O

CC00

{ 25.10.2018 09:58:45 |

PucyHok 7.14 — YctaHoBneHHble Ha KL nepemeHHble UEFI

Kourpons napanetpoe cpead UEFI. fpaneeps UEFT

[] B Images

| 25.10.2018 09:59:25 |

PucyHok 7.15 — YctaHosrneHHble Ha KL apaveepbl UEFI
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Kowtpons napametpos cpead UEFI. Chctemme tabmmw UEFI

1 25.10.2018 10:15:54 |

PucyHok 7.16 — YctaHoBneHHble Ha KL| cuctemHubie Tabnunusl UEFI

7.4.4 YctaHoBrneHHble Ha KL ob6bekTbl cpeabl UEFI B okHe «KoHmposb napamempoe

cpedbi UEFI» 6yoyT oToOpaxaTtbes Kak . (pucyHok 7.17).
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Kontpons napametpos cpead UEFI

{ 25.10.2018 10:17:02 |

PucyHok 7.17 — OToBpaxeHne KOHTponmpyemMbix 06bekToB cpeabl UEFI

7.4.5 Mpouenypa npocmoTpa HapyweHun KL u mucnpasneHuss owmbok npueedeHa B
nogpasgerne 6.8.
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7.5 KL 3arpy304HbIX CEKTOPOB YCTPOMUCTB XpaHEeHUsl AaHHbIX

7.5.1 Mpn BbIGOpe B pasgene «KoHwmponb yenocmHocmu» noapasgena
«3acpy3o4yHblie cekmopa» (pUcyHok 4.2) n nocnefywlwem Bbibope penakTupyemon
nonutukn KL n 3arpyskm OC (pucyHok 6.7) Ha akpaHe OBM nosBuTCA OmManoroBoe OKHO
(pycyHok 7.18), cogepxaliee CrnmMcok NoakntoveHHbIX K BM yCcTponcTB XpaHeHust aHHbIX U
KpaTkoe onuMcaHWe MX M3BECTHbIX CBOWCTB. HavMeHOBaHWS YyCTPOWCTB XpaHEHWA AaHHbIX
oTobpaxatTca pmnoneToBbIM LBETOM (PUCYHOK 7.18).

7.5.2 YcTtaHoBka Ha KL| 3arpy3o4Hbix cekTopoB 1 ux yaaneHue ¢ KL ocywectenaeTca no
npasunam, ykasaHHbIM B nogpasgene 7.1.

7.5.3 YctaHoBneHHble Ha KL o6bekTbl oTobpaxatoTcsa 3eneHbiM LBeTOM (pUCyHOK 7.19).

754 Mpouenypa npocmoTpa HapyweHun KL n mncnpasneHuss owmbok npueBeadeHa B
nogpasgerne 6.8.

KoHTpons 3arpy3ouHuXx CEXTOPOB

| 24.10.2018 19:24:07 |

PucyHok 7.18 — Hactponka KL, 3arpy304HbIX CEKTOPOB
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KouTponk 2arpy3ouqsy CEKTOPOB

| 24.10.2018 19:24:24 |

PucyHok 7.19 — YctaHosrneHHble Ha KL 3arpy3oyHble cektopa

¢ HeBo3amoxHa yctaHoBka Ha KL yctponctBa CD/DVD-ROM, He comepxaliero
noaknoYeHHbIN Hocutenb CD/DVD.

Mpn nonbITKe YCTAaHOBKU Ha KOHTPOJb Takoro yctpoucrtea Ab Ha akpaH 3BM
oyaeT BbiBeAeHO coobweHne o6 owmnbke (pucyHok 7.20).

PucyHok 7.20 — Owmnbka yctaHoBku Ha KL
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7.6 KU annapaTtHbix ycTpoucts 9BM

7.6.1 Mpu BbIGOPE B pasgene «KoHmposb yesrocmHocmu» pasgena «Ycmpoucmea»
(pycyHok 4.2) n nocnegywowem Bbibope pepaktupyemon nonutukn KL u 3arpyskm OC
(pycyHoK 6.7) Ha akpaHe OBM nosiBUTCA OManoroBoe OKHO (pUCYHOK 7.21), copepkallee
CNMCOK annapaTtHblx ycTponctB OBM. HaumeHoBaHus ycTpoOMCTB OTOGpakaroTca
d1oneToBbIM LBETOM (PUCYyHOK 7.21).

Konrponsk ycrponcTs

{ 10.04.2020 11:33:56

PucyHok 7.21 — Hactpowuka KLU, yctponcts

7.6.2 YcraHoBka Ha KL yctponcTB u nx yaanexue c KL, ocylwiectensetca no npasunam,
yKasaHHbIM B nogpasgene 7.1.

7.6.3 YctaHoBrneHHble Ha KLL o6bekTbl oTobpaxatoTcs 3eneHbIM LBETOM (PUCYHOK 7.22).
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KOHTPONbL YCTPOACTB

[] @ PixArt Nicrosoft USB Optical House S/N: none
UID_B4SERPID_06CH

[] B Undefined Manufacturer Undefined Product S/N: none
UID_BO878PID._0024
[] @ Undefined Manufacturer Undefined Product S/N: none
UID_B80878P1D_0024

{ 10.02.2020 14:34:19 |

PucyHok 7.22 — YctaHosrneHHble Ha KL USB-ycTtponcTBa

7.6.4 B okHe «KoHmponb ycmpolcme» NOSHOCTbK YCTAHOBIIEHHbLIA HA KOHTPOSb
KaTanor co Bcemu ycTponctsamm byaet otobpaxaTtbes Kak . Ecnu B KaTanore ycTaHOBIEHbI

Ha KOHTPOSib BbIGOPOYHbIE YCTPOMCTBA M3 Crvcka, katanor GygeT oTobOpaxaTbCs Kak .
(pucyHok 7.23).
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KouTtpons ycTpoAcTe

07.10.2019 12:4.:40

PucyHok 7.23 — OTo6paxxeHne KOHTPONMpyEMbIX YCTPONCTB

7.6.5 Mpouenypa npocmoTpa HapyweHun KL n mncnpaeneHns owmbok npuBedeHa B
nogpasgersne 6.8.

¢ Ho6aBneHHoe Ha KLl USB-ycTtponcTBO OyaAeT HeQOCTYNHO NoOfib3oBaTtesnto
TONbKO BO BpeMsA AoBepeHHoM 3arpy3ku OC!

NMocne 3arpy3kmu OC nonb3oBaTeneMm YCTPOMUCTBO OyaeT AOCTYNHO
nonb3oBartento us cpeabl OC. [Ina orpaHnyeHus Aoctyna nonb3oBaTenemn K
ycTpoucTtBam BO Bpemsi ux pabortbl ¢ OC cneayet ucnonb3oBaTb cpeacTsa
3aWmnThl MHhopMaLUUN OT HECAHKLIMOHUPOBAHHOIO AOCTyna.

I:'j Mpwn akcnnyatayuu n3genus Ha Hekotopblix OBM (Hanpumep, Acer Veriton N4660G)
HeobXxo4MMO M3MEeHUTb 3HaveHue napameTtpa «Pexxum SATA» B BIOS Setup ¢
3HayeHus «RST with Optane» Ha «AHCI».
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7.7 KoHTponb 3arpy3ku OC

7.7.1 Mpn BbIGOPE B pasgene «YnpaeneHue 3azgpy3koud OC» nogpasgena
«KoHnmponb 3azpy3ku OC» (pucyHok 4.2) n nocnegywwem Bblbope penakTupyemomn
nonutukn KL n 3arpyskm OC (pucyHok 6.7) Ha akpaHe OBM nosBuTCA OmManoroBoe OKHO
(pycyHoK 7.24), cogepxallee cnmcok yctaHoBneHHbix OC Ha gaHHon OBM.

7.7.2 YctaHoBneHHble Ha OBM OC gna pexuma 3arpy3kum UEFI oTtobpaxatTcs Ha
3KpaHe ronybbiM LBETOM, ANA pexuma 3arpy3km Legacy Boot — ¢uonetoBbiM LBETOM
(pucyHok 7.24).

7.7.3 Onsa yctaHoBkn OC B KayeCcTBe [AOBEPEHHOW [Ons 3arpys3ky Mosfib3oBaTesnieMm
HeobXo4MMO BbIOENUTbL €e KYpCOpOM U HaxaTb Knasuwy < Enter >. YcTaHOBMEHHble Ang
AoBepeHHoM 3arpy3km nonb3oatensam OC oTobpaxatoTcs 3eMeHbIM LBETOM (PUCYHOK 7.24).

7.7.4 MO nagenus ocyLecTBNsSET JOBEPEHHYIO 3arpy3ky:

) OC cemencts Linux/Unix, nogaepxusatowmx craHgapT Linux Standard Base (LSB)
Bepcun He Hmxe 3.0, B TOM uucrne cuctem Buptyanusaumm VMware ESX, VMware ESXi,
YCTaHOBIEHHbIX HA COBMECTUMbIE C apxuTekTypon Intel x86-64 OBM,;

. OC Ha OBM co craHgaptHbiM Legacy/PnP BIOS (B pexumme «Legacy Booty,
cneundukauma PnP BIOS Bepcun 1.0A);

. OC Ha 3BM c nHtepdencammn EFI/UEFI (cneundukaums UEFI Bepcun He Huxe 2.0);
) OC ¢ MBR n GPT-pasgenos.
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Kontpont sarpyskd OC

| 24.10.2018 19:25:26 }

PucyHok 7.24 — Beibop OC anga goBepeHHOM 3arpy3kn nosib3oBatesnisim

@ YctaHoBka Heckonbkmux OC Ha eauHbin MBR pasgen ycTponcTBa XpaHeHUs AaHHbIX
noerneyeT 3a coOOOM HEBO3MOXHOCTb pasrpaHWyUTb AOCTYN Mnonb3oBaTens K
3arpy3ske atux OC.

B cnucke onepaunoHHbIX cMcTeM AN JOBEPEHHOW 3arpyskm dyaeT otobpaxaTtbes
Tonbko 3arpy3ynk OC.

Mpn atom pasrpaHnunTb cnmcok OC gna OOBEpPEeHHOW 3arpy3ku nonb3oBaTernto
OyaeT HEBO3MOXHO.

7.7.5 MosiBneHne B cnucke otcytcteyowen OC, OTMEYEHHOW CUMBOSIOM .
(pyucyHok 7.25), o3Havaet, yto OC, onpegeneHHas AN OOBEPEHHOW 3arpysku, yganeHa c
OBM. Mpwn cHaTum ganHon otmeTkn OC yaanseTca n3 cnucka.
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Kontpons 3arpysxu 0OC

{ 24.10.2018 19:25:36

PucyHok 7.25 — OTtobpaxeHne yaaneHHbix OC
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8 YnpaBneHue nonmtukamm aytTeHTugpmnkaymm
nonb3oBaTeneu

8.1 Co3paHue NONUTUKM ayTeHTUdUKaumm nonb3oBaTenemn

8.1.1 [ns co3gaHusa HOBOW NONUTUKK ayTeHTUMKaummn nonb3osatenen Ab Heobxoanmo
B rnaBHOM OkHe KkoHconn AB (pucyHok 4.2) BblbpaTb nogpasgen «flMonumuku
aymeHmudpukayuu nosib3oeamersiel». B nosBmBLIEMCS OMANOroBOM OKHE HEOOXo4MMO
nepentn B cTpoky «Co3zdaHue» N HaxaTtb knaBuwy < Enter > (pucyHok 8.1).

NonHTHEH a JTEHTHEHEALHH NONLI0BATENEH

{ 17.06.2020 14:12:13 |

PucyHok 8.1 — Co3gaHune nonmMTukyi ayTeHTUduKaumm nonb3oBaTtenemn

8.1.2 B HoBoM pguanoroBom okHe «Co30aHue mosiumuku aymeHmudgukayuu
nonb3oeamersnel» (pucyHok 8.4) HeobxoAMMO BBECTM UMS CO34aBaeMOW MOSUTUKU
ayTeHTUduKaumm nonb3osartenein B none «Mms» (pucyHok 8.2).
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Beegite vmA NOAHTHEH

test_policu

PucyHok 8.2 — BBoa nmeHu NonnuTuKM ayTeHTurkaumm nonb3osaTernemn

it Mmsa nonutukn ayTeHTUdUKaumMmM nonb3oBaTenien ABNAETCS YHUKaNbHbIM U He
MOXeT ObITb AybrnmpoBaHo. Ecnu HOBOe nms coBnagaeT ¢ yxxe nmetowmmes B b,
OyoeT BbiBedeHO npeaynpexgawliee coobueHne «lMonumuka ¢ yka3aHHbIM
umMeHeM yxe cyujecmeayem» (pUcyHok 8.3).

MonnTHEa C YKd3dHHWM HMEHEM YHE CYWECTBYET

PucyHok 8.3 — Owmbka npu co3gaHnm NosIMTUKK ayTeHTUdUKaALUKM Nonb3oBaTenemn

8.1.3 B tabnuue 8.1 npuBedeHbl Mong M MX BO3MOXHbIE 3HAYEHUS MpU CO3OaHUK
NONUTUKK ayTeHTUdMKaunmn nons3osaTens (pUCcyHok 8.4).
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CozpaHHE NONHTHEH AYTEHTHEHKALHH NOMb20BA TENER

0 14:22:01 |

PucyHok 8.4 — Co3gaHune nonMTuky ayTeHTUdunkaumm nonb3oBartenemn

Tabnvua 8.1 — B0o3MOXHble 3Ha4YeHUs Norner Mnpu Co3AaHUM NONUTUKM ayTeHTUdUuKauum
nonb3oBartens

Bo3moxHble MuHumanbHoe ...
Ne | HaumeHoBaHue nonsa 3HayeHus nons MakcumarnbHoe MpumeyaHue
[ no ymonuaHuio ] 3Ha4YeHus

YHuKanoHoe HasBaHue, He

1 | Nmsa BeBeneHHoe 3HaveHne
MOXET ObITb Ay6NMpoBaHoO

2 | MpuBunerun [Monb3oBartens

[ Mapornb ]

[NepcoHanbHbIN

noeHtTndukaTop
3 | Tun ayTeHTUdUKaumm

Maponb n

nepcoHanbHbIN

naoeHTnukaTop

[ cTpoyuHas Gykea ] Mone npepgHasHayeHo Ans
4 | CnoxXHOCTb naponsi YCTaHOBKW CITOXXHOCTM Naporsi.

3arnasHas 6yksa
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Bo3moXxHble MuHumanbHoe ...
Ne | HaumeHoBaHue nonsa 3HayeHus nons MaKcuManbHoe MpumeyaHue
[ no ymonuanuio ] 3HavYeHus

AKTMBMpYeETCA nNpu  HaxaTum
umdpa Knasuwm < Enter >

crneunasnbHbIA CUMBO

MuHumanbHas anvHa

5 8 8...32
naponsi
MeHbLue nnm paBHO
MakcuMarbHOMY CpPOKY
M a 7 coo [encTBus.
VMHUMaTIbHbIN K
6 | P 0 0..45
OencTeus (gHn)
Mpn  ycTaHOBKe  3HAYeHWA
napameTtpa «0» cMeHa napons
BO3MOXHa C TeKyLlen aaThbl
MakcumanbHbIA CPOK
7 |V P 40 1...45
OencTeus (gHn)
8 | MNonbITOK BXOOa BCero 8 1...8

MakcrmarnbHoe Bpems
9 | HeaKTMBHOCTU 45 1...45
nons3osartens (OHW)

BpemeHHas
OnokupoBka
nonb3oBaTtens
[ Bnokuposka
10 Twn 61oKMpoOBKM NpK nonb3oBaTtens |
HapyLleHun
BriokmpoBka rpynmbl
nonb3oBaTtens
BrnokupoBka Bcex
nons3oBarenem
Bpemsi 6n1oknpoBkum
11| P P 15 1...60
(MUHYTBI)
8.14 [Mocne yctaHOBKM nonen AN COXpaHeHUs U3MEHEeHU B CO3JaBaeMOoW NOnuUTUKe

ayTeHTUdunKaumm HeobxoaumMo nepemnTn B CTpPoky «CoxpaHumb» (PUCYHOK 8.4) M HaxaTb
knasuwy < Enter >. Npn 3TOM B HOBOM AManoroBoM OkHe ByaeT BbiBeaeHO coobuieHne 06
yCMNeLHOM CO34aHUN NONNTUKM ayTEHTUDMKauun nonb3osaTens (pucyHok 8.5).
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PucyHok 8.5 — YcnelHoe co3gaHve nonnTukn ayteHTudukalmm nonb3oBarernemn

® B MO wu3pgenua ycTaHOBMEHO oOrpaHu4YeHWe Ha co3adaHuMe NOJINTUK
ayTeHTUpUKauumn.

YcTaHOBMEHO OrpaHM4YeHMe Ha KONM4YecTBO coO3[aBaeMbIX MONIUTUK
ayTeHTU(UKauum — He 6onee 20 NONUTUK ayTeHTUPUKaLUW.

Mpu npeBbIWEeHUN YCTAaHOBNIEHHOrNO MaKCUMMAarNbHOrO KonuyecTBa NOJSINTUK
ayTeHTUdUKauum, OyaeT BbiBeAeHO coobweHune «Jocmuz2Hym numum
co30aHusi MONMUMUK» W onepauusi COXpPaHEeHUsI MNOJINTUKU BbINOJSIHEeHa
He OyaeT (pUCyHOK 6.6).

E lMNonb3oBaTenam npegocTaBfieHa BO3MOXHOCTb CMeHbI naponen 6e3 npmeneyeHns
AB. o ncreyeHnn MMHMMarbLHOro cpoka AenCcTBUSA MNOMUTUKN NOSb30BaTENb MOXET
N3MEHUTb ero Ha OCHOBE Npaswu, 3afaHHbIX Ab (MMHMManbHasa anuHa, CNOXHOCTb,
MUHMMArbHbIN U MaKCMMarnbHbIA CPOKM Aencteusi). [NpuHyauTenbHas cmeHa
naponsa obecnevmBaeTcs No NCTEYEHUM MAKCUMAIIbHOrO CpoKa AeNCTBUS Napors.

8.2 Pe,anTI/IpOBaHI/Ie MOJINTUKU ayTeHTVICbI/IKaLWIVI nonb3o0BaTernien

8.2.1 [ns pegakTMpoBaHus CyLLECTBYIOLWEN NOSIUTUKM ayTEHTUMUKALUKM NoSb3oBaTenemn
HeobxoaumMo BblbpaTb B [flaBHOM OKHe (pucyHok 4.2) nogpasgen «[llonumuku
aymeHmudpukayuu nosib3oeamesiel». B noasmBLIEMCA [OManNoOroBOM OKHe Heobxoaumo
nepemnTun B CTPOKy «PedakmupoeaHue» 1 HaxaTb knasuwy < Enter > (pucyHok 8.6).
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MoauTHEH AYTEHTHPHKALHH NONL3I0BATENEA

05.03.2021 11:58:09

PucyHok 8.6 — KoHpurypupoBaHme NonuTukn ayTeHTumkaumm nonb3osaTtenemn

8.2.2 B HoBOoM gunanoroBom okHe «PedakmupoeaHue rnosumuku aymeHmugukayuu
nonb3oeamersel» (PUCYHOK 8.7) HeobxoguMmo BbibpaTb MMSA pefakTUpyemMon MNONUTUKK
ayTeHTUduKaumn nons3oBartenen B norne «Mmsi» v Haxatb kHonky | OK | (pucyHok 8.8).
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Pepak THPOBAHHE MOAHTHKH AYyTEHTHHHKALHH NONML30Ba TENEA

05.03.2021 12:00:19

PucyHok 8.7 — PegaktupoBaHne nonnuTuku ayTeHTUUKaumm nonb3oBaTenen

PucyHok 8.8 — BbI6op NonuTukn aytTeHTUdUKaUum nonb3oBaTtenen Ans pegakTmpoBaHus

8.2.3 [ocTynHble Ona pedakTMpoBaHWA MapamMeTpbl  MONUTUKA - ayTeHTudukaumm
nonb3osaTtens (pucyHok 8.9) n nx aHayeHus npueeaeHol B Tabnuue 8.1.
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Peaax THPOBAHHE NOAHTHEH aYyTEHTHGHKALHH NOML30BATENEA

05.03.2021 12:02:18

PucyHok 8.9 — Pegaktupyemble nons NOSIMTUKN ayTeHTUdMKaUMK NoNb3oBaTenemn

8.2.4 [na coxpaHeHna W3MEHEeHUN pefakTUpyemMon MOSUTUKKM  ayTeHTudukaumm
HeobxooMMo nepenTn B CTpoky «CoxpaHumby» (pucyHok 8.9) n HaxaTb knaeuwy < Enter >.
Mpn 3TOM B HOBOM [ManoroBoM OKHe OyaeT BbiBe4eHO coobuieHne 06 ycnewHom
penakTMpoBaHUKN NONINTUKM ayTeHTUdMKauum nonb3osaTens (pucyHok 8.10).

PucyHok 8.10 — YcnelwHoe pegakTupoBaHue NormTukA ayTeHTudurkaumm nonb3oBarenen
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8.3 YpaneHue NONMUTUKM ayTeHTUUKALMKM Nofib3oBaTenen

8.3.1 Ona ypaneHus cywlecTByloWEen MONIUTUKA  ayTeHTUdMKauumM nonb3oBaTenen
HeobxoaumMo BblbpaTb B [NlaBHOM OKHe (pucyHok 4.2) nogpasgen «[llonumuku
aymeHmudpukayuu nosnib3oeamenel». B nossmBlLIEMCA ONANOroBOM OKHE Heobxoaumo
nepenTn B CTPOKY «YOaneHue» n HaxaTtb knasuwy < Enter > (pucyHok 8.11).

Mok THEH AYTEHTH{HEAUHH NONE30Ed TENENA

0 14:45:10

PucyHok 8.11 — YganeHue nonutukn ayTeHTumkaumm nonb3oBaTenemn

8.3.2 B HoBOM [gOuanoroBoM OkHe «YOaneHue nosiumuku aymeHmugukayuu
nonb3oeamersnel» (pucyHok 812) Heobxogumo BbIOpaTb UMS  ydansemMonm MOMAUTUKN
ayTeHTUduKaumm nons3osartenemn B none «Mmsi» n Haxatb kHonky | OK | (pucyHok 8.13).



G I FASMHOOPM CO3 «SafeNode System Loader»
CEPBMUC PyKOBOZACTBO afiMUHUCTpaTopa. YacTb 2 93

YaaneHHE NONHTHEH AYTEHTHHHEALHH NONE30BA TENER

06.2020 14:46:42 |

PucyHok 8.12 — Beibop ons yoaneHus nonmtuki ayTeHTUdurKaLmm nonb3oBaTenen

PucyHok 8.13 — Bbibop Ans yaaneHns nonutukn ayTeHTudukaumm nonb3oBartenemn

8.3.3 [ns ynaneHns BbIOpaHHOW NONMUTUKM HEOOXOAMMO NMEPENTU B CTPOKY «YOanumby
(pucyHok 8.14) n HaxaTtb knasuwy < Enter >. Npn 3TOM B HOBOM AManoroBoM okHe byaet
BblBE4EHO coobLleHne 06 yCcnewHoM yaaneHmm nonnTuki ayTeHTugmkaumm nonb3oBaTenen
(pucyHok 8.15).
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@ || YaaneHue nonuTtuk ayTeHTI/I(*)VIKaLI,I/Il/I OCYyLLEeCTBIIAETCA noo4yepenHo.

Y3 neHHE NDAHTHEM AYTEHTHPHEALHH NDNL30BATENEA

| 17.06.2020 14:48:35 |

PucyHok 8.14 —YganeHue nonutnkn ayteHTudukaumm nonb3osatenen

PucyHok 8.15 — YcnelwHoe yganeHue nonvtukyi ayTeHTudukaumm nonb3oBatenen
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E‘ Ecnn nonutuka ayTeHTUdUKaLMM HasHavyeHa XOTs Obl OOHOM YYeTHOW 3anucu

nosib3oBaTens, yaaneHue BbIMOMHEHO He ByaeT 1 Ha akpaH OBM b6yaeT BbiBe4eHO
coobueHne «Onepayusi He ebinosiHeHa. Ha OaHHyr0 nonumuky ccbinaromcs
y4YemHsble 3anucu nosib3oeamersiet» (pUcyHok 8.16).

Ana ynaneHua gaHHOW NONMUTUKM HEOBXOAMMO MOoYepenHO MepenTn B y4YeTHble
3anucu  nonb3oBaTerien, KOTOPbIM  Ha3HayeHa [daHHas  nomutuka, wu
OTpefaKkTMpoBaTb YYeTHble 3anucu nyTeM Has3Ha4yeHus UM [pYron MNOSIUTUKK
ayTeHTudunKaumn.

3aTeMm OencTBud no yaaneHuo noJiInTtnukn Heobxoanmo NOBTOPUTb.

PucyHok 8.16 — Owmnbka npu yaaneHnn nonnuTnki ayteHTudmkauum nons3osaTenen
8.4 ABTOBXOA4 Nnonb3oBaTenen

8.4.1 B MO wusgenus ana co3gaHHbIX YYETHbIX 3anucen nonb3oBaTenier OOCTynHa
dyHKUMS aBTOBX0OAa (3a UCKOYEHneM y4yeTHon 3anucu Ab).

8.4.2 Mpn ycTaHOBKE pexuMma aBTOBXOA4a MNonb3oBaTeslb BbIMNOMHAET npoueaypy
ayTeHTUuKauum u ugeHTudukaumm B aBTOMaTUYECKOM pexume C nocrieqyroLlen
poBepeHHon 3arpyskon OC. Pexum aBToBXo4a [LOCTYNEH TOMbKO C WUCMNOSIb30BaHWEM
nepcoHanbHOro naeHTudukarTopa.

8.4.3 [ns BKNIOYEHUA pexmma aBToBxoda nonb3oBatento Ab HeobxoaMmo HasHaunTb
YYETHOW 3anuMcu nonb3oBaTend MoONnuUTUKY ayTeHTMdUKaumm nonb3oBaTtend ¢ TUMNOM
ayTeHTUUKauumM no nepcoHanbHoMy wuaeHTudukatopy. [anee Heobxogumo nepenTty B
nogpasnen «OcHOBHblIe HacmMpoOUKU» OCHOBHOIMO OKHa KOHconu AB n ykasaTb B MyHKTe
«Aemoexo0» nmsi Heob6xoaMmon y4eTHOM 3anncu (pucyHok 8.17).

8.4.4 [Mpn ycCTaHOBMEHHOM peXxume aBToBXOAda, Hanuuuu nogknodeHHoro AHIT wu
OTCYTCTBMM OWMOOK ayTeHTudpukauum u ungeHtndumkaumm mn KLU, OGygeTt ocyuiecteneHa
poBepeHHas 3arpy3ka OC, HasHadeHHon B nonutunke KLL o6bekToB n 3arpy3ke OC B y4eTHOM
3anucu nonb3oBaTtens.
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8.4.5 B cnyyae otcytctBusa noakntoyeHHoro AHIT aBToBXo4 B CUCTEMY BbINOSIHEH He
Oynet u Ha o9kpaHe OBM ©OygeTr BbiBe4eHO AManoroBoe OKHO C  MpurialleHnem
ayTeHTUUMKauumn n naeHTndunkauum nonb3osatens (pucyHok 12.1).

8.4.6 Mpn oBHapyXeHMn HapyLleHUs LEeNnoCTHOCTM OOBLEKTOB, aBTOBXOA4 B CUCTEMY
BbINOSNIHEH He ByaeT, yyeTHaa 3anucb nonb3oBatens 6ynet 3abnokMpoBaHa 1 Ha akpaH 3BM
OyaeT BbiBE4EHO coobLieHne o 6noknpoBke goctyna (PUCYHOK 6.21).

(cHoBHME HACTPOMKH

11.01.2019 12:30:22

PucyHok 8.17 — Hactponka aBToBxoga Ans Y4eTHOW 3anncu Nosib3oBaTens

¢ PyYHKLMA aBTOBXOAA AO0CTYMNHA TOIbKO OQ4HOW 3aperncTpMpoBaHHOMN Y4ETHOM
3anucn nonb3oBaTtensa. Ecnn B nonutuke KL o6bektoB m 3arpyskm OC,
Ha3Ha4eHHOM nosib3oBaTento, 4ob6aBneHo Heckonbko OC Kak 4OBEpPEHHbIX K
3arpys3ke, oyageTt BblopaHa nepBasa OC n3 cnucka.
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9 VYnpasneHue YYETHbLIMY 3anucamm
nonb3oBaTeneu

9.1 Co3paHue yYeTHOM 3anucu nosb3oBaTens

9.1.1 [ns co3gaHus HOBOW Y4YeTHOM 3anmMcu nonb3oBaTenst Heobxoammo BbibpaTb B
rnaBHOM OkHe KoHconn Ab (pucyHok 4.2) nogpasgen « YdemHbie 3anucu rnosib3ogamesiell».
B nosiBMBLIEMCS AManNoroBOM okHe HeobxoauMmo nepenTn B CTPoKy «Co3daHue» n HaxaTb
knasuwy < Enter > (pucyHok 9.1).

HYuETHWE 3ANMCH NONLEIOBATENER

| 17.06.2020 14:52:35 |

PucyHok 9.1 — KoHdurypmpoBaHue y4eTHOWN 3anmcu nonb3oBaTtens

9.1.2 B HoBOoM pguanoroBom okHe «Co30aHue y4yemHoU 3anucu Mosib3oeamersisi»
(pucyHok 9.2) B none «AMs nosib3oeamersisi» BBECTU UMS CO30aBaeMOW YYETHOW 3anucu
(pucyHok 9.3).

9.1.3 HnanoroBoe okHO «Co30aHue y4emHoU 3anucu rnosib3oeamesisi» nocre BBoga
UMEHN Nonb3oBaTens NpUMeT BUA (PUCYHOK 9.4).
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9.14 B Tabnuue 9.1 npuBeaeHbl NOMS U NX BO3MOXHbIE 3HAYEHUS NpU CO34aHUM y4EeTHOM
3anucu norb3oBarens (PUCyHok 9.2).
[EI CnoxHoctb napons wunv  PIN-koga  nepcoHarnbHbIX  MOEHTUUKATOPOB

nonb3oBaTtenen onpenenseTcsas MNyTeM WCMONb30BaHUSE B HEM COYETaHWUs
3arnaBHblX OykB, CTPOYHbIX OykB, uUMdpP W cheunanbHbiX CUMBOMOB U3
onpeaeneHHoro paspaboTyMkom andasuTa napons, npuBeaeHHoro B Tabnuue 5.2.

Co3gaHHEe YYBTHOA JANHCH NONLI0BA TENA

[ 17.06.2020 14:55:00

PucyHok 9.2 — CosgaHune y4eTHOM 3anucuy rnornb3oBaTtens

PucyHok 9.3 — BBog umeHun yyeTHOM 3anvcu nonb3oBaTens
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- l:|'IHIIIIH-1 JAMHCH NONE30RA TEMH

13.01.2021 16:-14:49

PucyHok 9.4 — BBoa napameTpoB y4eTHOM 3annucu nonb3oBaTens

Tabnuua 9.1 — MNMons 1 X BO3MOXHbIe 3HAa4YEeHUS NMPY CO3AaHMM YY4ETHOM 3anncu nonb3oBaTtens

Bo3moxHble
HanmeHoBaHue
Ne 3Ha4vyeHus nonA MpumeyaHune

nons
[ no ymonuaHuio ]

YHuKanbHoe Ha3BaHue, He MOXeT ObITb ﬂ,y6J'IMpOBaHO.

MakcumaneHas  OnvHa  MMEHW  y4eTHOW  3anucu
nonb3oBaTtensa — 32 cumBona.

B wmeHn y4yeTHOW 3anucu nonb3oBaTens Herb3s
MCMoNb30BaThb:

1) nepBbIi CUMBONT HE [AOMMKEH ObiTb CneumanbHbIM
CUMBOSIOM UK LNdppon;

2) ocTanbHble CUMBOSbI HE MOryT crneumanbHbIMU
crmBonamm

1 | ma nonb3oBaTtens | BBegeHHoe 3HaveHne

YKasaHue HasBaHUs MOMUTUKMA ayTeHTudmkaumm, no
npaevnaMm KoTopon OygeTr obpabaTbiBaTbCcA AaHHas
y4YeTHasl 3anncb Nosb3oBaTens

Monutuka
2 ayTeHTM(*)I/IKaLWIM BBeneHHoOe 3HayeHne
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Bo3moxHble
HanmeHoBaHue
Ne 3Ha4YeHus nons MpumeyaHue
nonsa
[ no ymonuanuto ]
lMone npegHa3HayeHo A4S YCTaHOBKM Naponsi.
[donyckaeTtcss  ucnomnb3oBaHWe CUMBOSIOB U3
3 | Maponb 3HayeHue napons
Tabnuubl 5.2.
AKTMBMpYETCA NpU HaXxxaTum knasuwmn < Enter >
Mone npegHasHadYeHO AnNa reHepauuyM napons ¢
ncnonb3oBaHvem nporpammyoro JCH.
4 | leHepauus naponsa | 3HavyeHne napons
AKTMBMpYeTCSA Npu HaXxxaTum knasuwn < Enter >
. Mone npegHasHavyeHO Ana Bbibopa W YCTaHOBKU
. [MprcBOEHHBbIN
[MepcoHanbHbIN . nepcoHanbHoro naeHtTudukaropa.
5 nepcoHanbHbIN
naeHtTudmrkatop
naeHtTudmkaTop
AKTMBMpYeETCSA Npu HaXxxaTum knasuwn < Enter >
Mone npegHasHadyeHo Aana ycrtaHoBkn PIN-koga
nepcoHarneHOro naeHtTudgukaropa.
6 | PIN-koa 3HauveHune PIN-kona HonyckaeTca ucnonb3oBaHue CUMBOJIOB ns3
Tabnuubl 5.2.
AKTMBMpYeTCSA Npu HaxxaTum knasuwmn < Enter >
M3meHuTb
MHchOMALYtIO MipH [ BknitoueHo | MpuHyanTENbHOE U3MEHEeHWe ayTeHTUMUKaALNOHHBLIX
7 P P OaHHbIX Monb3oBaTens npu ero nepBoW YycneLiHou
cnegyroLlem Bxoae
OTKntoveHo ayTeHTudukaLmm
nons3oBartens
C nomowpb [AaHHOro napameTpa  OCYLLEeCTBSEeTCS
ayTeHTUdukaLma y4eTHOM 3anuMcu norb3oBaTens C
MCNonNb30oBaHNEM cepTudumkata Ang Bxoga (MMeroT
BkntoyeHo npusHak «Bxog no cmapT-kapTe»).
8 VMcnonb3oBaTtb [ ] P A P pre»)
cepTudukat
pricp OTKnto4eHo BHumaHue:
Mpu wnsmeHeHun cepTudukata Ana Bxoda Ha AHI
HeobxooMmo NOBTOPHO Ha3HaunTb HocuTernb
nonb3osarento!
BkntoueHo Mpy HasHayeHWn npaB ayauMTopa NOMb30BaTEmNo
9 | AyaouTop NpeaocTaBnsieTCcss  AOMOSNHUTENbHAs  BO3MOXHOCTb
[ OTkntoveHo ] NpPOCMOTpa 1 3KCropTa XypHana ayauta 6e3 ero o4ncTku
lMone npegHasHayeHo OnNs OPMUPOBAHUST OMUCAHUS
y4Y4eTHOW 3anucu nonb3oBaTens.
[NponsBonbHaga
10 | OnucaHue P
TEKCTOBasi CTpoKa MakcumanbHasa gnvHa nons — 48 CMMBOOB.
AKTMBMpYeTCSA Npu HaXxaTum knasuwn < Enter >
MonuTtukn BBeneHHoe 3HaveHne | Boibop HasBanuss nonwutmkm KL n 3arpyskm OC, no
11 | koHTpONA npasunam kotopon 6yanetr obpabaTtbiBaTbCsi OaHHasA

LeJIOCTHOCTU U

[ All users ]

y4eTHad 3anmnchb nosib3oBaTtend
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Bo3moxHble
HanmeHoBaHue
Ne 3HayYeHus nons MpumeyaHue
nons

[ no ymonuanuto ]

3arpysku OC

[ AkTrBEH ] C nomowpb [AaHHOro napameTpa  OCyLecTBrsieTcs
12 | CraTyc G6nokupoBka U  pa3briokMpoBKa  YYETHbIX  3anucen

3abnokupoBaH nonb3oBaTenen, 3a UCKIYeHeM ydyeTHon 3anmucn Ab
9.15 B none «fMonumuka aymenmudpukayuu» (pucyHok 9.4) Heobxoanumo BbIbpaTb

MMs paHee co3gaHHoOM NONMTUKN ayTeHTUdUKaLMmM nonb3oBaTenen (pucyHok 9.5). BbibpaHHasn
NoONUTUKa ayTeHTUMKaUMM BblAeneHa < TpeyronbHbIMU ckobkamu > (pucyHok 9.5).

BubepHTE NOAMTHKY AYTEHTHEMKALHH

user policy
< user test policy >
policyl

PucyHok 9.5 — Bbibop nonuTukmn ayTeHTUmMKaumnmn nonb3oBaTenemn

9.1.6 B cnyyae BbiGopa nonuTtukm ayteHtudmkaumm ons Bxoga ¢ AHI, B kayectBe
AOMNOMNHUTENBHOIO hakTopa NogaepXMBaeTCs UCMOoNb3oBaHWe cepTudmkaTa nonb3oBaTens.
Heobxoanumo nogknioynTb HOCUTESb, BblibpaTb COOTBETCTBYHOLLYHO NOMIMTUKY, 3aTeM yKasaTb
AHI1 n none «Mcnonb3oBaTb ceptudukat» (cm. puc. 9.4). Ceptndukat ¢ npusHakom «Bxon
no cMmapT-KapTe» LOMmKeH ObiTb BbinyLleH 1 3anucaH Ha AHI 3apaHee, ans atoro Heo6xoanumo

Bocnosib3doBaTtbcsa cootBeTcTBYHOWMM PKI-knnenTtom nnmn cepsepom C3U ot HC «bnokxocT-
CeTb 4».

[!-} || Onsa Bxoaa no ceptudmkaty Ha TOKeHe nogaepKMBaeTcs pabora TONbLKO ¢
AHI1 PyToken 3L 2.0.

9.1.7 B cnyyae, ecnun ceptudumkat Ha AHI1 cTtan HekoppekTHbIM (NPOCPOYEH, N3MEHEH
UM nepesanucaH Ha HoOcUTeNne nocfe HasHa4YeHWa ero nonb3oBaTento B U3genvu)
HeobxooMMO OTpedakTUpPoBaTb COOTBETCTBYIOLLYIO YYETHYK 3anucb Monb3oBaTtens u
Ha3HaunTb emy AHI1 cHoBa.
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9.1.8 B none «fMonnumuku koHmpoussi yennocmHocmu u 3az2py3ku OC» (pycyHok 9.4)
HeobxoauMo BblbpaTb MMs paHee co3gaHHon nonutukn KL obbektoB u 3arpysku OC.
BbibpaHHble AB nonuTtukn 6yayT [ KBagpaTHbIMKU ckobkamu | (pUCyHOK 9.6).

Bubepute NOAMTHKH KOHTpond ueaocTHocTH obwexToB M 3arpysxd OC

[ All users 1
policyl

[ policy2 1
policy3

-> | OK |

PucyHok 9.6 — Beibop nonutukun KL, n 3arpyskun OC

9.1.9 [Mocne ycTtaHOBKM nonen AN COXpaHeHUs N3MEHEHUM B cOo3gaBaeMon YYeTHOW
3anucu nonb3oBaTtensa Ab Heobxoanmo nepenTtn B CTpoky «CoxpaHumb» (PUCYHOK 9.4) n
HaxaTb knasuwy < Enter >. [lpy 3TOM B HOBOM [uarnoroBoM OKHe OyaeT BbiBe4EHO
coobuieHne 06 ycnewHoM co3gaHnm y4eTHOM 3anmcu nonb3oBaTenst (pucyHok 9.7).

—Onepauma ycneuHa-

YuetHad 3anHchk NONb30BATENS CO3flaHa

PucyHok 9.7 — YcnewHoe co3gaHue y4eTHOW 3anucu nonb3oBaTens

9.1.10 B cnyyae ecnu kakoe-nnbo 13 oba3atenbHbIX nonen He 6bino 3anofHeHo, Ha akpaH
OBM 6yaet BbiBegeHo coobLeHne 06 owwmnbke (prcyHok 9.8).

~Oumbxa-

He YAANOCh COZAATHE HOBYW YUYETHYHW 3aMMCE NonbloBatend?
Bce nons AonxHW BHTE 3anoaHeHw

PucyHok 9.8 — Owmnbka npu co3gaHnm y4eTHOM 3annucm nonb3oBaTens
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9.2 PepakTnpoBaHUue y4eTHOM 3anucu nonb3oBaTens

9.2.1 [ns pegakTMpoBaHuUs CyLLECTBYIOLLEN YHETHOW 3anucy Nnosib3oBaTesist Heob6xoanmMo
Bbl6paTb B rMaBHOM OKHE (PUCYHOK 4.2) nogpasfen «Y4YemHsblie 3anucu rnosib3oeameseu».
B nosiBuBLIEMCs ananoroBoMm okHe AB HeobGxoammo nepentn B CTpoky «PedakmupoeaHue»
N HaxaTb Knasuwy < Enter > (pucyHok 9.1).

9.2.2 B HoBOmM pgmanoroBoM oOkHe «PedakmupoeaHue y4YemHOU 3anucu
nonb3oeamensi» Ab Heobxogumo BbibpaTb UMS  pedakTUpyeMOW YYeTHOW  3anucu
nonb3oBaTens B none «MmMs nosb3oeamersisi» N HaxaTb KHOMKY | OK | (pucyHok 9.9).

BI:IfIE]]HTE UYETHYH 34MHCE NONE30BATENH

user
< userl >

PucyHok 9.9 — BbIbop y4eTHON 3anucy nosib3oBaTesnis Ang pegakTupoBaHus

9.2.3 [ocTynHble OnA pegakTUpoBaHWA napamMeTpbl YY4EeTHOW 3anucu nonb3oBaTens
(pycyHok 9.10) n nx 3HadveHus npuseneHbl B Tabnuue 9.1.

E!) || Mone «MmMa nonb3oBaTensi» 3anonHsieTcs NPU CO3AAHUN YYeTHOW 3amnucu
nonb3oBaTenA U B AanbHeWleM He4OCTYNHO ANsl peAakTUPOBaHUS.
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FeaaxT {DOBAHHE YYETHOA 3JANHCH NONL20B4TEMA

{ 13.01.2021 16:15:39 |

PucyHok 9.10 — PegaktupyemMble nonga y4eTHOM 3anvcu nonb3oBaTens

9.24 [nsa coxpaHeHusi N3MEHEeHU pefakTUpyemMoW Y4YEeTHOM 3anucu nonb3oBaTend
HeobxoaMMo nepenTn B cTpoky «CoxpaHumsby (pucyHok 9.10) 1 HaxaTb knaBuwy < Enter >.
Mpn 3TOM B HOBOM [ManoroBoM OkKHe Oyaet BbiBegeHO coobuieHne o6 ycnewHom
penakTMpoBaHMM y4ETHOWN 3anucy nonb3oBaTtens (pUcyHok 9.11).

PucyHok 9.11 — YcnelwHoe nsmeHeHue y4eTHOW 3anucu nonb3oBartens
9.3 YpaneHue yyeTHOM 3anncum nosib3oBaTens

9.3.1 [ns yoaneHus cywecTBylowen yyeTHon 3anucu nonb3oBatenda Ab Heobxoanmo
Bbl6paTb B rMaBHOM OKHE (PUCYHOK 4.2) nogpasfen «YyemHsbie 3anucu rnosib3oeameseu».
B nosiBuBLwIEMCS grManoroBomM okHe Ab He06Xx0aMMO NepenTn B CTPOKY «YOasieHue» n HaxaTb
knasuwy < Enter > (pucyHok 9.1).
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YaaneHHE YYETHOH JANHCH NONEI0EATENT

17.06.2020 15:01:1%

PucyHok 9.12 — YganeHue y4yeTHOM 3anvcu nonb3oBartens

9.3.2 B HoBOM pgumanoroBom OkHe «YOasieHue y4yemHOU 3anucu nosib3ogamersisi»
(pucyHok 9.12) Heobxoaumo BbIGpaTb NMSA yaansaeMon y4eTHOW 3anucuy nosnb3oBaTerns B nose
«Ums1 nonb3oeamernisi» N HaxaTb KHOMKY | OK | (pucyHok 9.9).

9.3.3 Ons yganeHus BbiGpaHHOM YyyeTHoM 3anucu nonb3oBatend AbB Heobxoaumo
nepenTn B CTPOKy «¥O@anumb» (pUCyHOK 9.12) n HaxaTb knaeuwy < Enter >. Npu atom B
HOBOM [MarnoroBoM OkHe OyaeT BbiBeeHO coobuieHne o6 ycnewwHoM yganeHun y4eTHOW
3anucu nonb3oBatens (pucyHok 9.13).

PucyHok 9.13 — YcnelwHoe yganeHue y4eTHOM 3anvcu nornb3oBaTens

[E] || YpaganeHue yvyeTHbIX 3annucen nonb3oBaTenen NpoM3BoanTCa NooyepesHo.
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il lMocne yganeHnsa yyeTHoW 3anucu nosib3oBatenia u3 bl usgenua ncknoveHo ero
NOBTOPHOE UCMOMNb30BaHME B TEYEHME TPEX NET B COOTBETCTBUM C TpeboBaHMSMU
Mepbl ©e3onacHocTu NAD.3 «MeToanyeckmi OOKYMEHT.
Mepbl 3aWmnTbl MHOPMaUUN B rOCygapCTBEHHbBIX MHAOPMALNOHHBLIX CUCTEMAaX»
(yrBepxgeH ®CTIK Poccun 11.02.2014).

® anI BOCCTaHOBJIEHUMN napamMeTpoB wusgersina K 3aBOACKMM YyaalneHHas
y4yeTHadA 3anucChb nosfib3oBaTterid CtTaHeT AOCTyI'IHOVI AnA ncnonb3o0BaHUA.

9.4 Pas36nokupoBKa nosnb3oBaTenen

94.1 [ns pa3bnoknpoBkn Nonb3oBaTesien Nocrne BbIABNEHUS U YCTPaHEHUS] HAPYLUEHUN
KU wvnu npm owmbkax B npouecce maeHTUdUKauMm u ayTeHTudukauum nonb3oBaTenen
Heobxoaumo BblbpaTb B rmaBHOM OKHe (pncyHok 4.2) nogpasgen

«Y4yemHsbie 3anucu nosib3oeamerelly.

9.4.2 [na pa3bnoknpoBkM Bcex nonb3oBatenen Ab HeobxoguMo B NOSABUMBLLEMCS
ANanoroBoM OkHe (pucyHok 9.1) nepentm B CTPOoKy «Pa36/0kupoeka ecex
nonb3oeameneli» N HaxaTb Knaeuwy < Enter >. [pn 3ToM B HOBOM ONanioroBom okHe Byaet
BbIBEAEHO coobLeHne 06 ycnelwHon pa3bnoknpoBke nonb3oBatenen (pucyHok 9.14).

PucyHok 9.14 — YcnelwHas pa3bnokmpoBka Bcex Nonb3oBaTenen

9.4.3 [Ons pas3bnokMpoBKM BbLIOOPOYHBLIX YYETHbIX 3anucen nonb3oBaTtenen Ab
HeobXoOMMO B TMOSIBUBLUEMCHA AOMANoOroBOM OKHe (pucyHOkK 9.1) nepentu B CTPOKY
«Pa36s10kupoeka rnosib3oeameJsieli» N HaxaTb Knasuwy < Enter >.

9.4.4 B HoBom pgumanoroBom okHe AB Heobxogmmo BbiOpaTb Y4YeTHbIE 3anucu
nonb3oBaTenen ans pasbrnokMpoBkM M HaxaTb KHOMKy | OK | (pucyHok 9.15). MNpu atom B
HOBOM [AManoroBoM OkHe OyaeT BbiBegeHO coobuieHne 06 ycnewHon pasbroknpoBke
BblOpaHHbIX YY4ETHbIX 3anncen nonb3oBaTenen (pucyHok 9.14).
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BHﬁEpHTE YYyeTHWE 3anHCH NONb30BATEMEA AnA DﬂEﬁﬂDHHDDBHH

-» userl
user?

PucyHok 9.15 — Bbi6op y4eTHbIX 3anucen gnsa pa3brnokMpoBKU
9.5 bnokupoBKa nonb3oBaTerieun

951 [ns 6noknpoBkM Nonb3oBaTesien nocne BbIABNEHUS U yCcTpaHeHust HapyweHunn KL
unm npu owmnbkax B npouecce wuaeHTUUKaUMM W ayTeHTUpMKaumm nosb3oBaTenemn
HeobxoaumMo BbIGpaTb B [MaBHOM OKHe (PUCYHOK 4.2) nogpasgen «Y4emuble 3anucu
nosib3oeameiiel».

9.5.2 [Onsa OnokupoBkM Bcex nonb3oBatenen ABb HeobxoaMmo B MNOSABMBLLEMCS
AnanoroBom okHe (pucyHok 9.1) nepenTun B CTPOKY « Bsiokupoeka ecex nosib3oeamersiel»
HaxaTb knasuwy < Enter >. [lpu 3TOM B HOBOM [OWanoroBOM OKHe OyaeT BblBEOEHO
coobueHne 06 ycrnewHon 6noknpoBke nosnib3oBartenien (pucyHok 9.16).

-Onepauns ycneuwHa-

[lonb30BaTEH 3ﬂﬁﬂDHHDDBﬂHH

PucyHok 9.16 — YcnelwwHas 6noknpoBka Bcex nonb3oBaTenen

9.5.3 [ns 6rnokMpoBkM BbIGOPOYHBIX YYETHBIX 3anMcen nosib3oBaTesie Heobxoaumo B
NOsIBMBLUEMCSI OManoroBOM OkHe (pucyHok 9.1) nepentm B CTpoOKy «bBriokupoeka
nonb3oeamersel» N HaxaTb Knasuwy < Enter >.

954 B HoBom pguanoroBom okHe AB Heobxogumo BbiOpaTb y4eTHble 3anucu
nonb3oBaTtenen aAna 6roKMPoOBKM N HaxaTb KHOMKy | OK | (pucyHok 9.17). Tpn 3TOM B HOBOM
AananoroBoMm okHe OyaeT BbiBegeHo coobuieHne o6 ycnelwwHon 6nokumpoBke BbIOpaHHbIX
YyYeTHbIX 3anncen nonb3osaTernen (pucyHok 9.16).
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BHﬁE]]HTE YYETHWE 3aMNHCH NONb30BATENEA And ﬁﬂDKI-i]]ﬂBKI-i

2
user3

PucyHok 9.17 — Bblbop y4eTHbIX 3anucen gnsa 6510KMpoBKU



G I FASMHOOPM C[3 «SafeNode System Loader»
CEPBMUC PyKOBOZACTBO afiMUHUCTpaTopa. YacTb 2 109

10 Obwme napameTpsl

Pasgen «O6bwue napamempsbi» B rmaBHOM OkHe KOHconu AB (pucyHok 4.2) npegHasHaveH
ANS HaCTPOWMKM oBLMX napamMeTpoB U3AeNus, OUarHOCTUKN nsgenus, cbpoca napameTpoB K
3aBOACKUM HacTpourkam n obHoeneHus MO nsgenua.

10.1 OCHOBHbIe HACTPOMKU: ayTeHTUUKauua, napameTpbl cCeTU U
LDAP, KOHTpPOJib LENTOCTHOCTU, anropuTtMbl pacyeTa KOHTPOJIbHbIX
CyMM, 3aLlumMTa OT nepeBoaa BpeMeHU, npoyme napamMeTpbl

10.1.1 Cooepxnmoe nogpasgena «OCHOBHblIe  HacmpoUku» NpPUBEOEHO Ha
pucyHke 10.1.

OCHOBHKWE HACTPOHKH

05.03.2021 12:28:58

PucyHok 10.1 — Coaepxumoe nyHKToB noapasgena « OCHOBHbIE HACTPOMKN»

10.1.2 B Ttabnuue 10.1 npuBegeHo cogepXxumoe nonen BCeX MyHKTOB nogpasgena
(pycyHok 10.1) 1 NX BO3MOXHbIE 3HAYEHNS.
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Tabnuua 10.1 — Bo3MOXHble 3Ha4YeHnd nonen nyHKToB nogpasgena « OCHOBHbIE HACTPOMKNY

Bo3amoxHble MuHumManbHoe ...
Ne HanmeHoBaHue nonsa 3Ha4YeHus nons MaKcumManbHoe MpumeyaHue
[ no ymonuaHuio ] 3Ha4YeHus
MyHkm «AymeHmucdgbukayusi»
KonnyectBo MoMbITOK
1 | ayTeHTudumKaLmm 8 1...8
nonb3oBaTtenemn
5 Bpewms ayTeI:|TM(*)MKaLlIAM 15 130
nonb3oBaTtenien (MUHYTbI)
3 Pasmep cTeka XpaHUMBbIX 10 1100

naponem

MyHnkm «lMapamempsbi cemu u LDAP. Cemeebie HacmpouUKu»

[ BbikntoyeHa |
BkntoyeHmne unm BbIkoYeHne

4 | CeteBas noacuctema .
CeTeBOW MOACUCTEMBI

BkritoueHa
Konun4yecTtBo ceTeBbIX
5 | CeTteBoW nHTepdeic [ethO] MHTEP(EcOB  3aBucuT Ot
KonmyectBa YCTaHOBIIEHHbIX
CeTeBbIX KapT
6 | MAC Tekyuiee 3Ha4YeHne MAC-agpec ceTeBol KapTbl
napameTpa 9BM

[ Ctatnuecknin |
7 | NapameTpbl IP-agpeca

OuHamunyeckun
0.0.0.0 ...
8 | IP-anpec [0.0.0.0] 255.255.255.255
0.0.0.0 ...
9 | Macka noaceTun [0.0.0.0] 255 255 955, 255
0.0.0.0 ...
10 | Wnto3 no ymonyaxuio [0.0.0.0]

255.255.255.255

TMynkm «lMapamempsi cemu u LDAP. LDAP»

OTKntoYyeHa
[ ] Bkrounte UM BbIKIHOYUTb

11 | A LDAP
yTeHTUChVKaLns ayTeHTudukaumio LDAP

BkritoueHa
hosts
12 dannbl KOHGUrypauumn Krb5. conf 3arpy3uTb dannbl
OpenLdap u Kerberos ' KOHUrypauuii B CUCTEM
P P ldap.conf ¢purypauy y
Mposepka OOCTYMHOCTU
lMpoBepuTb  OOCTYMHOCTb
cepsepa LDAP vnn Kerberos
13 | cepBepa LDAP nnm
nyTem OTNpaBKM 3anpoca Ha
Kerberos
IP-agpec cepBepa
14 Mpedukc n cyddukc YHuKanbHoe UMsi  y4eTHOW
nonb3oBaTtenen 3anucu nonb3oBaTens

BblikntoueHo
[ ] Mcnonb3oBaHne

15 | cnonb3oBaHue Kerberos
npeobpasoBaHus Kerberos

BkntoueHo
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Bo3amoxHble MuHumManbHoe ...
Ne HaunmeHoBaHue nonsa 3HayYeHus nons MaKcumaribHoe MpumeyaHue
[ no ymonuaHuio ] 3Ha4YeHus
HobaBneHve wnu ypaneHune
OOMEHHbIX nonb3oBaTtenein B
16 Pepaktuposanue CHMCK? cuctemy u  hopmupoBaHume
OOMEHHbIX Monb3oBaTenen
Genoro cnucka [OMEHHbIX
nons3oBarenen
MyHkm «KoHmpousib yesrocmHocmu»
o
ayTeHTUmKaLum
nosib3oBaTenen
17 OcyLecTBneHne KOHTpons
LLerIoCTHOCTH
[ Mocne
ayTeHTUmKaLum
nonb3oBaTtenen |
MakcumansHoe
KONMmn4ecTBo
18 | KOHTpONUPYEMbIX 5000 1...9 999 999
00BbEKTOB dpannoson
CcUCTEMBI
MakcumanbHoe
KONMM4ecTBO
19 | KOHTpONUpPyeMbIX 5000 1...9 999 999
obvektoB peectpa OC
Windows
TyHKm «Aneopummbi pacyema KOHMPOJsIbHbIX CYyMM»
MD4
[ MD5]
Anroputm pac4yeTa SHAL1
20 | KOHTPOIbHbIX CyMM
ayTeHTudumkalmm SHA256
SHA384

SHA512




Gl

FTASUHOOPM

C[O3 «SafeNode System Loader»

CEPBUC PYKOBOZICTBO afM1HUCTPaTOpa. YacTb 2 112
Bo3amoxHble MuHumManbHoe ...
Ne HaunmeHoBaHue nonsa 3HayYeHus nons MaKcumaribHoe MpumeyaHue
[ no ymonuaHuio ] 3Ha4YeHus
MD4
[ MD5]
Anroputm pacyeTa SHA1
21 | KOHTPOJbHbIX CYyMM
KOHTPONS LIenoCTHOCTU SHA256
SHA384
SHA512
Anroputm NpoBEpPKN
22 v poBep RSA 2048 6uT
LmdpoBOKM noanmcu
Anroputm
23 P AES 256 61T
npeobpasoBaHus
IMyHkm «3awjuma om nepeeoda epemMeHuU»
BkritoueHmne/BbIkntoYeEHNE
[ BeikntoyeHa |
24 3awmta OT nepeBoja 3aLUNTHI oT nepeeona
BpeMeHu nonb3oBartenem BpeMeHu
BkritoueHa
Hasag
MakcumanbHO  AonyCTUMBbIN
COBMI MO BPEMEHU B Yacax B
25 | Jonyctumbin caBur (Hachl) 1 1...24 npegenax KOTOPOro
HapyLueHne He
perncrTpupyetcs
[BriokmpoBska
nonb3oBaTtens |
3anucb B XypHan
26 | Tvn 6NoKNpoBKM BriokupoBka
rpynnbl
nonb3oBartens
BrnokupoBka Bcex
nosib3oBartenen
TMynkm «llpo4ue napamempabi»
KonnyectBo 3anucen B
27 | xxypHane ans 200 10...4000
oTobpaxeHust
KonunyectBo LIMKITOB
KonuyectBo LMKIoB
28 1 1...5 nepesanncu Mpu  OYNUCTKE
OYUCTKM NaMaTU
namatn COA3
ru-RU
29 | A3bik MEHI0 [ ] A3blk 0OTOOPaKEHNST MEHIO
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Bo3amoxHble MuHumManbHoe ...
Ne HaunmeHoBaHue nonsa 3HayYeHus nons MaKcumaribHoe MpumeyaHue
[ no ymonuaHuio ] 3Ha4YeHus
en-UsS
PaclmnpeHHbIn Bbi6o exuma
Pexunm oTobpaxeHne P P b
30 oTobpaxeHust MEHIO O
OCHOBHOIO MEHH0 .
[ CokpalLeHHbIn ] YMO4aHu1o
MakcumansHoe Bpems
31 | 6esgencTBusa [0] 0...30
agMuHucTpatopa (MUHYThI)
_ _ BbikntoyeH YKABAHWE napameTtpa ans
WHTepdenc KOMaHAHoWn .
32 — paboThl c KOMaHAHOW
[ BknitoyeH | CTpOKOM
Bbibop 9neMeHTOB MeHH,
33 HacTpouka OCHOBHOrO oToGpakaeMbIx npu
MEHI0 pacLlMpeHHOM pexume
(PYHKLNOHNPOBAHNA
IMyHkm «Aemoexod»
BoamoxHoCTb yKkasaTtb
[ OTkntoveH ] .
y4yeTHOW 3anucu
34 | AsToBX0A nonb3oBarens
BeeneHHoe
aBTOMaTUYECKYIO
3HaveHue
ayTeHTudumkauuto ¢ AHIM
UHble napamempsbi
BO3MOXHOCTb ~ YMEHbLUNTb
OnTtumusauusa 0asbl
35 pasmep B wun yckopuTb
OaHHbIX B
paboTy c Hen
Bce faHHble cuctembl, Kpome
36 BocctaHoBUTL  3aBOACKME 3anucen >XypHana ayauTa,
HaCTPOWKM OyayT MOMHOCTbIO YyAaneHsl,
OBM nepesarpyxeHa
Mpwn OGHOBMEHNN
notpebyetcs KasaTb
37 | O6HOBUTL cuctemHoe MO peby Y .
pasgen, cogepxawmn dann
obHoBneHus
HoctynHo AB Tonbko nocrne
nepeBoro Bxoda B cCUCTEM
38 | 3aBepwunTtb ycTaHoBky C3 P y
O 3aBEPLUEHUS YCTaHOBKM
ca3
PaspelueHne ogHOKpaTHOrO
BXoaa B BIOS c
NCMNONb30BaHNEM
39 PaspelumnTts 0OOHOKpaTHbIN CTaHOapTHbIX KnaBull Bxoda

BxoA B BIOS

cpasy nocrie nepesarpysku
OBM.

Mocne BKITHOYEHUA
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Bo3mMoXxHble MuHumanbHoe ...
Ne HanmeHoBaHue nonsa 3HayeHus nons MaKcumMarnbHoe MpumeyaHue
[ no ymonuanuio ] 3HaYeHus

napameTpa noTpebdyeTcsa
nepes3arpy3ka 9BM

BkrnitoueHo YcTaHoBKa 3anpeTa
40 | 3anpet nepesanvcu BIOS - nepesanucu UEFI BIOS OBM
[ OTkntoueHo | B 06xoa usgenus

Ypanenne CO3 c¢ 3BM.
MoppobHee [aHHBbIA MYHKT
paccMOTpeH B [OKYMeEHTe
«CpegctBo OOBEPEHHOM
41 | Yoanuts CO3 - 3arpy3kn «SafeNode System
Loader». PykoBooctBo mno
akcnnyatauun. Yactb 1.
PykoBoacTBO MO yCTaHOBKe.
MMTK.468269.060P31»

10.1.3 [Mocne BHeCEHWs UIBMEHEHUIN B NYHKTbI «Al20pumMbl pacyema KOHMpPOJIbHbIX
cymm», «Konmponb yenocmHocmu», «<AymeHmudpukayusi», «3awjuma om nepesooda
epemMeHu», «[Ipo4yue napamempsbi» N «A8MOBxX00» A1 COXpPaHEeHUS BbIGpPaHHbIX 3Ha4YEeHUN
HeobxoauMo nepenTun B CTPoky «CoxpaHumb» (pucyHok 10.2) n HaxaTb Knasuwy < Enter >.
[Mpu 3TOM B HOBOM [MarioroBom okHe byaeT BblBegeHO coobLieHne 06 ycnewHoM n3ameHeHum
HacTpoek (pucyHok 10.3).

(cHoBHwe HACTPORAKH. Ay TEH THEHEALHA

| 17.06.2020 15:05:57 |

PucyHok 10.2 — CoxpaHeHune pe3ynbTtatoB N3MeHEHWI
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—Onepauns ycneuHa-

Hac TPOAKH H3MEHEHH !

PucyHok 10.3 — YcnelwwHoe namMeHeHne HacTpoek

10.1.4 Mpun nonbITke BbIXOA4a U3 MEHH0 Npu NOMOLLM KnaBuwn <Esc> 6e3 HaxkaTusi KHOMKK
«CoxpaHumb» Ha 3kpaH OBM 6yaeTt BbiBe4eHO coobLieHne C NpeasiokKeHneM CoXpaHeHns
HacTpoek (pucyHok 10.4).

HameHenua OwAH BHECEHM. HO HE COXpaHeHW . CoxpaHMIR?

[ 1 CoxpaHHTh [¥]1 He coxpanatn

PucyHok 10.4 — NoartesepxaeHne Bbixoda U3 MeH0 6e3 CoOXpaHEHNA N3MEHEHUI

{b Mpn nameHeHun napameTpoB «Asi20pumM pacyema KOHMPOJIbHbIX CYMM

aymeHmudukayuu» n «Asr20pumm pacyema KOHMPOJsibHbIX CYMM KOHMPOJIs
yeslocmMHOCMuU» paHee ycTaHOBIEeHHble 06beKkTbl KLl 6yayT npoBepAaTbCca no
npeabIAyLWMM YCTaHOBSIEHHbIM anroputMamMm pac4yeTa, HOBble 00beKTbl — No
HOBbIM (MU3MEHEHHbIM) anropuTMam pacuerTa.
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10.2 lNMapameTpbl cetn u LDAP

[ﬁl MMyHkT «llapamempbl cemu u LDAP» npegHasHayeH NS YCTaHOBKU CeTeBbIX
HacTpoek OBM, Ha KOTOpOW yCTaHOBIIEHO M3Jenve, U HAaCTPOMKM napameTpoB
cepsepa LDAP gns ayteHTUdUKaunmn nonb3oBaTenen, 3aperncTpupoBaHHbIX Ha

cepsepe LDAP.

¢ Ona noaknioveHusa LDAP ayteHTUdMKaumm Heob6xoanmo npenBapuTeribHO
BbINONMHUTb crneayloLlmne 4encTBus:

° B BIOS 3BM ycrtaHOoBUTbL HeoOGXoauMble napameTpbl CeTeBOW
noacuctembl IOBM (ykasaHbl B pAokymeHTe «CpeacTtBo [oOBepeHHOM
3arpy3ku «SafeNode System Loader». PykoBoacTBO no 3kKcnsyatauuw.
Yactb 1. PykoBoactBo no yctaHoBke. FTMTK.468269.060P31»);

o yctaHoBUTL napameTpbl LDAP cepBepa n co3patb y4eTHble 3anucu
nonb3oBaTeneu;

. Ha cepBepe ayTteHTU¢pukauum LDAP ykasaTb HeobxoAuMMOCTb
aKtTMuBauum npeobGpasoBaHuMA TLS unu ayTeHTUdPUKauuM no MNPOTOKOMy
Kerberos.

10.2.1 [Onsa HacTporku napameTpoB cetm Ha OBM Heobxogumo B pasgene
«OcHoeHble HacmpoUuku» (pucyHok 10.1) BeibpaTtb NyHKT «fMapamempbi cemu u LDAP».
Mpn aTOM Ha akpaHe IBM nosaBuTCSA AManoroBoe OkKHO, NpeacTtaBneHHoe Ha pucyHke 10.5.

10.2.2 B HoBOoM guanoroBom okHe «OcHOeHble Hacmpoliku. Cemeeblie HacmMpoOUKU»
(pncyHok 10.6) ocyllecTBnsieTca HaCTpoWKka ceTeBbix napametpoB OBM, Ha koTopowm
yCTaHOBMNEHO wu3genve. YcTaHoBka napameTpa «CeTeBasi nogcuctema» B COCTOSIHME
«BkntovyeHa» No3BonseT BKNIOYUTL B3anmoaencrTene nsgenna un cepsepa LDAP no cetu.
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(chosuse HacTponkd. lapamerpu cetd v LDAP

| 17.06.2020 15:09:29 |

PucyHok 10.5 — Hactpowka napameTpos cetn u LDAP

DcHoBHUE HACTPOAKH. CETEBHE HACTPOAKH

| 09.10.2020 15:19:42 ——

PucyHok 10.6 — CeTeBble HacTpOWKM
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10.2.3 [na HacTporku napamMeTpoB CETEBOro B3aMMOAENCTBUA HEOoOXOAMMO YKasaTb
ceteBon uHTepenc OBM B none «Cemeeolu uHmepgpeuc». KonnyectBo ceTeBbIX
NHTEePdENCOB 3aBUCUT OT KONIMYECTBA YCTAHOBIEHHbIX CETEBbLIX KapT Ha OBM.

10.2.4 Mocne BblbOpa ceTeBOro wuWHTepdenica aBTomMaTUdeckn Oyaet onpegenex
MAC-agpec ceteBon kapTbl B none «MAC», npn 3TOM [aHHbIN NapameTp He MoANexuT
nameHeHuno Ab.

10.2.5 B none «lMapamempsi IP-adpeca» HeobGxoaMmo ykasaTb crnocob nony4vyeHus
CEeTEBbIX HACTPOEK — cTaTU4yeckMn wunu AauHamumydeckmin. [lpu  Bbibope napameTpa
«[QuHamuyeckul», nona «IP-adpec», «Macka nodcemu» v «LUno3 Mo ymosi4yaHuUro»
3anonHaTca aBtomatmdecku. pu BbIbope napametTpa «Cmamu4veckul» OaHHble MONs
HeobXoaMMO 3anoSTHATbL CAMOCTOSATENBHO.

10.2.6 lMocne yctaHOBKM MapamMeTpoB Heobxoanmo nepentn B none «CoxpaHumb» w
HaxaTb knasuwy < Enter >. B cnyyae ycnewHoro npuMeHeHus napameTpoB CETEBOro
noakntoveHnsa nossutcs coobuieHne (pucyHok 10.7).

(cHOBHWE HACTPOAKH. CETERWE HACTPOAKH

| 18.06.2020 12:

PucyHok 10.7 — YcnelwHoe naMmeHeHne ceTeBbiX HacTpoekK

10.2.7 lMocne KkoOHUrypupoBaHus ceTeBbiXx HacTpoek IOBM HeobxoguMmo ykasaTb
HacTporikn LDAP cepBepa, anss 3TOro B AWanoroBoM OkHe «OCHOBHbIeé HacmpoOUKU.
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MNMapamempsbi cemu u LDAP» (pycyHok 10.8) BbiGpaTb napameTp «LDAP» 1 HaxaTb knasuwy
< Enter >.

Ocvopvwe WacTpodku. MapamweTpu ceti v LDAP

|—| 17.06.2020 15:13:48 }j

PucyHok 10.8 — Bbei6op nyHkTa MmeHto «LDAP» ans HacTponkm

10.2.8 Ons BKIMHOYEHUS ayTeHTuuKaumm LDAP Heobxoanmo B OKHe
«OcHoeHble Hacmpolku. LDAP» nepentn B CTpoky «AymeHnmucpukayusi LDAP»
(pucyHok 10.9) n HaxaTb knasuwy < Enter >.
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OcHOBHHE HACTpOAKH. LDAP

08.10.2020 14:54:47

PucyHok 10.9 — HacTpowka ayteHTudukauyumn LDAP

10.2.9 [nsa BkntodeHus napametpa «AymeHmudgpukayuss LDAP» Heob6xoanmo BbIOpaTh
cTpoky «BkntoveHa» (pucyHok 10.10PucyHok) n HaxaTtb knaesuwy < Enter >, 3atem BbIbpaTb
kHorky | OK |.



G I FASMHOOPM CI3 «SafeNode System Loader»
CEPBMUC PyKOBOZACTBO afiMUHUCTpaTopa. YacTb 2 121

OcHoBHbE HACTpOAKH. LDAP

08.10.2020 14:56:40

PucyHok 10.10 — BkntoveHne napameTtpa «AyteHTugpukauna LDAP»

10.2.10 Tlocne BkMoYeHUs1 napameTpa «AymeHmugukayusi LDAP» Heobxogmmo
3arpy3anTb MOArOTOBMEHHbIE paHee annbl kKoHdurypaumi (pucyHok 10.11). MNMoagpobHas
nHdopMauus o noarotoBke hannos KoHUrypaumin npusegeHa B pasgene 10.2 gokyMeHTa
«CpenctBo poBepeHHonm 3arpy3kum «SafeNode System Loader». PykoBogcTtBo no
aKcnnyarauuu. Yactb 3. PykoBoactso agMuUHUCTpaTopa Linux/Windows.
MMTK.468269.060P33».

10.2.11 [Ona 3arpy3ks (annoB KoHdurypauum Heobxogumo nepentnm B  none
«3agpy3umb palnbl KoOHu2ypauyul» N HaxaTb knasuwy < Enter > (pucyHok 10.11).
B nosBuBwemcss OnanoroBoM OKHe crnegyeT BblbpaTb hannoByd CUCTEMY YCTPOMCTBA
XpaHeHUs1 AaHHbIX, B KOPHE KOTOPOW pacnonaratoTca dannbl KoHpurypaumn hosts, krb5.conf
n Idap.conf n BeibpaTb KHOMKY | OK |.
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-AyTeHTHHKayHa LDAP- Jarpyska AANOE KOHGHIYpALHA
< Bxkmouena > B cHetemy. Byger weobxoanmo
-fanny xougurypauui Openldap H Kerberos- BWMOpATE afinOBYW CHCTEMY C

TPEMA KOHGHTYPAUHOHHEMH
[ 1 - hosts PafinaMH, HAXOAAUHMHCA B

[ 1 - krbhS.con
[1 - ldap.con BubepHTE $AANDBYN CHCTEMY C KOHGHIYpALHAMH
lpoBepHTL ADCT -» < 5csi S/N: c00c01500c0000c0000 0.08GB Fat3Z2 >
Scsi S/N: c00c01500c0000c0100 (HOBBH TOM ©0.086B Fat32
llpeguKc W C Scsi S/N: c00c01500c0000c0000 (BocctaHoBuTh) 0.48GE NTFS
CN=¥s,CN=Users Scsi §/N: c00c01500c0000c0000 63.72GB NIFS
-Hcnons30BaH

< Bxmoueno >

I DK 1
» PepaxtHpoBaHHe

CoxpaHHTh

08.10.2020 14:57:58
F10=ChumMox 3axpaHa F12=flaux BBOAA

ti=llepemecTiIE Kypcop Enter=Bubiop Esc=Buxoa

PucyHok 10.11 — Beibop ¢hannoBor cuctembl ¢ parnamm KoHurypauum

10.2.12 B cny4ae ygayHoro npMmeHeHus hannos KOHGUrypaummn Ha akpaHe 9BM nosisutcs
NHpopMaLnoHHoe coobLueHne (pucyHok 10.12).



G I FASMHOOPM CO3 «SafeNode System Loader»
CEPBMUC PyKOBOZACTBO afiMUHUCTpaTopa. YacTb 2 123

OcHOBHWE HacTpoAkH. LDAP

08.10.2020 15:02:36

PucyHok 10.12 — Bbibop dharnnoBon cuctemsl ¢ oarinamm kKoHdurypawumm

10.2.13 [Ona coxpaHeHWa napameTpoB HaCTpoek Heobxoaumo nepentu B none
«CoxpaHumb» N HaxaTb Knaesuwy < Enter >, npu ycneLwHOM COXpaHEeHUN HAaCTPOEK NOSABUTCH
coobueHune (pucyHok 10.13).
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OcHOBHWE HACTpOAKH. LDAP

08.10.2020 15:05:59

PucyHok 10.13 — CoxpaHeHue napameTpoB ayTeHTMdMKaunm

10.2.14 [Onsa npoBepku cBs3M ¢ cepBepom ayTeHTudukaumm LDAP Heobxoommo nepentu B
none «flpoeepumb docmynHocmb cepeepa LDAP unu Kerberos» v HaxaTb KraBuLly
< Enter >, npu aTOM OCyLLEeCTBUTCSA OTNpaBka 3anpoca Ha IP-agpec cepsepa LDAP.

10.2.15 B cny4yae HEKOPPEKTHO yKa3aHHbIX HACTpPoeK Ha akpaHe ABM nosisutcsa coobLueHne
«Owubka. Yka3aHHbIlU adpec HedocmyneH» (pucyHok 10.14), B cnyyae Hanuums CBsi3u C
cepBepoM ayTeHTudukaunm — coobeHune (pmucyHok 10.15).
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OcHoBHHE HACTpPOAKH. LDAP

08.10.2020 15:07:42

PucyHok 10.14 — OTcyTcTBUE cBs3n ¢ cepBepom LDAP
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OcHoBHWE HACTpoAKH. LDAP

08.10.2020 15:32:55

PucyHok 10.15 — CBs3b ¢ cepBepom ayTeHTudmnkauum LDAP

10.2.16 Tlone «lpegukc u cycppukc nonb3oeamersnel» (pucyHok 10.9) npeagHasHayeHo
ANSA yCTaHOBKWM yHUKanbHoro umexHu (DN) yyeTHOW 3anvcu nonb3oBaTens, COCTOSLEro U3
npecukca u cyddukca u onpegensawwlero MM M OOMEH Ona  ayTeHTUduMKauuu
nonb3oBaTternen. [Ina pegaktmpoBaHna nonsa criegyet HaxaTb knasuwy < Enter > n 3agatb
napamMeTpbl B COOTBETCTBUU C hopmMaTomMm, npeacraBneHHbIM Ha pucyHke 10.16.
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(cHOBHWE HACTpOAKH. LDAP

08.10.2020 15:10:06

PucyHok 10.16 — YcTtaHoBka npedumkca n cypdukca JOMEHHONO MMEHM NOSb30BaTESNS

10.2.17

127

Mpw BkNtoveHnn ayteHTupukaumm LDAP yctaHaBnueaeTtcs nonHoe gosepue LDAP

cepBepy!: nNpu ycnewHon ayTeHTUdmKauuy nonb3oBaTtens B U34enun ¢ Y4eTHON 3amnuchbio,
coxpaHeHHon Ha LDAP cepBepe, aBToMaTnyeckn cosgaeTtcs ydeTHas 3anucb B B nagenus.
Monb3oBaTento HazHa4YaeTcda NonuMTuKa ayTeHTudukauum user policy n nonutuka KOHTpons
yenoctHoctn n OC All users.

il

B cnyyae otcyTCcTBUA CeTEBOro CoeMHEHUA NPU yKasaHHbIX napamMmeTpax
ayteHTudpukauum LDAP paboTta nagenus ocywecTBnseTcss B aBTOHOMHOM
pexume.

Ecnu ayTeHTuukaums y4YeTHOM 3anucu nonb3oBaTens,
3apernctpupoBaHHou Ha cepBepe LDAP, 6bina ocyuiectBneHa paHee, BXoq
OyoeT BbINOMHEH MO MOCNeaHeEMY Naposto, BBEAEHHOMY MpU Hamuium
CeTeBOro NoaknyeHus n coxpaHeHHomy B b1 nsgenus.

! Ina dpopmmpoBaHmst 6enoro cnmncka AOMEHHbIX YYeTHbIX 3anuceit HeobxoanMo NepenTy B pasgen
«OcHoeHoli pa3den. LDAP» — «PedakmupoeaHue criucka 0OMeHHbIX Mojib3oeamernei»
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10.2.18 [Onsa ayteHTudwuKaumm nonb3osaTternen ¢ cepsepom LDAP no npotokony Kerberos
cnefyet nepentu B none «Mcnonb3oeaHue Kerberos» v HaxaTb knasuwy < Enter >
(pucyHok 10.17).

OcHOBHWE HAacTpoAKH. LDAP

08.10.2020 15:12:27

PucyHok 10.17 — Belbop napameTtpa «Mcnonb3oBaHue Kerberos» ansi UsMeHeHus

10.2.19 B nosiBMBLUEMCS AOMNANOroBOM OKHe Heobxoaumo BbliOpaTb  COCTOsIHME
«BknroyeHo», HaxaTb knasuwy < Enter > n BoibpaTb kHOnky | OK | (pucyHok 10.18).
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(cHOBHWE HACTpOAKH. LDAP

08.10.2020 15:13:31

PucyHok 10.18 — MameHeHne napameTpa «Mcnonb3oBaHne Kerberos»

10.2.20 Tlocne HaCTpPOMKM MapamMeTpoB HEOOXOAMMO COXPaHUTb U3MEHEHUs, ONsi 3TOro
cnefyet nepentu B none «CoxpaHumb» HaxaTb knaeuwy < Enter > (pucyHok 10.19).
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OcHOBHWE HacTpoAxH. LDAP

08.10.2020 15:14:49

PucyHok 10.19 — CoxpaHeHue HacTpoek cetu u LDAP

10.2.21 [Ona paboTbl cO cnuckoMm nonb3oBaTtenen u dopmMmmpoBaHmsa 6enoro cnucka
AOMEHHbIX MNonib3oBaTtenen HeobxoouMMo MNepenTn B CTPOKYy «PedakmupoeaHue crnucka
doMeHHbIX rnoJsib3ogamesieli» 1 HaxaTb Knasuwy < Enter > (pucyHok 10.20).
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(cHOBHWE HAC TpofkH. LDAP. PEﬂﬂKTI-l]]DBﬂ.HI-iE CMHCKA NOfMb30BATENEH

08.10.2020 15:24:24

PucyHok 10.20 — PegakTupoBaHue cnmcka JOMEHHbIX Nofb3oBaTenemn

10.2.22 [nsa nony4veHus cnucka nosibaoBaTtesien, 3apernctTpmpoBaHHbix Ha cepsepe LDAP,
HeobxooMMO  npeaBapuTENbHO  OCYLECTBUTb  HACTPOWKM  napamMeTpoB  CETEBOro
B3anmogencteus (cM. «OcHoeHble Hacmpolku. Cemeeble Hacmpoulku»). 3aTeM BblIOpaTb
«OmkpbImb criucok» B obnactn «Cnucok nonb3oeameneu Ha cepsepe LDAP» HaxaTb
knasuwy < Enter > (pucyHok 10.21).

10.2.23 Tlocne ykasaHus UMEHN agMUHUCTpaTopa, HeobXo4MMO BBECTWU MNapoSb K JaHHOM
yyeTHon 3anucu (pucyHok 10.22).



-CnucoK nonak3oBaTened Ha cepeepe LDAP- CnHCOK ADCTYNHLX And

ADBARNEHHA B CHCTEMY
-CNHCOK NONB30BATENER B CHCIEME- ADMEHHHX MONB30BATENERA .

OTKPHTD CTHCOK Byset HeobxomMo BBECTH
-flofiaBnenHe Nonb3oBATENEA W3 darna- YYETHHE AAHHHE

Jarpysurn AMHHHCTPATOPA CEPBEpA AR
-Benwn crmcok- ADCTYNA K CIHCKY

< Bukawueto >

CoxXpaHHTE Beeante vmMA aaMHHHCTpaTOpa cepeepa LDAP

08.10.2020 16:25:48
F10=CHumMox 3xpaHa F12=flaux BBODAA
ti=Mlepemectrte kypcop Enter=Bufiop Esc=Buxoa

PucyHok 10.21 — BBoa ayTeHTUdMKAUNOHHBIX AaHHbIX agMuHMcTpatopa cepsepa LDAP

-CnHcok nonk30BaTened Ha cepeepe LDAP- CnHcox AOCTYNHBX AN
ADDABNEHMA B CHCIEMY
-CnMCOK NONb30BaTeNned B CHCTEME- ADMEHHHX NONE30BATENEH .
OTEPWTE COHCOK ByaeTr HeobXoAHMD BBECTH
~flofaBnEHHE NOAB30BATENEA M3 GanAna- YUETHHE AAHHLE
Jarpysuth dMHHHCTPATOPA CEPBEpA ANA
-benwi cnucok- ADCTYNA K CNHCKY

< BuxmueHo >

CoxpaHHTh Beeaute napons agMHHHCTpaTopa cepeepa LDAP

08.10.2020 16:29:37
F10=CHumok 3kpaHa F12=fawx BBOAA

ti=llepemectirs kypcop Enter=Bufiop Esc=Buxog

PucyHok 10.22 — YkasaHue naponsa agmumHuctpaTopa cepsepa LDAP
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10.2.24 Tlpu BepHOM BBOAE ayTeHTUMUKALMOHHBIX AaHHbIX agMUHUCTpaTopa cepBepa
LDAP, nosiBUTCA nepedYeHb 3aperMcTpupoBaHHbIX Monb3oBaTenen [OaHHOro cepsepa
(pucyHok 10.23).

OcHoBHUE HACTpoAKH. LDAP. PeaakTHpoBaHHE CNHCKA NONb30BATENEA

08.10.2020 16:33:59

PucyHok 10.2.1 — [lomMmeHHble nonb3oBaTtenu ans gobaenexHus

10.2.25 W3 ykasaHHOro nepevyHs HeobXxoAMMO BbIOpaTb OOMEHHbIE Y4YeTHble 3anucu
nonb3oBaTenei, KoTopbiM GyaeT pa3peLleH BXOA.

i

Heobxognmo nocriegoBaTenbHO BbIOMpaTb y4yeTHble 3anucu
nonb3oBaTerien ¢ NoMoLLbio knasuwmn < Enter > (pucyHok 10.23)

10.2.26 BblbpaHHble Yy4yeTHble Oyayt pobaeBneHbl B cuctemy. [nd  npocmoTtpa
AobaBneHHoOro crnvcka [AOMEHHbIX Mnonb3oBarternen Heobxooumo BblbpaTb «OmkpbIMb
crnucok» B obnactn «Cnucok rnosib3oeamesiel 8 cucmemMe» HaxaTtb Knasuuwy < Enter >
(pucyHok 10.24). MNpn HeobXxoAMMOCTU, U3 LAHHOIO MEPEYHS MOXHO WCKIIYUTbL YYETHYIO
3anucb Nonb3oBaTens, NyTeM CHATUSA BblAeneHns n Haxatus kHornku | OK |.
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OcHOBHHE HACTpORKH. LDAP. PeAaxTHpOBaHHE CMHCKA NONb30BATENER

08.10.2020 16:43:31

PucyHok 10.24 — [lo6aBneHHbIe AOMEHHbIE MOMb30BaTENN

10.2.27 B cucteme peanuMsoBaHa BO3MOXHOCTb 3arpy3ku 3apaHee copMMPOBaHHOIO
nepeyHsi JOMeHHbIX Nosfib3oBaTesien ¢ NOMOLLbBIO hanna.

[EI dann userlist.txt gomkeH pasmewaTtbcss B kopHe pasgena. Kaxpgas
AOMEHHasA y4yeTHas 3anucb MNoNb3oBaTens AOJMKHA pasMellaTtbCs Ha
OTAENbHOWN CTPOKE.

10.2.28 [ng 3arpy3ku nonb3oBaTternen ¢ NOMOLLbIO CMcKka HeobxoaMMo nepentn B obnactb
«[Job6aeneHue nonb3oeamenel u3 ¢halsar», BolopaTb «3ag2py3umb» U HaXaTb KIaBuULLy
< Enter > (pucyHok 10.25).
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-CnMcoK nons30BaTenced Ha cepeepe LDAP- [loBaBHIE MONB30BATENER W3
UTKpWTE CRMCOK fafna userlist.txt. ann

-CNHCOK NoNL30BaTENEA B CHCTEME- ADMHEH HAXOAHTECH B KOpHE
OTKPHTE CNMCOK pazaena, Kawaoe HMA

~[lobaBneHHE NDNB30BATENEA H3 danna- Nons20BATENA B $AAME ADNKHO
HOBOFA CTPOKE

-benwA crHco BufepHIe §aANDBYI CHCTEMY 3arpy3kH ganna userlist.txt
< Buxmouexo >
->» < Scsi 5/N: c@0c01500c0000c0000 0.086B Fat32 >
CoxpaHHTh Scsi S/N: c00c01500c0000c0100 (HOBMHA TOM 0.08GB Fat3z
Scsi S/N: c00c01500c0000c0000 (BoccraHoBuTe) 0.48GB NTFS
Scsi 5/N: c00c01500c0000c0000 63.72GB NTFS

| OK |

08.10.2020 17:05:09
F10=CHHMOK 3xpaHa F12=aux BBDAA

ti=llepemectits ¥ypcop Enter=Bubop Esc=Buxoa

PucyHok 10.25 — Bbibop ¢hannosomn cuctemsl A5s 3arpysku

10.2.29 B cnyyae ycnewHoOW 3arpy3ku cnucka nonb3oBaTtenen n3 davna userlist.txt Ha

9kpaHe OBM noseuTCcA guanoroBoe OKHO pucyHka 10.26, HeychnelwHOW MNOMbITKe 3arpy3ku
pucyHok 10.27.

Mpu cdhopmMmnpoBaHHOM CNUCKe AOMEHHbLIX NOfb30BaTeNeEN B CUCTEME, MNOSb30BaTENM
13 parina userlist.txt fo6aBNATCA K CyLLECTBYOLWEMY NEePEYHIo.




OcHoBHbE HacTpoAkd. LDAP. PepgakIWpoBaHHE CNHCKA Monb3DBaTened

-CnHCoX nonk30BaTENER Ha cepeepe LDAP- floBaBHTE NONBE30BATENER M3
OTKpWTE CNHCOK farna userlist.txt. Pann

-CnHCoK Nonk30BaTENER B CHCTEME- ADAKEH HAXOAMTHECA B KOpHE
OTKpWTE CNMCOK pazjena, Kamaoe HMA

—[lobaBneHHE NOAL30BATENEA H3 arina- nonbk30BaTeENd B $anne A0MKHO
HAUHHATECA HA HOBOR CTIPOKE

-benwA cnHcok-
< BukmeueHo >

CoxpaHHTh -Onepaums ycneuHa-

fafn 3arpywen

08.10.2020 17:09:08
F10=CHHMoK 3kpaHa F12=flawx BBOAA
ti=llepemecTvTE Kypcop Enter=Bufop Esc=Buxoga

PucyHok 10.26 — YcnelwHas 3arpyska cnmcka nonb3oBaTtenen

-CnHcox nonb3oBaTened Ha cepeepe LDAP- floBABHTE NONB30BATENEA H3
OTKpHIE CNHCODK $arna userlist.txt. $ann

-CnHcox nonb3oBaTened B CHCTEME- ADMHEH HAXOAHTECA B KOPHE
OTKPHTE CNHCOK Pa3fena, Kawaoe HMe

-flofaBnEHHE NONL30BATENER H3 danna- Nonb30BATENS B $AANE ADMHHO
HAUHHATECA HA HOBOA CTPOKE

-beawA cnMcok-
< Bukmuedo >

CoXpaHHTE

fann userlist.txt He HamaeH

08.10.2020 17:22:59
F10=CHumox akpaHa F12=flaux BBDgA EN

t1=llepenectts kypcop Enter=Bubop Esc=Buxog,

PucyHok 10.27 — Owmnbka npu 3arpyske crvcka nosb3oBaTenen



G I FASMHOOPM CO3 «SafeNode System Loader»
CEPBUC PykoBoacTBo agmumHucTpatopa. Yacts 2 137

10.2.30 [Onsa npuMeHeHUa [OaHHOro Crnucka norib3oBaTtener Kak paspeLlleHHoro Ans
NPOXOXAeHUs ayTeHTudukaumm, Heobxoaumo nepentn B none «besnbili crnucok» v HaxaTb
knasuwy < Enter > (pucyHok 10.28).

UcHoBHuE HACTPOAKH . LDAP. PEﬂﬂKTI—l]]I]BﬂHI—lE CMNHCKa NOML30BATENEA

08.10.2020 17:45:36

PucyHok 10.28 — BkntoveHune 6enoro cnvcka

10.2.31 Bbibpatb cocTosiHne «BkrroyeHo» n HaxaTb KHoMnKy | OK |. Mocne yctaHoBKM
napameTpoB Heobxoanmo nepenTtn B norne «CoxpaHume» N HaxaTb kKnasuwy < Enter >. B
crny4ae ycnewHoro npuMeHeHus nossuTcs coobuleHve (pucyHok 10.29).
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OcHOBHWE HAcTpoArH. LDAP. PEﬂﬂ.HTI-l]]IJBElHI-iE CMHCKA Nonb30BATENEA

08.10.2020 17:53:28

PucyHok 10.29 — CoxpaHeHue cnmcka JOMEHHbIX Nofb3oBaTenemn
10.3 3awumTa OT NnepeBoaa BpeMeHu Ha3ang,

10.3.1 B MO n3genus npucyTcTByeT BO3MOXHOCTb YCTAaHOBKM 3alUMUTbl OT NEpeBoga Hasapg
BpPEMEHU, YCTaHOBNEHHOro B HacTporkax cuctembl UEFI BIOS. [JaHHaa yHKUMA nsgenus
No3BONSET HeWTpanuM3oBaTb Yrpo3y, CBA3aHHyl C nonbiTkamm nogbopa naponeu
nosnib3oBaTterien Npu nepeBoje BpemMeHu Hasag,.

10.3.2 [na BKMOYEHWA 3awmnTbl OT nepeBoda BpPeEMeHW Hasag HeobxoaumMo B OKHe
«OCHOBHbIe HacmpolKu» NepenTM B CTPOKy «3awjuma om nepesoda epeMeHU»
(pncyHok 10.30) u HaxaTb knasuwy < Enter >.
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OcHoRHEE II|II.ZJ|IIJI-IHII- ..:||1I.|_Hh1 0T NEPERODAR BPEMEHH

PucyHok 10.30 — HacTponka 3awuTbl OT nepeBoga BpeMeHU Ha3ag

10.3.3 B nossuswemcs gnanoroBom okHe (pucyHok 10.30) AOCTynHbl Ans U3MEHEHUs
cnegyrowune napameTpsl (NPpUHUMaeMble napamMmeTpamMm 3Ha4YeHUS U UX onnucaHue npuBeaeHsbl
B Tabnuue 10.1):

. «3awuma om nepeeoda epeMeHU» — BKINOYEHNE (BbIKMOYEHME) NapamMeTpa 3awuThbl
OT nepesoa nornb3oBaTternieM BpeMeHu Hasag,;

. «Jonycmumbiii cdeuz (Yacbl)» — yCTaHOBKa [OMYCTMMOrO 3HaYeHUs nepesoda
BPEMEHM, NPU KOTOPOM BIIOKMPOBKa Mosb3oBaTens He OyAeT OCyLeCTBNeHa;

° «Tun 6ﬂOKUp06KU» — YCTaHOBKa TuMna 6]'IOKVIpOBKI/1 nonb3oBaTend npu npeBbllLLUEHNN
A4onyctnmMmoro casura BpeMeHwu.

10.3.4 Mpn npeBbllleHMM O0MYyCTUMOro nepeBoa BPEMEHW, YCTAHOBIIEHHOTO B
napametpe «Jonycmumsbili cdeue (Yacbl)», BXon NONb3oBaTensl B CUCTEMY BbINOMHEH He
OyneT, yyeTHas 3anucb nonb3oBaTens 6rnokupyeTcst u Ha akpaH OBM BbiBoguTCcst coobLeHme
0 Bnoknposke goctyna (pUCyHok 6.21).

10.3.5 Mpn nepson ayteHTudukaumnm AB nocne BbIABNEHHOrO HapyLleHUs Ha 3KpaHe
nosasutca coobuweHne o6 obHapyxeHun ownbok B XKypHane ayauta (pucyHok 11.5),
cogepxatlee 3anncb 06 obHapyxeHun nepesoa BpeMeHun (pucyHok 10.31).
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(lpocroTp ounboX XypHana aymira

{ 15.10.2018 10:42:38 |

PucyHok 10.31 — Owwnbka B XXypHane ayauTa o nepeBoae BPEMEHU Ha3az

@ Mpn nepeBoge BpeMeHW Bnepea 3alimta He OnokupyeT nonb3oBaTenen u
coobueHur o nepeBoae BpemeHn Ab He nocTynaer.

10.4 HacTtpoukKka OCHOBHOIO MEHHO

10.4.1 [nsa HacTporkm oTobpakeHusi 3EeEMEHTOB MEHK OCHOBHOM KoHconu AB npwu
pacLUMPEHHOM pexumMme YHKUMOHNPOBAHUA HEO6X0AMMO B OKHE «OCHOBHbLIe HacmpOoUKU»
nepenTun B CTPpoky «fIpoyue napamempsbi» (pycyHok 10.1) n HaxaTb knasuwy < Enter >.

10.4.2 B nogasuBLIEMCA OManoroBoM okKHe HeOBXoaUMO nepenTn B CTPOKy «Hacmpolka
OCHOBHO20 MeHI» (pucyHok 10.32) 1 HaxaTb knaesuwwy < Enter >.
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(CHOBHWE HAC TPOHKH . n]'ll'll-lllr.': MapaMe T

20 15:21:55 |

PucyHok 10.32 — Cogepxumoe nyHkTa «flpo4yue napamempbi»

10.4.3 B nosiBuBwemca guanoroBom okHe Ab Heobxoaumo BbiOpaTb 3MEMEHTbI MEHHO,
KoTopble OyayT oToOpaxeHbl Mpu  pacWMPEHHOM  pexume  PYHKUMOHUPOBAHUSA
(pucyHok 10.30).

10.4.4 [ns coxpaHeHusi BBEeOEHHbIX 3HayeHurh HeobxoaMmo nepenTn B  CTPOKY
«CoxpaHumb» (pucyHok 10.33) 1 HaxkaTb knaeuwy < Enter >. [Mpn 3TOM B HOBOM ANanorosom
OKHe OyaeT BbiBegeHOo coobuieHne 06 ycnewHoM naMmeHeHnmn HacTpoek (pucyHok 10.3).
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[lpoure napaneTpu. HACcTpofika OCHOBHOTD MEHN

PucyHok 10.33 — BbiGop 3n1eMEHTOB MEHI0 Ansi OTOGPaXeHUsi Npy PacLUMPEHHOM PeXUMe
hYHKLUMOHMPOBaHNS

10.4.5 [ns cMeHbl A3blka oTOOpaxeHus nHTepdenca Heobxoaumo B okHe «OCHOBHbIe
Hacmpouku. lfpoyue napamempsbi» (pucyHoK 10.32) BbIbpaTb NYHKT «53bIK MEHIO», HaXaTb
knasuwy < Enter > 1 BbIbpaTb HEOBXOOMMBIN S3bIK OTOBPaxXeHNs. MI3aMeHeHnsa BCTYNAT B CUny
nocne nepesarpysku cuctemol (pucyHok 10.34).
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OcHosHue HacTpofiki. [lpoune napameTpu

{ 18.09.2019 14:00:22 |

PucyHok 10.34 — IameHeHune a3bika 0TOOpaXkeHnsa MEHHo

10.4.6 [na BKMOYEHMS NOAOEPXKKM pexmMa KOMaHAHOW CTPOKM HEOBXOAMMO MEpPENTU B
cooTBeTCcTBYylOWEee none «MHmMepghelic KomMaHOHOU CMPOKU» B [ONANOrOBOM OKHe
«OcHoeHble Hacmpoliku. [lpo4yue napamempsbi» (pucyHok 10.32) 1M HaxaTb KnaBuLLy
< Enter >.

10.4.7 B nossuBwemcs pguanoroBom okHe (pucyHok 10.35) Heobxogmmo BblbpaThb
napaveTp «BknroyeH», 3atem | OK | n ganee HaxaTtb knasuwy < Enter >.
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OcHoBHWE HACTPOAXH. [pOUME NapaMe W

11.06. 2020 15:247:41

PucyHok 10.35 — BkntoveHne napameTtpa «IHTepdenc komaHgHOM CTPOKNY

10.4.8 OnuncaHnune paboTbl ¢ MHTEPENCOM KOMaHAHOW CTPOKU NpuBegeHO B pasgene 12
nokymeHTa «CpenctBo gosepeHHon 3arpy3kn «SafeNode System Loader». PykoBogcTBo no
aKkcnnyarauuu. Yactb 3. PykoBogcteo agMuUHUCTpaTopa Linux/Windows.
MMTK.468269.060P33».

10.4.9 [ns ycTaHOBKM MakcUManbHOro 3HavyeHusi BpemeHn 6esgenctems Ab npu paboTte
C KOHCOmnbl HeobxoguMmo B AuanoroBoM okHe «OcHoeHble Hacmpouku. [Ipoydue
napamempsbi» (pucyHok 10.32) nepentn B none «MakcumanbHoe epemsi 6e3delicmeusi
adMuHucmpamopa (MuHymsblI)» 1 HaxaTb Knaeuwy < Enter >.

10.4.10 B nogasuBLleMCS gnanoroBomM okHe (pucyHok 10.36) crneayeT ykasaTb Heobxoanmoe
3HayeHue B npegenax AonycTUMbIX NapaMeTpoB U HaxaTb knasuwly < Enter >,
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Ocuoeuue HacTpofikk. [poude IMET[M

17.06 0 15:30:19

PucyHok 10.36 — OnpegeneHne MakCumManbHOro BpeMeHU HeakTuBHocTn Ab

10.4.11 Tlpu [OCTWXKEHUM MakcumanbHoOro BpemeHu 6Gesgencteus AB npum pabote ¢
KOHCONbIO MOSIBUTCA COOTBETCTBYKOLWEE WMH(POPMAUNOHHOE coobLleHe U OCyLLeCTBUTCSA
OGnoknpoBKa gocTtyna.

10.4.12 Tlpu BXoge B KOHCOMb nocne nepesarpy3kn OBM Ha akpaHe nosButcs coobuieHne
06 obHapyxeHuUn owmnboK B XypHane ayguTta (pucyHok 11.5), copepxaliee 3anucb 06
OBHapyXeHUM UCTEYEHUA MaKCMMarnbHOro BpeMmeHn HeaktuBHocTn Ab (pucyHok 10.37).
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[lpocotp ownbox ®ypHana aymirta

{ 14.08.2019 14:44:02 |

PucyHok 10.34 — Ownbka B XXypHane ayamta o6 NCTEYEHNN MAKCUMaribHOrO BPEMEHMU
HeaKTMBHOCTN agMUHUCTpaTopa

10.5 OnTummsaumsa 6asbl gaHHbIX

10.5.1 Ona ontummsauumn pabotbl B w3genus (ymeHblueHWe pasmepa) B OKHe
«OCcHOBHbIe HacmpoUKu» HeobxoaMMo NepenTn B CTPoKy «Onmumu3ayusi 6a3bl OaHHbIX»
(pucyHok 10.1) n HaxaTb knasuwy < Enter >.

10.5.2 B cnyyae ycnewHon ontummnsauum b Ab B gnanoroBom okHe GyaeT BbiBEAEHO
coobueHne 06 ycnewHon ontummudauumn b (pucyHok 10.38).

PucyHok 10.38 —YcnewHas ontummuaaumsa pabotel B nsgenusa
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10.6 BoccTtaHoBneHue 3aBOACKUX HAaCTpoek

10.6.1 [lna BOCCTaHOBMEHUSI MapamMeTpoB M3OeNnMsa K CTaHOapTHbIM — 3aBOACKUM
HacTpovkam B OKHe «OCHOBHbIe HacmpouUku» HeobxoaumMoO nepenTu B CTPOKY
«BoccmaHoeumb 3asodckue Hacmpouku» (pucyHok 10.1) n HaxaTb knaesuwy < Enter >,
Npu 3TOM Ha 3KkpaH IBM 6yaeT BbiBeAeHO AnanoroBoe okHo (pucyHok 10.39).

[lpH BOCCTAHOBAEHHH 3ABOACKHMX HAcTpoek Da3a AaHHbX
byaet oumueHa W IBM nepesarpywexa. lNpoaonsHTe?

[1 fla [¥1 Het

PucyHok 10.39 — BocctaHoBneHne 3aBoaCcKNX HACTPOEK U3genus

(b || Mpu BoccTaHOBSIEHUU 3aBOACKUX HAaCTpoOeK nagenusa Bca nHcpopmauma us b
unsgenua 6ypet yaaneHa u 9BM 6yaeT nepesarpyxeHa.

it || 3awuTta ot Bxoga B BIOS Setup npu BOCCTaHOBNEHUMM HACTPOEK U3Zenusa K
3aBOACKMM MapamMeTpaM OTKI4aeTca O MOMeHTa 3aBepLueHns yctaHosku C3.

10.7 OoHoBneHue MO

10.7.1 [na obHoBneHunsa cuctemHoro MO mn3pgenua Ab Heob6xoanmo B okHe «OCHOBHbIe
Hacmpoluku» nepentn B cTpoky «O6Hoeumsb cucmemHoe 10» (pucyHok 10.1) n HaxaTtb
knasuwy < Enter >, npn aToM Ha akpaH OBM 6ygeT BbiBEAEHO ANANoroBoe OKHO C BbIBOPOM
YCTPOMCTBA XpaHeHUs AaHHbIX ¢ obHoBneHHoro MO (pucyHok 10.40).

Bubepnte gafnoByw cHctemy c xatanorom SDZ_Upd and oBHoOBneHus

-> < SanDisk Cruzer Fit 5/N: 4C530302051121113214 VID_0781&PID_5571 15.88GB Fat32 >
ST1000DMOO3-9YN16Z2 S5/N: 51D0SESQ 0.16GB Fat32
ST1000DMO03-9¥YN162 S/N: S1D0S8S( 4.24GB Fat32
ST1000DMOO3-9YN162 S5/N: 51D0S8S() 0.32GB NTFS
ST1000DMO03-9YN162 S/N: S1D0SBS() 224.24GB NTFS

| OK |

PucyHok 10.40 — O6HoBneHune cuctemHoro NO nagenus
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10.7.2 Mocne BbiGoOpa ycTponcTBa XpaHeHNA AaHHbIX ¢ obHoBneHnem MO Ha akpaH OBM
OyneT BbiBEAEHO AManoroBoe OKHO C NpPeasioKeHMeM OuYUCTKM Tekywen B wm3genus
(pncyHok 10.41). MNpu nogTBEPXKAEHUN OYUCTKN BCA MHGopMaumsa ud b nsgenunsa ygansetcs.
OTkas oT ouncTkm B[] coxpaHseT BCO MHOPMaLUUIO B HEU3SMEHHOM BUAE.

DuncTHTE Da3y AaHHbX?

[1 fla [¥1 Het

PucyHok 10.41 — lNoarteepxaeHue ounctkm bl nsnenus

10.7.3 B cnyyae ycnewHon yctaHoBku obHoBneHuss 1O B guanoroBom okHe Oyget
BblBeAeHO coobuleHne o6 ycnewHoMm o6HoBneHun (pucyHok 10.42) n GygeT BbINOSIHEHa
nepesarpyska 9BM gns BctynneHusa B cuny ycTaHOBIEHHbIX OOHOBNEHUN.

-Unepauxs ycneuHa-

Cuctemtoe [0 obHOBNEHOD

PucyHok 10.42 — YcnewHoe obHoBneHnue MO nsgenus

10.8 OgHokpaTHbIK Bxopn B BIOS

10.8.1 [Ona paspeweHns ogHokpaTHoro Bxoga B BIOS AB Heobxogumo B OkHe
«OCHOBHbIe HacMpOUKU» NEPENTN B CTPOKY «Paspewumb 0OHOKpamHbIlU exod e BIOS»
(PvcyHok ) n HaxaTtb knasuwy < Enter >, npu 3ToM Ha 9kpaH OBM 6yaet BbiBeAEHO
AnanoroBoe OKHO ¢ TpeboBaHueM nepesarpyskm IBM (pucyHok 10.43).

38N byget nepesarpymeda. [pogoawuTs?

[1 fla [¥1 Hert

PucyHok 10.43 — lNoaTteepxaeHue nepesarpyskn 9BM gnga sxoga 8 BIOS

10.8.2 Mpn nogTeepxaeHumn nepesarpy3kn 3BM, Ab 6yaet OCTyneH 0gHOKPaTHbIN BXOA
B BIOS c ncnonb3oBaHnemM cTaH4apTHbIX KNaBuLl BXxoga cpady nocre nepesarpysku.
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10.9 3anpet nepe3anucu BIOS

10.9.1 [na 3anpeta nepesanucn UEFI BIOS 9BM Ab Heobxoaumo B okHe «OCHOBHbIe
Hacmpouku» nepentn B CTpoky «3arnpem nepe3anucu BIOS» (pucyHok 10.1) n HaxaTtb
knaBuwy < Enter >, npu 3TOM Ha 3kpaH OBM OyameT BbiBEAEHO AMAnNoroBoe OKHO C
coobuieHnem 06 ycnewHocTM ycTaHOBKM 3anpeTta nepesanucn UEFI BIOS 3BM
(pucyHok 10.44).

PucyHok 10.44 — YcnelwHas yctaHoBKa 3anpeta nepesanucu BIOS

® BHUMAHMUE!

YcTtaHoBKa napameTtpa «3awuTta nepe3anucu BIOS» He nogaepxuBaeTcs Ha
HEKOTOpbIX TUNax MaTepuHckux nnat IBM.

10.10 3aBeplieHue yctaHoBku C13

10.10.1 3aBeplueHue npouecca yctaHoBkn C[A3 Heobxogumo ans 3anpeta 3arpys3km OC
nonb3oBaTenem cpasy nocne BknwudeHns OBM u 3anycka npouecca ayTeHTMduKaumm
nonb3oBaTens.

10.10.2 3aBeplieHne yctaHoBkM C3 ocywectBnsetca Ab 04HOKpaTHO Mocrie yCTaHOBKU
N HacTpPOWKN nsgenua Ha OBM.

10.10.3 [ns 3aBeplieHus yctaHoBkn CL3 Heobxoommo B okHe « OCHOBHbIe HaCMpPOUKU»
nepentn B CTpPOKy «3asepwumb ycmaHoeKy CU3» (pucyHok 10.1), HaxaTb KnasuLly
< Enter > M B HOBOM [JuanoroBOM OKHe MNOATBepAUTb 3aBepllieHue yctaHoBku C[LO3
(pucyHok 10.45).
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Ycranoska C/3 byser 3asepuena. lpoaonwmrs?

[¥1 fla [ 1 Het

PucyHok 10.45 — NoaTteepxaeHue 3aBepLueHmnst yctaHosku CO3

10.10.4 Tlocne ycnewHoro 3aBeplleHus yctaHoBkm C[O3 B gnanoroBom okHe Oypet
BblBEEHO coobLieHme 06 ycnewHoCTn onepaunm 1 BCTYNNEHNN NPON3BEAEHHbBIX UBMEHEHUIA
B cuny nocne nepesarpy3ku 3BM (pucyHok 10.46).

-Onepauxd ycneuHa-

H3MEHEHWA BCTYNAT B CHAY MOCAE MEPE3ATPYIKH

PucyHok 10.46 — YcnewHoe 3aBeplueHne yctaHoskm CO3

10.11 OwarHocTuka

10.11.1 [Onsa guarHoctukm paboTbl nagenunsa Ab B rmaBHOM OKHE (PUCYHOK 4.2) Heob6xoauMo
BblbpaTb nogpasgen «uazHocmuka» v HaxaTb Knasuwy < Enter >, npu aTom Ha akpaH OBM
OyneT BbiBEOEHO HOBOE AnarnoroBoe okHo (pucyHok 10.47).
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fHarvoc

20 15:32:49 |

PucyHok 10.47 — [JuarHocTuka nsgenus

10.11.2 B T1O wu3genus npucyTCcTBYeT BO3MOXHOCTb AMArHOCTMKM C OTCREeXMBaHUEM
ncnonHeHus koga (NyHKT «KoHmposib ucnosiHeHusi koda») B onpeneneHHoM nopsiake B
COOTBETCTBUU c YyCTaHOBIIEHHbIMMU npasunamm C Lernbio npenoTBpaTUTb
HeCaHKUMOHNPOBAaHHbIN JocTyn K OBM.

10.11.3 Tlo ymonyaHuto napameTp «KoHmposb ucnosiHeHusi kKoda» BbIKNOYeH. [Ons
BKMNIOYEHNSA AaHHOro napameTpa Ab HeobxoaMMo nepenTu B CTPOKY
«KoHmponb ucnonHeHusi koGa» 1 B NOSIBUBLLEMCS ONANOroBOM OKHE BblbpaTb TpebyemMbin
BapuaHT (pucyHok 10.48).
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Bubepute THN

-» < BukmoueH >
Bxmouen Be3 mypHanupoBaHHd

Brawden c wypHanHpoBaHHEM

PucyHok 10.48 — Bbi6op T1na KOHTPOIS UCMONHEeHUs Koaa

@ B MO wuagenua npefyCMOTPEHbI crneaylouwmne BapuaHTbl YCTAHOBKM NapameTpa
«KoHnmponb ucnosiHeHus1 Koday:

o «BbIKno4yeH» (I'IO ymonanmo) — AMHaAMNYeCKnmn KOHTPOJ1b NCMNOJTHEHNA KOOa HE
OCYLLECTBJIIAETCH;

e «BknrodyeH 6e3 XypHanupoeaHUsi» — OUHAMUYECKUIA KOHTPOMb WUCMOMHEHUS
KOAa OCYLECTBNSAETCA B COOTBETCTBUM C 3afaHHbIMW MNpaBuniamun, npu 3TOM
pe3ynbTaTthl AUarHOCTMKN HE 3annCbIBAKOTCS B XKYpHanbl 4UarHOCTUKW;

e «BKIIOYEeH c XypHasupoeaHueM» — TO Xe, pe3ynbTaTbl 3anucbiBalOTCA B
)XypHarbl ANarHOCTUKW.

10.11.4 Tlocne wun3aMeHeHuUsa 3HayeHus napametpa «KoHMposb ucnosiHeHUsi Koda» B
AananoroBom okHe AB 6yaeTt BbiBegeHO coobuleHne o6 ycnewHocTM onepauuu, npyv 3ToM
N3MeHeHNa BCTYNAT B cuny nocne nepesarpyskn 3BM (pucyHok 10.49).

-Onepauxa ycnewHa-

Hactpofika BCTYNHT B cHny nocne nepesarpyzkd JBN

PucyHok 10.49 — YcnelwHoe nsmeHeHne Tvna KOHTpPOonsa UCnosiHeHnsa Koga

10.11.5 Tlpwu BbIGOpe B NnapameTpe «KOHMpPOb ucnosiHeHuUsi Koda» 3HauveHss « BKkiirovyeH
C J)XypHanupoeaHueM» BO3MOXEH 3KCMOPT XypHana KOHTpOnsA ucnorHeHus kopa. [Ans
OCYLLIECTBMEHUS 3KCrnopTa HeobXxoaUMO NeperTu B CTPOKY « IKcriopmuposamsb KypHarsibl
KOHMpoJsisi ucriosiHeHusi koda» (pucyHok 10.47) n B nosiBUBLLEMCS AManoOroBOM OKHE
BblOpaTb YCTPOMUCTBO XpaHeHus AaHHbIX (pucyHok 10.50).
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[arvoc THER

PucyHok 10.50 — Beibop dhannoBon cuctemsl Anst akcrnopTta

10.11.6 [OmarHoCTuKa u3genusa 3akrovaeTcsa B MPoBepKe LenocTtHocten mogynen. Ona
3anycka  AumarHoctmkm  paboTbl  u3genuss HeobxoauMmMoO  nepenTu B CTPOKY
«Mpoeepka uyenocmHocmu» nyHkTa  «flpoeepka yenocmHocmu  Modysel»
(cm. puc. 10.47) n HaxaTb knaesuwy < Enter >.

10.11.7 TlokasaTenem wucnpaBHOM paboTbl M3OenuMs SBNAETCs ychnelwHass npoBepka
LeNoCTHOCTM Moaynen, otobpaxaemas B OKHe AnarHOCTUKM (pucyHok 10.51).
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flia rHoc THEA

PucyHok 10.51 — YcnelwHasa gnarHocTuka nsgenmsa

10.11.8 T[lpu BbIsBNEHMM OWMOBOK AMarHOCTUKM mdgenusa Ab HeobGxogumo obpaTtuTbea B
CNy>0y TEXHNYECKOW NOAAEPXKKM NPeanpuaTUA-U3roToOBUTENS AN yCTpaHeHUst Henonaaok.

10.11.9 B u3genuu peanuns3oBaH MexaHW3M NPOBEPKM onepaTtmBHom namatn OBM nocne
cTapTta usgenusa — ansa onpegeneHnsa cbomHbix yyactkoB (pucyHok 10.51). NpoBepka MoxXeT
ObITb 3anyweHa no TpebosaHnio Ab nnn aBToMaTuyeckn nocne crapta U3genus.

AnroputM nNpPOBEPKM OCHOBaH Ha LMKIax rnocrnegoBaTenibHOM 3anvcu U YTEeHUst CTpaHuL,
onepaTtmeHou namatn OBM.

[nsa npoBepkn no TpeboBaHno AB Heobxoanmo HaxaTtb KHOMKy «flpoeepka namsimu», npu
3TOM Ha akpaHe OBM nossutca nHaukatop nposepku (pucyHok 10.52).
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PucyHok 10.52 — 'HankaTop npouecca NpoBepkn onepatmueBHon namsatn 3BM

Mo 3aBepLUeHMM NpOBEPKN Ha akpaH OBM ByaeT BbiBeAeH pe3yrnbTaT NPOBEPKN OnepaTUBHON
namsitm (pucyHok 10.53).

[lHarHOC THEA

08.02.2021 17:50:11

PucyHok 10.53 — Pe3ynbTaThbl NpoBepKku onepatmeHon namatn 9BM

Mo pesynbTaTtam AnMarHOCTUKM OToBpaxaeTcsa MHPOPMaLMA MO KaXxaoMy CoTy onepaTUBHOM
namaTn, B cnydae ycnexa BbiBogutca [OK], npu obHapyxeHun owmnbkn [FAIL]
(cm. puc. 10.53). [inga 3aKkpbITUS OKHa HEOBXOAMMO HaxaTb knaeuwy < Esc >. Ecnu npoBepku
no BCEM TOMam OnepaTMBHOW MaMATU MPOMAEHbI YCNewHOo, NOSABUTCH COOTBETCTBYHOLL AN
Hagnuch (pucyHok 10.54).
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[l1a rHoC THEA

{ 13.05.2020 11:15:25 |

PucyHok 10.54 — lNosiBneHne Hagnucy o6 ycnewHo NpongeHHOM NpoBepKe

Pe3ynbTaThl NMPOBEPKM OMEPATUBHOW MaMSATU COXPaHATCA B XypHane ayauta W3genuvs
(pycyHok 10.55).
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[lpOCHOTP OCHOBHOTOD EYypHand

96. 2020-05-13 11:12:26 - adwin - [MarHocTika - lpopepxa
l.][ltlllli.IHJ.IHI..IJ'I NMdAATH: [I].IETI:IF...’llt‘iIt YLTEWHA Yenex

95. 2020-05-13 08:00:01 - admin - Co3gaHMEe YYETHOR 3aNHCH
nonk3opatend - Co3gana YyeTHas Jandck NONb3OBATENA: aaaa - Jcnex
94. 2020-05-13 07:56:59 - admin - AYTEHTHEHKAUMA NONb3OBATENA -
YcnewHas ayreHTHgHKaUMA - Yonex

93. 2020-05-13 07:56:50 - system - Hawano pabotw - Hauano paboTu
- Yenex

92. 2020-05-12 13:08:49 - system - BuKmOYEHHWE CHCTEMH -
Bukmosenne 3BN - Ycnex

91. 2020-05-12 13:08:31 - admin - AYTEHTHGHKAUMA NONB30DBATENA -
Ycnewnas ayTenTHgHKAUMA - Ycnex

90. 2020-05-12 13:08:15 - user - PepaxkTHpoBaHHE CTaTyca
nonk30BaTENEA - BnokMpoBKa nonkloBatent - Ycnex

Bb. 2020-05-12 13:07:59 - system - Hauano paborw - Hauano paborw

I 13.05.2020 11:21:40

PucyHok 10.55 — Pe3ynbTathl NpoBepKu onepaTtmeHon namatn 9BM

[nsa aBTOMaTMYeCcKoW NPOBEPKM OMepaTMBHOW NaMsTM NPU CTapTe CUCTEMbI HEOOXOAMMO
nepentn B none «fipoeepka namMsimu npu 3a2py3ke cucmeMbi» W HaXaTb KrnasBuLly
< Enter > (pucyHok 10.51). Kpome TOro, Heob6xoamMmMo yCTaHOBUTb TUMN OGIOKMPOBKM MNpPU
obHapy>xeHunn cOONHbIX y4acTKOB onepaTtmBHon namaTn OBM (pucyHok 10.56).
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[Ha rHOC THEA

17.06.2020 15:41:47

PucyHok 10.56 — Tun 6noknpoBku npm obHapyXeHnn cOOMHbIX y4aCTKOB onepaTUBHOMN
namsaTu

10.12 NMHdopmaumna o npoaykre

10.12.1 Tlopgpaspen «AH¢popmayusi o npodykme» pasgena «OCHOBHbIe HaCMPOUKU»
COAEPXKNUT CBedeHUs O MpeanpuaTUn-u3rotoButTene umsgenus n ceegeHus o Bepcum MO
(pycyHok 10.57).

10.12.2 TyHkT «KOHMponbHbIe cyMmbi [10» cooepXXnUT OBLLYHO KOHTPOSBbHYI0 CYMMY BCEX
MOAYyNen M CBEAEHUSI O KOHTPOSbHbIX CyMMax M Bepcusax Ana kaxgoro moayns MO
(pncyHok 10.58).

10.12.3 [nga akcnopta vHGOpMauuMmM O KOHTPOSbHbIX CymMax U Bepcusix mogynen 10O
Heobxo4MMOo nNepenTn B CTPOKy « dkcrmopm eepcuu 10 e ¢hatin» (pucyHok 10.57) n HaxaTb
knasuwy < Enter >, npun aTOoM Ha 3kpaH OBM OyaeTt BbiBE4EHO HOBOE AManioroBoe OKHO
BblbOpa ycTponctBa XpaHeHus pAadHbiX (pucyHok 10.59). lMocne BbiGopa ycTpoKncTea
XpaHeHus gaHHbiX Ab Heobxoanmo HaxaTb KHOMKy | OK | (pucyHok 10.60).

10.12.4  WNHpopmauusa o Bepcum MO BygeT coxpaHeHa B KOPHEBOW pasaen BbiGpaHHOro
YyCTpPOMCTBA XpaHeHns AaHHbIX B pann sdzinfo.txt (pucyHok 10.60).
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Hupopmauua o nNpoaykIe

05.03.2021 12:46:18

PucyHok 10.57 — O6wasa nigopmaums 06 nsgenum



Kontponshwe cymmu M0

J6uas KOHTPOAEHAS CYMMA BCEX MOAYNER Bepcua: 1.3.22.0

Activatr.efi AaropuTn pacuera: MDS
Auth.efi KoHTponEHas cymma:
ChInt.efi 1708B7595758875222D2422B04E70
DispEng .efi 618

ExpatDxe.efi

Ext?Dr .efi

Ext4Dr.efi

GrCon.efi

Hash.efi

HiiDb.efi

IcomwDxe.efi

IpdCfy.efi

IrGramnr .efi

IrGrammr . g

KbdHk .efi

Krb.efi

LangIns.efi

Loader .efi

MainMgr.efi

05.03.2021 12:48:14
F10=CH1moK 3xpaHa F12=Hauk BBOAA EN

tl=llepemecTiTs KypCop Esc=Bexog,

PucyHok 10.58 — KoHTposnbHble cymmbl [10

BubepHTe $aAnoBYw CHCTEMY AnA 3KCNOpTa

-> < 3anDisk Cruzer Fit 5/N: 4C530302051121113214 VID_0781&PID_5571 15.88GBE Fat3Z >
ST1000DMOD3-9YN162 S/N: 51D0585) 0.16GE Fat32
ST1000DMO03-9YN162 S/N: S1D0S85(] 4.24GB Fat32
ST1000DMOO3-9YN16Z2 S/N: S1DOSES) 0.32GB NTFS
ST1000DHOO3-9YN162 S/N: S1D0SBS( 224.24GB NTFS

| OK |

PucyHok 10.59 — Beibop ycTponcTBa xpaHeHUs gaHHbIX Ans akcnopTta Bepcun MO B hann

—Onepaunst ycneuHa-

HugopMauus coxpaHeHa B $afin c HMeHeM sdzinfo.txt

PucyHok 10.60 — YcnewwHbin akcnopt Bepcun MO B dhann
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10.12.5 B cnyyae cyLieCTBOBaHUSA Ha BbIOpaHHOM YCTPONCTBE XpaHEHUS AaHHbIX hanna ¢
Takum nmeHem, Ab Ha akpaH OBM b6yaeT BbiBegeHo npeaynpexgeHue (pucyHok 10.61).

fann sdzinfo.txt uywe cywectByer. lepeszanvcaTs?

[1 [la [¥1 Het

PucyHok 10.61 — Nepesanuce canna c sepcuen MO
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11 Perncrtpauus cobbitnin. XKypHan ayauTa

Moppaspen «XXypHan ayduma» npegHasHadeH Onsi MoOHuTopuHra AB Bcex cobbITui,
npouncxogsawmx o agosepeHHon 3arpy3ku OC. B xXypHane ayanta permctpupyroTca 4encTBns
AB v nonb3oBaTenen.

[na pabotbl ¢ XypHanom ayanta Ab Heobxogmmo BbibpaTb B rfiaBHOM OKHe KoHconu Ab
(pncyHok 4.2) nogpasnen «XKypHan ayOuma» 1 Haxatb knaeuwy < Enter > (pucyHok 11.1).

HypHan aymTa

20 07:19:26

PucyHok 11.1 — XypHan ayguta

AB nveeTt BO3MOXHOCTb:

. NMPOCMOTPa OCHOBHOIO XypHara 3aperncTpupoBaHHbIX COObITUIA;
. NPOCMOTPa AOMOMHUTENBHOIO XXypHana npUMeHeHns LWabroHOoB;
. 3KCMopTa XypHaIoB Ha BHELUHEEe YCTPOWCTBO XPaHEHUS AaHHbIX;

° NOSTHOWN OYUCTKN XypHanos.
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9KCNopTa XypHanoB ayaunTta Ha BHELUHEE yCTpOIZCTBO XpaHeHnA OaHHbIX (683 nx

E || Bo3MoXHOCTb npocMoTpa OCHOBHOIO M AOONOJIHUTESIbHOIo XypHanoB ayauTa,
yﬂ,a]’leHI/IFI) OOCTYIMHa TakKXe nosib3oBaTtesidm C Ha3Ha4YeHHOW poJibio ayanTopa.

B cTpoke «Tekywass 3anosIHEHHOCMb JypHasnoe» oTobpaxaetca uHopmaums o
NPOLEHTHOM 3anofIHEHMM CNeumanbHO BblAeNeHHOM obnacty Ang XpaHeHust AaHHbIX ayauTa.

11.1 NMpocmoTp OCHOBHOIO XypHana ayaura

11.1.1 B ocHOBHOM XypHane ayaumta pernctpupytotcsa Bce gencteuss Ab (M3MeHeHune
00LWMX HACTPOEK U3LENnNS, U3MEHEHNSI HACTPOEK NONNTUK ayTeHTUdukaumm n KL, aencreums c
YYETHBIMW 3anUcsiMKn Nornb3oBaTenen) n AeNCTBUSA NoNb3oBaTENEN.

Takke B OCHOBHOW >XypHamn ayauTa perucTpupyrotcs coobuieHus npu cpabaTbiBaHUu
mexaHuamoB KLl o6bekToB.

11.1.2 [ns npocmoTpa OCHOBHOrO >XypHana ayauTta HeobxoguMo NepenTn B CTPOKY
«lMpocMomp oCHOBHOR20 XYypHaJsia» N HaxaTb knasuwy < Enter > (pucyHok 11.1).

11.1.3 B nosiBuBLIEMCHA AnanoroBoM oOkHe «flpocMomp OCHOBHO20 )XypHasia» BCe
cobbiTns, perncTtpupyemble B OCHOBHOM >XypHane ayauTa, pasgerieHbl MOCTPOYHO
(pycyHok 11.2) B COOTBETCTBMM CO 3HadeHnem napameTpa «Kosnuvyecmeo 3anuceu e
JKypHase Ons omobpaxkeHusi», yCTaHOBMNEHHOTO B nogpasaene «OCHoO8HbIe HacmMpoOUKuU»
(BO3MOXHbIE 3HAYeHUs napameTpa npueeneHbl B Tabnuue 10.1).



G I I:A3 MH ‘? OPM CO3 «SafeNode System Loader»
CEPBUC PykoBoacTBo agmumHucTpatopa. Yacts 2 164

MpOCMOTP OCHOBHOTOD EYpHAMA

| 18.06.2020 07:20:43 |

PucyHok 11.2 — Cnncok nepnogoB cobbITUn OCHOBHOIO XXypHana ayauTta

1114 Onsa npocmoTpa AB HeobxoouMoO nepenT B CTPOKY, COOTBETCTBYHOLLYIO
BblOpaHHOMY nepuody BpeMeHu, 3a KoTopoe TpebyeTcss nNpoOCMOTPETb COObITUSA,
perncTpupyemMble B OCHOBHOM XXypHare U HaxaTb knasuwy < Enter > (pucyHok 11.2).

11.1.5 Cnuncok cobbITui, perncTpupyemMblx B OCHOBHOM XypHane ayauta (pucyHok 11.3),
npueeaeH B Tabnvue 11.1.
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[lpocMoTp DCHOBHOTO KYypHana

995. 2020-06-17 15:01:07 - admin - (OHOBNEHHE YYETHOA 3aNHCH
nonb3osatenst - OBHOBneHa yueTHast 3anuCh user? - Ycnex

994. 2020-06-17 14:59:27 - admin - Co3faHHe NOAHTHKH KOHTpONS
uenoctHocTH obeextos w 3arpyskd OC - Cozgasa NONHTHKA KOHTPONAS
uenocTHocTH 06BexTOB H 3arpy3xk OC: policyl - Ycnex

993. 2020-06-17 14:59:02 - admin - Co3faHHE YUETHOA 3anHcH
nonb3oBatend - Co3gaHa YyeTHas 3anMch NONb30BaTeM: user? - Ycnex
992. 2020-06-17 14:48:08 - admin - Co3AaHHE NOAHTHKH
ayTeHTHgHKauMH - Co3AaHa NOAHTHKA ayTeHTHGHKALHH: new policy -
Ycnex

991. 2020-06-17 12:46:24 - admin - AYTEHTHGHKAUHA NONBL30BATENS
YcneuHast ayTeHTHgHKauMA - Ycnex

989. 2020-06-17 12:31:31 - admin - AYTEHTHEHKAUHA NOAB3DBATENS
YcnewHas ayTeHTH@HKaUHA - Ycnex

988. 2020-06-17 12:31:17 - system - Hauano paborw - Hauano
pabot - Ycnex

987. 2020-06-17 11:28:15 - admin - AYTEHTH@HKAUHA NONbL30BATENS
YcneuHast ayteHTHgHKaums - Ycnex

986. 2020-06-17 11:28:05 - system - Havano pabotu - Hauano

{ 18.06.2020 07:27:27 |

PucyHok 11.3 — [pocMOTp OCHOBHOIO XXypHarna ayguTta

11.1.6 Kaxxgomy coGbITUIO MpucBanBaeTcsl NOPsiAKOBbLIA HOMEP U yKka3blBaeTcs:

. Aarta n BpeMsi PUKCMpoBaHUsA cobbITuS;

. nonb3oBaTeNb-UHNLMATOP CODObLITUS;

. onucaHue cobbiTnA (BbINONHAEMada onepaLums) U KOMMEHTAPUN K HEMY;

. pes3ynbTaT: yCnewHoe 3aBepLUeHne onepaumm unm 3aBepLueHme onepaumm ¢ OLLIMGKON.

11.1.7 CT1pokn ¢ coobeHnsamn 06 onmbkax BblgeneHbl KpacHbIM LBETOM (pUCyHOK 11.3).

Tabnvua 11.1 — Cnncok cobbITUiA, perMcTpupyemMbiX B OCHOBHOM XXypHane ayauTa

Ycnex B
Ne CoObIiTune /OwnbKa KommeHTapun

OobOLwecucTteMHbIe coObITUA

Ycnex HassaHne onepaunoHHON CUCTEMBI

1 | 3arpyska OC
rPysK Owwnbka | OTCyTCTBYIOT OOCTYMHbIE AN 3arpy3kn OC

2 | BoccTaHoBREHME HAaCTPOEK Mo YMOMNYaHUio Ycnex 3aBofCKMe HAaCTPOMKM BOCCTAHOBIIEHbI
HacTponku nameHeHbl

3 | N3ameHeHne HacTpoek cucTembl Ycnex | ABTOBXOpf paspelleH Af1s Nonb3oBaTtens: <uMms
nonb3oBaTtens>

4 BbikntoyeHne cuctembi Ycnex BbikntoueHne 3BM
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Ne CoObiTue l(;lu‘i:z)l((a KommeHTapumn
5 | O6HoBneHue cuctemHoro MO Ycnex CuctemHoe MO obHoBREHO
6 Hauvano pa6oThl Ycnex Hauyano paboTbl
7 [Nepesarpyska cuctemsl Ycnex Mepesarpy3ka OBM
CoObiTna ugeHTudpmkauum u ayteHTuduKkaumm nonb3oBartenen
XKypHan 3anonHeH
MakcumanbHoe Bpems HEaKTUBHOCTU UCTEKIO
HeBepHbIi naponb
HesepHbii PIN-kog
lMepcoHanbHbIN naeHTUMKaTOpP He
nogkntoyeH Kk 3BM
HeBepHbI NnepcoHanbHbI naeHTUdMKaTop
Own6Ka MonbITka ayTeHTUrkauumn 3abnokMpoBaHHOrO
8 | AyTeHTudurkaums nonb3oBaTens nonb3oBaTens
MonbiTka ayTeHTUrKauum
He3aperMcTpupoBaHHOro Nosb3oBaTenNs
HeBepHasi xal-cymmMa Ha NnepcoHansHOM
naeHTudumkarope
CepTudomkaT Ha nepcoHanbHOM
naeHTugmrKaTope HEKOPPEKTEH, HE HaMaEH
U NPOCPOYEH
Ycnex YcnelwHas ayTeHTUdukaums
CoObiTna npu gencreuax Ab
Pa6oTa c xxypHanowm ayauTta
>KypHanbl coxpaHeHbl B haisibl ¢ UMeHaMu
9 PaboTa ¢ xxypHanom Ycnex sdzlog.csv u sdzlogT.csv
XKypHane! ayguTa o4nLLeHbl
Pa6oTa c wabnoHamum
10 | Pabota c wabnoHamu Ycnex [MprMeHeHo 06beKTOB LWabnoHa <KONMUM4eCcTBO>
Pa6GoTta ¢ yuyeTHbIMU 3anucsAMU Nofib3oBaTenen
11 | Cos3gaHue y4yeTHOW 3anucuy nosb3oBaTens Ycnex Coapara yuetHas 3anuce Nonb3osaTens: <ums
nonb3oBaTtens>
12 OGHOBMEHNE Yy4ETHON 3anmcu YVenex OGHoBrEeHa y4yeTHas 3anmcb <MMmsi
nonb3oBaTens nonb3oBaTtens>
13 | YpaneHue y4eTHOM 3anmcu nosib3oBaTtens Ycnex YpaneHa yuetHas 3anvce nons3osarens:
<ums nonb3oBartens>
Pa6oTta c nonutukamm ayteHTUdUKaLmm nonb3osarenen
14 | Co3gaHve NonuMTUKM ayTeHTUdUKaumm Ycnex Coapara nonuTka ayTenTuepukaLmMi: <ums
NOMUTUKN>
15 | OBHOBNEHME NONMUTUKN ayTEHTUUKALUN Ycnex OBHOBNEHa MONMTKA BYTEHTUDUKALMM: <UMS
NONUTUKN>
16 | YpaneHue nonutuku ayTeHTudukaumm Ycnex YRaneHa nonuTka ayTeHTudukaLmn: <ums
NONUTUKN>
Pa6oTa ¢ nonuTukamMmm KOHTPOJIA LLeNOCTHOCTU 06 HLEeKTOB U 3arpy3ku OC
17 CosfgaHne nonmMTUKM KOHTPOns Venex CosfgaHa nonuTrKa KOHTPOIS LeNTOCTHOCTU

LernocTtHocTn ob6bekToB 1 3arpyskn OC

06bekToB 1 3arpyskm OC: <umMsa NONUTUKKN>
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Ne CoObiTue l(;lu‘i:z)l((a KommeHTapumn
18 OGHoBMEHNE NOMNUTUKN KOHTPOSS Venex OGHoBrEHa NONUTMKA KOHTPOIS LLeNTOCTHOCTU
LenocTHoCTN 06bekToB 1 3arpy3skmn OC 06bekToB 1 3arpyskn OC: <uMs NOMUTUKN>
19 YpaneHue nonuTuKA KOHTPONS Venex YpaaneHa nonuTuka KOHTPOMs LIENOCTHOCTH
LenocTHocTn o6bekToB 1 3arpyskn OC 06bekToB 1 3arpyskm OC: <umMsa NONUTUKKN>
Cob6bITNA Npu AenNCcTBUAX Nornib3oBaTens
20 | CwmeHa PIN-koga yctponcTtsea Ycnex Viameren PIN-koa nepcoraneHoro
noeHTuurkaTopa <nms ngeHtudpukatopa>
21 | CmeHa napons nonb3oBaTens Ycnex Maponb n3ameHeH
CoObITMA NOACUCTEMbI KOHTPOJSISA LIeSIOCTHOCTHU
KoHTponb uenoctHoctu dannos
MonuTtuka <ums NnonuTukn> [JobaeneHne <ums
29 PepaktnpoBaHue cnmncka KOHTPONMpyembIxX Venex obbekTa>
obbekToB ©C MNonutnka <umsa NoNUTUKN> YganeHne <umsi
obbekTa>
lMpoBepka LenocTHocTK hannos
MonuTuka <ums NONUTUKN> <UMsI OObeKTa>
23 | Mposepka obbekTos ©C Owwnbka | Copgepxumoe ob6beKTa N3MEHEHO
MonuTuka <ums NONUTUKN> <UMsI OObeKTa>
O6bekT He HangeH
Ycnex lMpoBepka LenocTHocTn annos
KoHTponb LenoctHocTn o6bekToB peectpa OC
MonuTtuka <ums nonuTukn> [JobaeneHne <mmsi
24 PepaktnpoBaHme cnmncka KOHTPONMpyeMbIX Venex obbekTa>
0OBbEKTOB peecTpa MonuTuka <ums NONUTUKK> YaaneHne <ums
obbekta>
[MpoBepka LenocTHOCTM OOBLEKTOB peecTpa
MonuTuka <ums NONUTUKN> <UMs 0ObekTa>
25 | Mposepka o6bekTos peecpa Owwnbka | Cogepxumoe ob6beKTa N3MEHEHO
MonuTuka <ums NONUTUKN> <UMsl 0ObekTa>
O6bekT He HangeH
Ycnex MpoBepka LenocTHOCTN 06BEKTOB peecTpa
KoHTponb yctpouncTs
Monutuka <umsa nonutukn> [lobasneHune <mvsa
26 PepaktnpoBaHme cnmncka KOHTPONMpyeMbIX Verex obbekTa>
YCTPOWUCTB MonuTtuka <muma NoNUTUKN> YaaneHue <mms
obbekTa>
lMpoBepka LerioCTHOCTM annapaTHbIX
YCTPOWNCTB
Owmbka MonuTuka <ums NONUTUKN> <MMs 0ObekTa>
. Copepxnmoe o6bekTa M3MEHEHO
27 | lNpoBepka yCcTPONCTB
MonuTuka <ums NONUTUKN> <MMs 0ObekTa>
OObekT He HanaeH
Venex HpOBevpKa LLeSTOCTHOCTM annapaTHbIX
YCTPOWCTB
YnpaBneHue 3arpy3skon OC
28 PepaktnpoBaHue cnncka OC YVerex Monutnka <nms nonutukn> [JobaBneHue

nonb3oBaTenen

<HaumeHoBaHue OC>
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CobbiTHe

Ycnex
/OwunobKa

KommeHTapumn

MNonutuka <numsa nonUTUKK> YpaneHue
<HaummeHoBaHne OC>

KoHTponb 3a

rpy304HbIX

CEeKTOpOB

29

PenaktnpoBaHme cnvcka KOHTPONMpyeMbIX
3arpy3o4Hbix obnacremn

Ycnex

Monutuka <umsa nonutukn> [lobasneHne <mvsa
obbekTa>

MNonutuka <ums NoNUTUKKN> YaaneHne <ums
obbekTa>

30

MpoBepka 3arpy304HbIX CEKTOPOB

[MpoBepka LenocTHOCTN 3arpy304HbIX
CEKTOPOB

Owmnbka

Monutrka <UMs NONUTUKN> <UMsi ObbekTa>
Copoepxunmoe ob6bekTa 3MeHeHo

MonuTtuka <uMsa NONUTUKN> <UMSA 0ObekTa>
OObekT He HanaeH

Ycnex

MpoBepka LenoCTHOCTY 3arpy304HbIX
CEKTOpOB

KoHTponb uenoctHoctu cpenbl UEFI

31

PepaktnpoBaHue cnncka LenocTHOCTH
cpeabl UEFI

Ycnex

Monutuka <umsa nonutnkmn> [lobaBneHne <mvd
obbekTa>

MNonnTtuka <uma NoNUTUKKU> YoaneHune <unms
obbekTa>

32

NpoBepka napameTpos cpeabl UEFI

lMpoBepka uenoctHocTu cpeabl UEFI

Owmnbka

Monutrka <UMs NONUTUKN> <UMsi 0bbekTa>
Copoepxnmoe 06bekTa M3MeHeHo

MonuTtuka <uMsa NONUTUKN> <UMSA obbekTa>
OObekT He HanaeH

Ycnex

MpoBepka uenoctHocTu cpeabl UEFI

KoHTponb LenocTHOCTU XXypHanoB TpaH3akuun ¢pannoBbIX CUCTEM

33

PepaktupoBaHue cnucka xxypHanos
¢annoBbIX CUCTEM

Ycnex

MonuTtuka <umsa nonutukn> [JobaBneHne <mvsa
obbekTa>

MNonnTtuka <uma NonNUTUKKU> YaoaneHue <ums
obbekTa>

34

[MpoBepka xypHanos annoBbIX CUCTEM

Ycnex

[MpoBepka LEenoCTHOCTM TPaH3aKL M XXypHanoB
¢annoBbIX CUCTEM

PaspelueHne ogHoKpaTHOro Bxoda Ans
BOCCTaHOBMNEHUSA hansioBor cUCTeMbl <UMS
obbekTa>

Owmnbka

MpoBepka 3aBepLUEHHOCTM TPaH3aKLMI
XypHanoB hanroBbIX CUCTEM

Monutnka <Mms NONUTUKN> <UMa obbekTa>
Copoepxnmoe 06bekTa M3MEHEHO

Monutnka <MmMs NONUTUKN> <UMa obbekTa>
OObekT He HanaeH

BriokupoBaHue u pa3bnokupoBaHMe y4eTHOW 3anncu nonb3oBartens

35

PenakTpoBaHue cTaTtyca nosis3oBaTenen

Ycnex

BJ'IOKVIpOBKa nonb3oBaTesid Ha N MUHYT
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Ycnex -
Ne CoObiTue /Own6ka KommeHTapumn

BJ'IOKVIpOBKa noJib3oBaTenA

<1MM8 nonb3oBartensa> Obin 3abnoknposaH
aAMUHNCTPAToOPOM

<MMs nonb3oBaTensa> Gbin pa36rokMpoBaH
aJMUHUCTPAaTOPOM

BJ'IOKVIpOBKa noJyib3oBaTesna Nno NCTeEYEHUO
BpeMeHN HEAKTUBHOCTU

11.2 NMpocMoOTp AONONMHUTENBLHOrO XypHana npuMeHeHus LWabnoHoB

11.2.1 B oononHUTENbHOM XypHarne npuMeHeHus WabnoHOB PermcTpupyroTca AeNCTBUS
AB no npumMeHeHuto WaboHOB K NoNUTUKam ayTeHTudpmkaumum n KL,

11.2.2 [ns npocmMoTpa OONOMHUTENBHOIO XypHarna npuMmeHeHus WabnoHoB HE0BXoaMMO
nepenTun B CTpoky «ffpocmomp AonosiIHumesibHO20 XypHasia npuMeHeHuUs1 wabsioHo8» U
HaxaTb Knasuwy < Enter > (pucyHok 11.1).

11.2.3 B nosiBuBWIEMCS OnanoroBom okHe «flpocMomp OomnosIHUMesIbHO20 XypHana
npumeHeHus1 wabs1o0Hoe» Bce CobbITUSA, pErMcTpupyemMble B OCHOBHOM XXypHare, pa3geneHoi
NMOCTPOYHO B COOTBETCTBUMN CO 3HAYeHWeM napameTtpa «Konuyecmeo 3anucelu 8 ypHase
95151 omobpaxkeHusi», yCTaHOBNEHHOrO B nogpasaene « OCHOBHbIe HAaCMPOUKU».

11.2.4 AB HeobxoouMmo nepenTy B CTPOKY, COOTBETCTBYHOLLYIO NEepuoay BpPeMeEHu, 3a
KoTopoe TpebyeTcs NPOCMOTPETb COBbITUS, perucTpupyemble B JOMNONHUTENBHOM XypHane
npuMeHeHns WabnoHOB N HaxaTb Knasuwy < Enter >,

11.2.5 B nosiBuBLIEMCS OnanoroBom okHe «fIpocMomp GOoMosIHUMesIbHO20 XYypHana
npumeHeHusi wabsoHoe» Ab npenocTaBnsieTcsl BO3MOXHOCTb MPOCMOTpPa BCEX OENCTBUN,
Mo NPUMEHEHMIO LIAaBNOHOB K NONUTMKaM (PUCYHOK 11.4).
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[lpocMOTp ADNDAHHTEABHOTO XYpHana NPHMEHEHHS wabnoHOB

68. admin - 2019-01-17 13:31:31 - HameneHnne HACTPOEK CHCTEMM
Ycnex - HacTpofikH H3MeHeHu

67. admin - 2019-61-17 13:31:31 - Pepaxmupopanne cnucka OC
nonas3oBarenen - Ycnex - MNomimuxa: template_policy flobapnerme
Standard Microsoft UEFI Loader

66. admin - 2019-61-17 13:31:31 - PegaxtupoBanwe crmcka OC
nons3oBartenen - Ycnex - Mommuka: All users flobasoenwwe Standard
Hicrosoft UEFI Loader

{ 18.01.2019 11:47:21 |

PucyHok 11.4— [NpocMOTp AONOSTHUTENBHOIO XXypHana NnpuMeHeHnNs WabnoHoB

11.2.6 Kaxxgomy cobbITMO NpucBanBaeTcsl NOPSIAKOBLIM HOMEP U YKa3blBaeTCA:

° AaTa 1 BpeMs (OUKCMPOBaHNUS CODbITUS;

. nonb3oBaTeNb-MHNLMATOP COBLITUS;

° onucaHue cobbITUS (BbiNonMHAemas onepauus) U KOMMEHTapUN K HeMy;

. pesynbTaT: ycreliHoe 3aBepLUeHne onepauum Unm 3aBepLueHme onepauun ¢ oNGKON.

11.2.7 CTtpoku ¢ coobieHnssmn 06 owwmbkax BblaeNeHbl KpacHbIM LBETOM (pPUCYHOK 11.4).

Tabnmua 11.2 — Cnucok coObiTMA, PErncTpupyemMbiX B AOMOSMTHUTENBHOM >XypHane
npuMmeHeHns WwabnoHoB

Ne CoObIiTune Ycnex/Owunbka KommeHTapumn

Oo6uwecucteMHble coobITUA

1 | NameHeHne HacTpoeKk CUCTEMBI Ycnex | HacTpowikn cuctembl U3MeHEHbI
Co6bITUA NnoacuUcTeMbl KOHTPONSA LIeNTIOCTHOCTHU
KoHTponb uenoctHocTu dannos
PepaktupoBaHue cnmcka Ycnex [Nonutnka <ums NONUTUKN>
KOHTponupyembix o6bektoB OC Owwnbka [o6aBneHue <umsi obbekTa>
KoHTponb uenoctHocTn o6bekToB peectpa OC
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Ne CobObiTne Ycnex/OwwnbKa KommeHTapum

3 PepaktupoBaHue cnucka Ycnex MNonutmnka <ums NONUTUKN>
KOHTpOnMpyeMbix 06 beKTOB peecTpa Owwnbka HobaBneHve <nms obbekTa>

KoHTponb ycTponcTB

4 PepaktnpoBaHue cnvcka Ycnex Monutrka <uMs NONUTUKNA>

KOHTPONMMpPYEMbIX YCTPONCTB Owwnbka [obaBneHne <umsi obbekTa>
YnpaBneHue 3arpy3koun OC

5 PepaktupoBaHue cnvcka OC Ycnex Monutnka <UMs NONUTUKN>

nonb3oBaTens Ownbka [JobaeneHne <HanmeHoBaHune OC>
YnpaBneHue guckamu

5 PepakTnpoBaHue cnucka Ycnex Monutuka <uMs NONUTUKN>

KOHTPOMMpPYEMbIX 3arpy304HbIX obnacTen OwnbKa [obGaeneHne <umsi obbekTa>
KoHTponb uenoctHoctn cpenbl UEFI

7 PepaktupoBaHue cnmcka LenoCcTHOCTH Ycnex MonuTunka <Ums NoNUTUKN>

cpeabl UEFI Ownbka [obGaBneHne <ums obbekTa>
Pa6oTa c y4eTHbIMU 3anucsiMum nosib3oBaTternen

8 | CosgaHue yyeTHOW 3anvcy Nonb3oBaTens Ycnex [ob6aBneHne <ums nonb3oBaTensa>
OGHOoBNEHNE yyeTHON 3anucu

9 Ycnex PenaktupoBaHue <ums nornb3oBaTens>
nonb3oBaTens

Pa6oTa c nonutukamu ayteHTUcMKaLMm nonb3oBaTenen
10 | Co3gaHue nonuTUKM ayTeHTUduKaLmm Ycnex [obaBneHve <ums NonUTUKN>
11 | OBHOBMNEHNE MONUTUKN ayTEHTUMKaLMM Ycnex PepaktnpoBaHme <ums NonUTUKN>
PaboTta ¢ nonuTuKaMmun KOHTpPOns LLeNoCTHOCTU 00 BbEKTOB U 3arpy3ku OC

CosgaHne NonuMTUKM KOHTpons

12 P Ycnex [obGaBneHne <umsi NOAUTUKN>
LenocTHocTn o6bekToB 1 3arpyskn OC
OGHOBMNEHNE MOMUTUKN KOHTPOSISA

13 Ycnex PepaktupoBaHue <ums NOAUTUKA>

LienocTHoCTN 06bekToB U 3arpysku OC

11.3 OnoBeweHne 06 owmnbKax B XXypHarie ayauTa

11.31

dukcaums B XXypHane ayguTa owmnbOoYHbIX AEACTBMIA Nonb3oBaTens npu pabote ¢

n3genuem conpoBoxagaeTcs onoselleHneMm Ab o BbiIIBNEHUN oWNMBOK B XKypHane.

11.3.2

Mocne ayteHTudmKkaumm n (unu) naeHtudukaumm Ab Ha akpaH 3BM BbiBOAUTCSA

coobueHne 06 obHapyxeHuUn onBOoK B XXypHane ayauTa (pucyHok 11.5).

HypHan ayauTa coAepsuT ouwnbxu. [lpocMoTpeTs?

[¥]1 [la i

Her

PucyHok 11.5 — OnoBeLyeHne 06 owmnbkax B XXypHane ayaurta
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11.3.3 Mpu BbiGOpe nyHkTa «Hem» n HaxaTum knasuwu < Enter > 6ygeT ocyLlecTBneH
nepexon K OCHOBHOMY OkHYy koHconu AbB. [lpu 3TOM He NpPOCMOTPEHHblEe CObbITUSA,
3admKkcMpoBaHHble B XypHane ayauta, 6yayT xpaHuTbcs B B[] kak cobbiTus, Ha koTopble Ab
He oTpearupoBsan, 1 coobLleHne 06 obHapyxeHun ownBoK B XypHane ayauTa (pucyHok 11.5)
ByneT BoiBOAUTLCA AB Npun kaxkxaon ayTeHTUdMKaumm n (Mnn) naeHTudmrkaunn.

11.34 MNMpun BbIGOpe nyHkTa «fa» v HaxaTum knasuwm < Enter > BGygeT ocyllecTBreH
nepexo K OKHY MnpocMoTpa owwuboK XypHana ayauTa, cofepxawemy CrmMcok OLIMBOoK,
BbISIBNEHHbIX Npu paboTe nonb3oBatens ¢ uagenvem (pucyHok 11.6). MNpu aTtom cobbitus,
3aPMKCUPOBaAHHbIE B XypHane ayguta, 6yayT nomeuveHbl Kak cobbiTus, Ha kotopble Ab
oTpearunpoBan, u coobwieHne o6 obHapyxeHun owmnbok B XypHane ayauta (pucyHok 11.5)
BbIBOAUTLCA He ByaeT.

MpocroTp owmbox wypHana ayaMTa

| 18.06.2020 07:34:02 |

PucyHok 11.6 — MNpocMoTp AOMNONHUTENBHOTO XypHarna NpuMMeHeHus WwabnoHoB

11.3.5 [na ganbHenwen paboTbl 1 Bo3BpaTa B OCHOBHOE OKHO KoHconun Ab Heobxoanmo
HaXkaTb knasuwy < Esc >.
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11.4 3KcnopT XypHanosB ayauTa

11.4.1 AB wnmeeT BO3MOXHOCTb OKCMOPTMPOBATb XypHanbl ayamta Ha BHeLHee
YCTPOMCTBO XpaHEHUS AaHHbIX. 1S 9Toro Heobxoaumo:

° NOOKMHOYNTL YCTPOUCTBO XPaHEHUS AaHHbIX K QBM;

o nepenTn KypcopoM B CTPOKYy «3kcrmopm» (pucyHok 11.1) M HaxaTb KnasBuLly
< Enter >;

) B HOBOM OMarioroBOM OKHE BblOpaTb YCTPONCTBO XPaHEHUSA AAHHbIX U HaXKaTb KHOMKY
| OK | (pucyHok 11.7);

o MNpWU yCMNELUHOM 3KCMopTe >XypHarnoB Ha akpaH 3BM 6yanet BbiBeaeHo coobLieHune

(pucyHok 11.8).

11.4.2 XKypHanbl ayauta 0yayT coxpaHeHbl B KOPHEBOW pa3aen BblOpaHHOro ycTponcraa
XpaHeHna gaHHbIX B hannbl sdzlog.csv n sdzlogT.csv (pucyHok 11.8).

BubepHTe $annoBYw CHCTEMY AAd IKCTIOPTA HYpHANOB

-> < SAMSUNG 5PO812C S5/N: S01UJ10KC63400 (0 0.08GB Fat32 >
SAMSUNG SPO812C 5/N: 501UJ104C63400 (new volume) 15.64GB NIFS
SAMSUNG 5POB12C S5/N: S01UJ10Y192520 O ©0.48GB Fat3Z
INTEL SSDPEKKW1Z28G? 5/N: BTPY72960UBX128A O ©.08GB Fat3Z
| OK |

PucyHok 11.7 — BelG6op yCTpONCTBa XpaHEeHUs AaHHbIX 4151 3KCnopTa XXypHanos ayguTta

-OUnepauxa ycneuwHa-

KuypHanu coxpaHeHW B §adnu C HMEHAaMH sdzlog.csv H sdzlogT .csv

PucyHok 11.8 — YcneLwHbIn 9KCnopT XypHanoB ayanTa

11.4.3 B cnyyae cywectBoBaHusi Ha BbIGpaHHOM YCTPOMCTBE XpaHEHUS JaHHbIX hanna ¢
Takum numeHem Ab Ha akpaH OBM 6ygeTt BbiBegeHO npeaynpexgeHue (pucyHok 11.9 a, 6).

fafn sdzlog.csv ywe cyuecTsyeT. [lepesanHcaTs?

[1 fla [¥1 Het
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Pann sdzlogT .csv ywe cyuectyer. llepesanvcats?

[1 fla [¥1 Het

6)

PucyHok 11.9 — Nepesannck ¢pannos XypHanoB ayanTa

(b || PekomeHayeTcsi nepuoauyYeckuM OCYLIECTBAATbL 3KCMOPT XXypHanoB Ha
BHeLlUHee YCTPOUCTBO XpaHeHUA AaHHbIX.

11.5 OuuncTKa XXypHarnoB ayauTta
1151 AB nmeeT BO3MOXHOCTb yaanuTb 3anncu XXypHanos ayauTta 6e3 nx akcnopra.

11.5.2 Onsa ouuctkm >xypHanoB AB Heobxogumo nepentu B CTpoky «O4qucmka»
(pycyHok 11.1), HaxkaTb knaesuwwy < Enter > 1 B HOBOM JManoroBOM OKHe NoATBEPAUTb OYUCTKY
XypHanos (pucyHok 11.10).

Bu AeACTBHTENBHO XOTHTE DYHCTHTD HYpHA MW7

[1 fla [¥1 Het

PucyHok 11.10 — OuuncTka XypHanos ayauTta

11.5.3 Mocne 3aBeplueHus BbinonHeHus onepauun AB GygeT BbiBeAEHO coobuieHue
«XXypHanbl ayduma o4uwieHbl» (pucyHok 11.11) n B cuctemHom XypHane pobaeutcs
3anncb 0 NPOM3BELEHHOWN onepauunn.

-OnepauHd ycnewHa-

KypHane ayauTa OUHIEHW

PucyHok 11.11 — YcnelHas 04MCcTKa XypHanos
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12 OnucaHune ctapTta nsgenus

12.1 Mpn ycnewHon 3arpyske MO wusgenuna (npeaBapUTENbHO YCTAHOBIIEHHOMO W
HaCTPOEHHOr0) Ha akpaHe OBM nosBuTCs oKHO NceBaorpaduyeckoro nHTepdenca nagenns ¢
npurraweHnem K ngeHtndurkaumm n ayteHtTudumkaumm nonb3osatenen (pucyHok 12.1).

Cpeacteo posepedHon 3arpyskd SafeNode System Loader QS

18.06.2020 07:37:54

PucyHok 12.1 — lNpurnaweHne K ngeHtTudukaumm n ayteHtudurkaumm nonb3osaTternemn

12.2 OkHa BBOAA MOEHTUMPUKALMOHHBIX N ayTEHTUMUKALMOHHBIX AaHHbIX, MOSIBAAKTCS
Ha O9KpaHe aBTOMaTM4YecKM U nocnegosaTefnlbHO B COOTBETCTBMM C  MONUTUKOWN
ayTeHTUunKauumn, HasHa4eHHOWN NONb30BaTEN!O, N YCNELHON NPOBEPKON BBEAEHHbIX AAHHbIX.

12.3 Mo ymonyaHuio BCEM MNOMb30OBaTENAM YCTaAHOBMEHbI 0OOWMe KONMUMYEeCTBEHHbIE
(8 nonbITOK) M BpeMeHHble orpaHnyeHuns (15 MUHYT) Ha nOeHTUUKaLMIO N ayTeHTUdUKaLmo
(pncyHok 12.1). MNpun ncteveHnm obLero BpeMeHn ayTeHTUKaLumm unm Konn4ecTea nomnbITokK
akpaH OBM 6ygeTt aBToMaTn4eckn 3abnokMpoBaH 1 nonb3oBatensM 6yaet OOCTYNHa TOMbKO
nepesarpyska unu sbikrnoveHne 3BM (prcyHkn 12.2 n 12.3 cOOTBETCTBEHHO).
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PucyHok 12.2 — brioknpoBka goctyna npuv MCTe4eHnn BpeMeHn Ha ayTeHTumnkaumio
nonb3oBarteneun

PucyHok 12.3 — brioknpoBka goctyna npu ncyepnaHum KonmyecTsa norbiTOK
ayTeHTuUmKaLmm nonb3oBartenemn

12.4 Mpoueaypa npoBepku npaBunibHOCTM ctapta MO CO3 3aknw4aeTcs B
BO3MOXXHOCTU UAEHTUMKaUUKM U ayTeHTudukaumm Ab ona HacTporkn napamMeTpoB U3genus
nnu nonb3oBaTenen anga gosepeHHon 3arpy3kn OC n onvcaHa B pasgene 2.
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13 3aBepLlueHne paboThbl

13.1 [ns Bbixoga u3 koHconn Ab Heo6Xxo0aAMMO B rMaBHOM OKHE (PUCYHOK 4.1) HaxaTb
knaeuwy < Esc >, npu 3aTOM Ha 3kpaHe OBM nosBuTCS OManoroBoe OKHO, B KOTOPOM
HeobXxoauMMo NoATBEPAMTL UM OTKa3aTbCsa OT Bbixoda 3 koHconu Ab (pucyHok 13.1).

Kouwcone agmumucTpatopa Geaonacvoc GlIS |

| 18.06.2020 07:41:01 |

PucyHok 13.1 — lNoateepxaeHne nnm otkas ot Bbixoda n3 koHconun Ab

13.2 Mo ymonyaHuio Kypcop YCTaHOBIEH Ha MyHKTe «Hem», npu HaxaTuu KnasBuLLK
< Enter > 6yaeT ocyLiecTBneH Bo3BpaT B KOHCONb Ab.

13.3 Ana Bbixoga u3 koHconn AB HeobxoaMmo yCTaHOBUTbL Kypcop Ha NyHKT «fa» u
HaxaTb knasuwy < Enter >.

13.4 Mpn oaToM OGygeT oOCywecTBNeH nNepexod K OKHy ayTeHTudwukaumm wu
noeHTugrkaumm nonb3osarenemn (PUCyHok 12.1).

13.5 [Mpy NOBTOPHOM HaxaTuun Knasuwn < Esc > Ha akpaHe IBM nossutcs okHo «MeHro
delicmeuli nosib3o8amerisi» ¢ BbIGopoM ganbHenwero genctans Ab (pucyHok 13.2PucyHok

).



G I FASMHOOPM C[3 «SafeNode System Loader»
CEPBMUC PyKOBOZACTBO afiMUHUCTpaTopa. YacTb 2 178

HeHw ABACTBHA NONB30BATENA

18.06.2020 07:42:14

PucyHok 13.2 — MeHto gencteuim nonb3oBaTtens

13.6 Mo ymonuyaHuio BbIOOP YCTaHOBNEH Ha NyHKTe «Bo3epam K MeHro
aymeHmudghukauyuu u uéeHmugbukayuu nonb3oeamenell».

13.7 Mpn HaxxaTum knaeuwn < Enter > 6ygeT BbINOMHEH Nepexon K npeablayLwemMy OKHy
(pucyHok 12.1).

13.8 Ona nepesarpy3kn OBM Heobxogumo BbiGpaTb NyHKT «llepe3acpy3ka IBM»
(pucyHok 13.2).

13.9 Ona BolknoyeHns 3OBM Heobxogumo BbIGpaTb NyHKT «BbiknroyeHue 3BM»
(pucyHok 13.2).
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14 CoobuweHns o6 ownmbkax UM nopsagok
OEeUCTBUN MO NX YCTPaHEHUIO

14.1 B npouecce paboTbl nsgenus B coctase 9BM BO3MOXXHO BO3HUKHOBEHME CUTYaLNN,
npu kotopblx AB Ha 3kpaH OBM B [guanoroBblXx OKHaxX BblalTCs pasfuyHble
MHOPMaUNOHHbIE cO0bLLEHUS 1 coobLleHns 06 owmbkax.

14.2 [MepeyeHb coobLEHNN U UX TUMbI, NPUYNHBI BO3HUKHOBEHUSI U NOPSAOK OENCTBUM
AbB no ux yctpaHeHuto npuseneH B Tabnuue 14.1.

Tabnuua 14.1 — lNepeyeHb coobueHnn ob owmnbkax npu pabote MO nsgenus

an/I‘-II/IHbI nosiBfieHUs1 COOOLEeHNA

Ne Coo06LeHune Ha akpaHe IBM . .
M nopsagok gencreun Ab

Owmbka System blocked!
Mpu4nHbI:

ystem blocked!?

HekoppekTHbin ko4 B vnu
nospexaeHHas B[] naoenus

1 Database has beem COrruy . Contact with your administratox

Mopanok aencTBUN:

Error code: 0x130
Hl Shutdoun [ 1 Recovery suysten O6paTV|TbC;| K AB /J,J'IFI
BOCCTaHOBI1EeHUA n3gernna

Owwunbka System blocked! MNpuYnHbLI:

HecooTteeTcTBUNE B npoBsepke
3MIEKTPOHHbIX NoANucen MOoAynen
no

Mopanok gencTBUn:

O6patutbcs K Ab ans
BOCCTaHOBIIEHUSA U3genus

Mpu4nHbI:
Owmbka System blocked!
OTcyTcTBME MOAYNs Mpu NpoBepKe

3MEKTPOHHbIX Noanucen Moayren
Mo.

Cnncok Bcex BO3MOXHbIX KOOOB
owmnbok  BblgaBaembix  Ab B
coobueHnn «System blockedy,
npueegeH B MpunoxeHun B.
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Coo06LeHune Ha akpaHe IBM

MpuyunHbI NoAABNEeHUA coobLeHns
1 nopsagok gencrteun Ab

Mopsapok aencTBun:

O6patntbcs K AB nns
BOCCTaAHOBIEHUSA U3genus

Owmnbka 3arpy3km OC

-Jumnbxa-

Mpuy4KnHbI:

B kadvectBe 3arpysumka OC ykasaH
HeBepHbI thains

4 Mopanok oencTBUN:
Ounbka 3arpy . .
Ounbxa: He noaag YkasaTb BepHbIil paiin sarpysumka B
NyHKTE MEHI0 «Konmponb
3aepy3ku OC»
Mpu4nHbI:
Owmnbka ayTeHTUDMKaUMN N ngeHTUdMKauum YkazaHue HEBEPHOTro
nonb3oBaTens naeHTndukatopa  unu - napons
nonb3oBaTens
5 . -
Mopanok gencTBUN:
MpoBepuTb KOPPEKTHOCTb
yKa3aHHbIX ayTEeHTUUKALMOHHbIX U
NOEHTUPUKALMOHHBIX AaHHbIX
nonb3oBaTens
BnokunpoBka goctyna. KonnyectBo nonbITOK
ayTeHTUdUMKaumMm n naeHTUpUKaLmMm ncyepnaHo
Mpu4ynHbI:
BosHukaeT npu ucdepnaHum Bcex
MOnbITOK ayTeHTuduKaumm
nonb3oBaTens
Mopanok gencTBUN:
6 1. BbIkntounTb 9BM nnm
nepesarpy3ants 3BM u noBTOpHO
BbINOSTHUTb npouenypy
naeHTndmrkaunm n
ayTeHTudmKaumn.

2. Tlpn noBTOpeHUN  OLUNBKM
obpartutbes k AB.
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Coo06LeHune Ha akpaHe IBM

MpuyunHbI NoAABNEeHUA coobLeHns
1 nopsagok gencrteun Ab

BpemeHHas 6nokuMpoBKa nonb3oBatens Ha N MUHYT

Mpuy4KnHbI:

NocTurHyTto MaKCMMarbHO
paspelLeHHoe KONMYEeCTBO
UHOMBUAOYaANbHBIX MonbITOK

ayTeHTUdMKaumm nonb3oBaTens
Mopspok aencTBUn:

O6patutbcs k Ab

BnokupoBka gocrtyna. lNNonb3oBaTenb 3a6noKkupoBaH

MpuYKnHbI:

1. Hapywenue KLU, annapatHou
n/unu nporpaMmMHoONn KoHdurypaumm
OBM. Y pgaHHOro nonb3oBaTtens
yKasaH TuM peakuum Ha HapyLleHum
KLU, «bs10KuposKa nosib3oeamerisi.

2. BbinonHeHa GroKMpoOBKa y4eTHOM
3anucy nosb3oBaTend, y KOTOPOro
TMN peakuun Ha HapyweHne KL
yKasaH «briokuposame acex
ronb3ogamersieli». Y4YeTHble 3anucu
BCEX 3aperucTpmpoBaHHbIX
nonb3oBaTtenemn BnokupytoTcs
aBTOMATUYECKN.

3. lMpwn yctaHoBneHHon AB 3awute
OT nepeBoda BPEMEHU, B CUCTEME
obHapyxeH  nepeBOJ  BpPEMEHMU
Hasag, npeBbILLakoLLmiA
OOnMyCTUMBbIN.

Mopanok gencTBUN:

Ob6patutbea kK Ab

EﬂOKVIpOBKa AocTtyna. BpeMﬂ Ha BXOA4 UCTEeKIo

Mpu4KnHbI:

BosHukaeT npu mnctevyeHmn obLiero
BPEMEHM ayTeHTudurkaumm
nonb3oBaTeneun

Mopanok nencTBUn:

Bbikntountb OBM nnu
nepesarpysauts 3BM 1 nOBTOpPHO
BbIMOMHUTb npouenypy
naeHTuduKauumn n ayteHtTudmkaumm
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Coo06LeHune Ha akpaHe IBM

MpuyunHbI NoAABNEeHUA coobLeHns
1 nopsagok gencrteun Ab

CnUWKOM KOPOTKMI Naponb!

MpuYKnHbI:

HoBbIn naponb nonb3oBaTensa He
yooBneTtesopset TpeboBaHusIM MO

10 MWUHUMarbHOW ANvHE Nnapons
Mopsapok aencTBum:
BsecTtu naponb AnvHom He meHee 8
CVMMBOJIOB
OT1cyTtcTBYeT 3arnaBHas bykBa MpuynHbI:
HoBbI naponb nonb3oBaTtensa He
ypoBneTBopseT TpeboBaHuAM Mo
CMOXHOCTU
11
Mopsapok aencTBum:
BBecTn HOBbIM Maposb, KOTOPbIN
OyoeT cogepxaTtb XOTs Obl OOHY
3arnaBHyto bykBy
OT1cyTcTBYeT CTpOUYHaA GyKBa MpuynHbI:
HoBbI naponb nonb3oBaTtens He
yaoBneTBopseT TpeboBaHuAM Mo
CMOXHOCTU
12
Mopsapok aencTBun:
Beectn HOBbIN Naposnb, KOTOPbIU
OyneT cogepxaTb XOTs Obl OOHY
CTPOYHYHO ByKBY
OTcyTcTBYeT cneymanbHbIN CUMBON MpuynHbI:
HoBbIn naponb nosib3oBaTend He
ypoBneTBopsieT TpeboBaHusaM Mo
CMNOXHOCTU
13

Mopanok nencTBUn:

BBecTn HOBbLIM Maporb, KOTOPbIN
Oynet copgepxatb xoTs Obl OAuH
cneuyunanbHbI CUMBOIT
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anI‘-II/IHbI nosiBfieHNs coooLeHus

Ne Coo06LeHune Ha akpaHe IBM . .
M nopsaok gencrteuun Ab
OTtcyTtcTBYyeT undpa Mpuy4KnHbI:
HoBbIn naponb nosib3oBaTensd He
yooBnetsopsetr TpeboBaHusIM MO
CITOXKHOCTM
14 Mopsaok aencTBUiA:
BBectT HOBbIN Naposb, KOTOPbIA
OyoeT cogepxaTtb XOTs Obl OOHY
undpy
|
Maponu He coBnagatoT! MPUYNHb:
HecoBnageHne HOBOro napons u ero
5 noaTBepXXaeHus

Mopanok oencTBUn:

BBecCTu BEpPHbIN HOBbIV MNaposb 1 ero
nogTeepxaeHne

16

YKa3aHHbIW naposib He MOXET ObITb MCNOJIb30BaH

Mpu4ynHbI:

1. HoBbIn naponb coBnagaet c
naponem, xpaHnmbiM B B[]. Pasmep
cTeka XpaHUMBbIX naponem
ycTaHasnmBaeTcsa Ab.

2. HoBbIn naponb coBnagaet c
TeKyLLMM NaporieM nosnb3oBaTens.
Mopsapok aencTBum:

1. Heobxogumo ykasaTb HOBbIN
naponb nonb3oBaTens, KOTOPbIA He
coBnagaet c npeablgyLwmmm
3HaYEHUSAMMU.

17

2. YkasaTb HOBbIN naporsb
nonb3oBarens, OTNINYHbIN oT
TeKyLuero.
Mpu4KnHbI:

HeBepHbin PIN-kopa! BeeneH HEeBEPHbIi PIN-koq,

nepcoHasribHoro Mﬂ,eHTMd)MKaTOpa
Ab

Mopanok nencTBUn:

Beectu BepHbIn PIN-kof
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Coo06LeHune Ha akpaHe IBM

MpuyunHbI NoAABNEeHUA coobLeHns
1 nopsagok gencrteun Ab

18

HeBO3MOXHO M3MEHUTbL CTaTyCc agMUHUCTpaTopa
6e3onacHocTn

Mpuy4KnHbI:

lNpn  pepakTMpoBaHMM  y4YeTHOM

3anucu nonb3oBaTens Ab
ocyLlecTBrieHa nonbiTka WU3MEHUTb
napameTp Cmamyc n

3abnoknpoBatb Ab

Mopanok oencTBUn:

19

He yoanocb co3gatb HOBYHO YYE€THYHO 3anucb
nonb3oBarens!

MpoJormknTb pefakTMpoBaTb
yyeTHyto 3anucbe AB. T[lapameTtp
Cmamyc He noanexuT
peaakTMpoBaHMUIO

MpuYKnHbI:

Mpn cosgaHuM HOBOW  yYeTHOM
3anvcu nonb3oBaTens 3arnofiHeHbI
He Bce nong, obssatenbHble K
3anonHeHnIo

Mopanok gencTBUN:

3anonHuTb Bce obsa3aTeribHble Nons

20

Bce nonsa gomkHbl ObITb 3aNOJIHEHbI

Mpu4KnHbI:

Mpwn co3gaHun/peaakTMpoBaHnm
NONUTUKN  ayTeHTUdUKaumMm  nnu
nonutnkn KL, 3anonHeHbl He Bce
nons, obszaTensbHbIe K 3an0STHEHUIO

Mopanok gencTBUN:

3anonHuTb Bce obdA3aTenbHbIe Noss

21

MonuTuka ¢ ykasaHHbIM UMEHEM YyXe cyLlecTByeT

Mpu4nHbI:

Nmsa cO34aBaeMoMn MONMUTUKMN
coBrnagaet C MOJNIUTUKON,  yXe
cywiectsytouwen B B[]

Mopanok nencTBUn:

Ykaszatb HOBOE WMSA  MONUTUKM,
OTIInM4YHOE OT npeabiayuero
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anI‘-II/IHbI nosiBfieHNs coooLeHus

Ne Coo06LeHune Ha akpaHe IBM . .
M nopsaok gencrteuun Ab
Mpuy4KnHbI:
[NpeBblWweHO MakcumasnbHoe
JOCTUrHYT NUMUT co3aaHUsA NONIUTUK KOSIMYECTBO CO34aHHbIX MOJSIUTUK.
YcTaHOBMNEHHbIN npegen
Konu4yectBa nonutuk — 20.
22
Mopanok oencTBUn:
Ypanutb Heuncrnonb3yemble
rpynnoBble MNOSIMTUKA U MOBTOPUTb
onepauuo co3gaHns NosMTUKA
BbiGepuTe nonuUTUKY ANA yaaneHua
Mpu4nHbI:
Mpn yoaneHun NONUTUKK, UMS
- yaansemom nosiMTuk/ He BblbpaHo
Mopanok aencTBUN:
~Dumbxa- y
HiHbKa BbibpaTb MMA ygansemMon nonmTuku
CHauana BHOEPHTE MOAMTHKY AAS YAANEHHA 1 NOBTOPUTL onepauunio yaganeHnd
Ha nonutuky ccbinarTcs yYeTHble 3anucu
- Mpu4ynHbI:
nonb3oBaTeneun
Ha yaansiemyro NONUTUKY
cchbinatoTcs yYeTHbIE 3anmcu
nonb3oBaTtenemn
Mopanok gencTBUN:
” 1. MNooyepeHO nepenTn B y4eTHblE

3anicu  nonb3oBaTtesien, KOTOpPbIM
Ha3HayeHa [aHHaa nonuTuKa, Wu
OTpedaKkTMpoBaTb YyYeTHble 3anucu
nyTeM HasHavyeHus WM  [Opyron
NOSINTUKN.

2. lNoBTOPUTBL JencTeua no
yOarneHuto nonnTUKK.
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Coo06LeHune Ha akpaHe IBM

MpuyunHbI NoAABNEeHUA coobLeHns
1 nopsagok gencrteun Ab

25

HekoppekTHbIN ¢hann wabnoHa

Mpuy4KnHbI:

dann  npumeHsemoro  wabnoHa
noBpexaeH

Mopsanok oencTBUn:

Ncnonb3oBaTtb Apyrou dann
WwabnoHa unun cosaaTtb HOBbIN

26

dann waodnoHa He HanageH

Mpu4nHbI:

dann npumeHsieMoro wabnoHa He
HangeH

Mopsapok aencTBum:

[NpoBepuTb Hanu4ne danna
wabnoHa sdztpl.xml B KOpHEBOM
pasgene BblIGpaHHOro ycTpomncTea
XpaHeHUs AaHHbIX

27

dann ooHoBNeHUsa He HangeH

Mpu4KnHbI:

dann obHoenenust MO usgenunsa He
HanpgeH

Mopsapok aencTBum:

MpoBepuTb Hanu4ne danna
o6HoBNEHMWSA SDZUPD.BIN B
aupektopun SDZ_Upd B KOPHEBOM
pasgene BbiOpaHHOro YCTPOWCTBaA
XpaHEHNS OaHHbIX
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Coo06LeHune Ha akpaHe IBM

MpuyunHbI NoAABNEeHUA coobLeHns
1 nopsagok gencrteun Ab

28

MpeBbIWeH NMMMUT YCTAaHOBKK (palrnioB Ha KOHTPOIb!

Mpuy4KnHbI:

[NpeBblWweHO MakcumasnbHoe
KONM4yecTBO KOHTPONUpyembIX
06beKTOoB, YCTaHOBMNEHHOE B

pasaene «OCHOBHbIe HAaCMPOUKU»

Mopanok oencTBUn:

N3meHUTb yCTaHOBMNEHHOEe
3HayeHue MaKCUMarnbHOro
KonuyecTea KOHTPONMPYEMbIX

obbekToB (hannoBo CUCTEMbI B
pasgene «OCHO8HbIE HACMPOUKU»

OwmnbKa yCTaHOBKU Ha KOHTPOIb

Mpu4ynHbI:
YctaHoBka Ha KL ycTponcTBa
CD/DVD-ROM, He copgepxallero

MoaKMt4YeHHbI HocuTenbs CD/DVD

29 Mopsaaok aencTBui:
Mopgkntountb Hocutenbs CD/DVD u
NOBTOPUTbL [ENCTBUSA MO YCTaHOBKE
Ha KOHTPOIb
Mpu4KnHbI:
QKcnopT XypHana KOHTpOns
NCMONMHEHUsT Koda Mpu OTCYTCTBUM B
XypHanupoBaHue KOHTPONAA  MUCNOSIHEHUSI  KoAda napameTpe «Kowmpone
OTKNIOUEHO ucrnosiHeHuUst KoOa»  3Ha4eHus
«BKriro4eH ¢ XypHasiupogaHuem»
30

HCMNOMHEHWA KOfAa OTKWYEH

’ KypHaanpoBaxue )18

Mopanok gencTBUN:

YcTaHoBUTbL B napameTpe
«Konmponb ucnonHeHusi koda»
3HavyeHune «BknroyeH c

KYpPHasiupogeaHuemM» W MNOBTOPUTb
onepauuto aKcropTa
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Mpuy4nHbI NosABNeHuA coobeHuns

Ne CoobLeHue Ha 3KkpaHe IBM . .
1 nopsapok nencreun Ab
MpnynHbI:
Owunbka B pabote gpaviBepa
Mpowusowna owunbka B gpanBepe IrGrammarUefi! [MHaMUYECKOro KOHTPONS
MCMNONHEeHna Koga nsgenus
18 3 - [ '1,": [ lj" BN ~2 3 mar " "? o o
. [lpon3sowna ounbxa B apanBepe IrGrammarUefi! MopsAaoK AeHCTBHI:
MpoaomknTb paboTy nnm
[¥] [poaonxnTs [ 1 OcTtaHOBHTE obpatutbes K Ab ANs
BOCCTaHOBIEHNS CUCTEMBbI
Mpu4nHbI:
Mpepynpexaaroliee cooblieHne o
3anofnHeHn annoBon CUCTEMbI Ha
. . 90%. Bo3amoxHa ayTeHTuduKaums un
CBoG6ogHOe MecTo Ha hanfioBOM cMCTEME NMOYUTH
noeHTudpurKaums Ab "
3aKoHuMnocsb! 5
nonb3oBaTenemn
32 Mopsapok aencTBuUm:
BbINOAHUTL  ayTeHTUMUKaALMIO U
noeHtndpukaumo Ab B cucteme u
COXpPaHUTb XKypHan Ha BHELUHWUN
HOCUTESb
Mpu4KnHbI:
CoobLeHune o) 3anosiHeHnn
annoson cuctembl Ha  95%.
CBoG6ogHOe MecTO Ha (hannioBon cucteme Bo3amoxHa  ayTeHTumkauus u
3aKoOHuYUNochb! naeHtTndukaumna Ab.
Mopsanok AencTBUn:
33 CBDﬁI]ﬂHEIE MECTO Had [IﬂITiI’IIJBIJFi CHCTEME 3aKOHYHNOCH?T

Texyuwada 3anoAHEHHOCTE GaRADBOR CHCTEMW: 95 ¥
BurpysuTe HypHan Ha BHEUHIK0 HARNOBYW CHCTIEMY A NPOADAKEHHS pabioTol

BbINONHUTL  ayTeHTUMKaALMIO U
noeHtTudpukaumo Ab B cucteme u
COXPaHUTb KypHan Ha BHELUHUN
HoCcKTENb
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Coo06LeHune Ha akpaHe IBM

MpuyunHbI NoAABNEeHUA coobLeHns
1 nopsagok gencrteun Ab

34

Cnoco6 ayTeHTU(MKaumMm agMmmMHUcTpaTopa obin
MU3MeHeH

Mpuy4KnHbI:

Mpepynpexaatowee coobuieHne ob
N3MeHeHun Tuna ayteHTndukaumumn B
nonuTuke ayTeHTudukaumm admin
policy nocrne npumeHeHus wabnoHa
nonuMTUK 6GesonacHoCcTu

Mopanok oencTBUn:

O6HOBUTL  ayTeHTUMMKaALNOHHbIE
JaHHble B COOTBETCTBUM  C
NPou3BefEeHHbIMA U3MEHEHUSMU B
nonutuke admin policy oo Bbixoga
N3 CUCTEMBI

35

BnokupoBka gocTtyna
AOCTYNA

JICTH dAMHHUCTPATOpa HCTEKMD

Mpu4nHbI:

JoctmxkeHne MaKCUMarnbHO
O0NyCTUMOro BpeMeHn 6e3aencrauns
AbB npwu paboTe ¢ KOHCOMbLIO

Mopanok gencTBUN:

Mepesarpy3nte 9BM 1 ocyLecTBUTb
ayTeHTUduKaumo n (vnn)
naoeHTudukaumo B koHconn Ab

36

OwunbkKa. YKasaHHbIN agpec HeJoCTyneH

Mpu4KnHbI:

HenpaBunbHo yKasaH agpec
cepBepa LDAP wuwnn  HeBepHO
CKOH(pMrypmpoBaHbl ceTeBble
HacTporkun 9BM

Mopsapok aencTBum:

MpoBepuTb KOPPEKTHOCTb
yKa3aHHbIX HaCTPOEK B MYHKTE MEHIO
«lMapamempsbi cemu u LDAP»

37

Owwunbka. He HanpeHo HM ogHon OC gnsa 3anycka.
ByneTt 3arpyxeHa koHconb C[13

~Ounbxa-

He nangeno uu ogHon OC ana 3anycka. byget sarpywena xoncons CfI3

MpunynHbI:

Ha 39BM OTCyTCTBYET
yCcTaHoBfneHHas wratHas OC

Mopanok nencTBUn:

O6patutbes k Ab
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MepeyeHb dannos OC Windows 10 x64 Bepcum 1909, pekomeHayembIx Ans ycTaHOBKM Ha KLY

Ne KaTtanor ®dann
...\Boot\

1 |wm memtest.efi
...\EFI\Microsoft\Boot\

2 ...\Windows\ explorer.exe

3 audiodg.exe

4 autochk.exe

5 consent.exe

6 csrsrv.dll

7 dilhost.exe

8 dwm.exe

9 gdi32.dll

10 hal.dll

11 KernelBase.dll

12 LogonUl.exe

13 Isasrv.dll
...\Windows\System32\

14 Isass.exe

15 Ism.dll

16 ntdll.dll

17 ntoskrnl.exe

18 Searchindexer.exe

19 services.exe

20 smss.exe

21 spoolsv.exe

22 svchost.exe

23 taskhostw.exe

24 user32.dll
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25 userinit.exe
26 win32k.sys
27 wininit.exe
28 winlogon.exe
29 acpi.sys
30 afd.sys

31 atapi.sys
32 ataport.sys
33 bowser.sys
34 Classpnp.sys
35 cng.sys
36 CSC.Sys

37 dxgkrnl.sys
38 dxgmms1l.sys
39 fileinfo.sys
40 fltMgr.sys
41 | ...\Windows\System32\drivers\ fvevol.sys
42 hdaudbus.sys
43 http.sys
44 18042prt.sys
45 intelppm.sys
46 luafv.sys
47 mpsdrv.sys
48 mSsrpc.sys
49 ndis.sys
50 netbt.sys
51 netio.sys
52 NSIiproxy.sys
53 ntfs.sys
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54

55

nwifi.sys

56

partmgr.sys

57

pciide.sys

58

pciidex.sys

59

raspptp.sys

60

rdyboost.sys

61

Serenum.sys

62

serial.sys

63

SIv.sys

64

SIv2.sys

65

tcpip.sys

66

tdi.sys

67

usbehci.sys

68

usbport.sys

69

volmgr.sys

70

volsnap.sys

71

vwififlt.sys

72

watchdog.sys

Wdf01000.sys
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MpunoxeHune b

MepeyeHb dannos OC Linux cemenctB Red Hat n Debian, pekomeHayeMbix O5isi YCTaHOBKM
Ha KL

Ne KaTtanor ®dann
OC Red Hat Enterprise Linux, Fedora, CentOS
1 -vmlinuz-NNN.hmac
2 config-NNN
3 initramfs-NNN.img
4 initrd-NNN.img
/boot
5 Symvers-NNN.gz
6 System.map-NNN
7 tboot.gz
8 vmlinuz-NNN
9 | Iboot/efilEFI/BOOT BOOTX64.EFI
10 |/EFI/BOOT fox64.ef
o [
12 | /lib/modules/NNN/ *
OC Ubuntu
13 abi-NNN
14 config-NNN
15 initrd.img-NNN
16 memtest86+.bin
17 | /boot memtest86+.elf
18 memtest86+_ multiboot.bin
19 retpoline-NNN
20 System.map-NNN
21 vmlinuz-NNN
22 | [boot/efi/EFI/IBOOT bootx64.&fi
23 | /EFI/IBOOT grubx64.efi
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24 fwupx64.efi
25 grub.cfg
26 ;E‘I):TZ ifl'jftzll Hbuntu grubx64.efi
27 mmx64.efi
28 shimx64.efi
29 /boot/efi/EFI/ubuntu/fw

/EFI/ubuntu/fw
30 | /boot/grub/! *
31 | /lib/modules/NNN/ *

lNpumevarue 1. Ha KLl yctaHaBnuBaiwTca Bce panrbl, pacnorioXXeHHble B YKasaHHOW
ANPEKTOPUMN.
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MpunoxeHune B

Cnncok BO3MOXHbIX KOAOB OWKMOOK, BbigaBaembix Ab B coobueHun «System blockedy.
Mpumep coobuieHnst 1 nopsaok aenctemin Ab no yctpaHeHuto npuBeneH B Tabnuue 14.1
(cTpoka 2).

Ne | Kod owubku OnucaHue owu6bKu

O6wue owubkKu

1 0x101 HewnssecTtHas owmnbka
2 0x102 BupTyanbHas namsTb B cUCTEME 3aKOH4YMMNach
3 0x103 dannoBas cMcTeMa Haxo4UTCA B PEXMME KTOMBbKO YTEHUEe»
OwWwunobKN NHULUManNu3aunum 1 yCTaHOBKM
4 0x110 Pasgen ¢ rnaBHbIM MoAyneM He HangeH M He HangeHa
ONPEKTOPUS NEPBUYHON 3arpy3ku
5 Ox111 Owwnbka NpoBEpPKM UM CO3AAHNSA OUPEKTOPUM YCTAHOBKM
0x112 Owwubka B oyHkumn 3anncm NVRAM nepemeHHom
7 0x113 dann KOHTpPONA UCNOSTHEHNSA Kofda He HanaeH
3 0x114 Owwnbka ycTaHOBKM HACTPOEK B ApanBepe KOHTPONSA UCMONHEHUS
Koga
OwunbKM NnpoBepkn LucpoBbLIX NogNUCcCeN
9 0x120 Xew-cymma mogynsa nposepkn QLM HeBepHa
10 0x121 ®ann b1 SUIM He HangeH
HenpaBunbHaa CTpykTypa KaTanora OUPEeKTopuu YCTaHOBKW,
11 0x122 y
obHapyxeHbl nNuwHWe hannol
HenpaBunbHaa CTpyKTypa KaTtanora OUPeKTopuu YCTaHOBKW,
oBHapyxeHbl HegocTatowme ansbl.
12 0x123000 Py AocTatowe
MocnegHue gBa uucna B Koge OWWOKM yKasbiBalOT Ha HOMep
yaaneHHoro ¢anna cornacHo b 3L
Owwubka nposepkn uncposBon nognucu anna.
13 0x124000 MocnegHue gBa umcna B koAe OWMOKM yKasbiBalOT HA HOMEp
HEKOPPEKTHOro doansna cornacHo pacnosioXXeH o B ANPEKTOPUN
Ownbkn b
OcHoBHasa b noBpexaeHa WNu  HEKOPPEKTHbIN  KITHoM
14 0x130 A PexA PP
npeobpasoBaHus
15 0x131 XKypHan nospexaeH unm HEKOPPEKTHbIN Kto4 NpeobpasoBaHus
16 0x132 B AHI noBpexxaeHa nnm HEKOPPEKTHbLIN KN4 npeobpasoBaHms
17 0x133 OcHoBHoW B[] HeT nnu oHa nycras
18 0x134 B[] xxypHana HeT unv oHa nycras




G I S F‘A3 VH ‘D OPM C[O3 «SafeNode System Loader»
CEPBUC PykoBOACTBO agMUHMCTpaTopa. YacTb 2 196

19 0x135 B AHIT HeT nnun oHa nycTas
20 0x136 HekoppekTHbin 3anpoc B B[]
21 0x137 HekoppekTHbIn 3anpoc B B[] xxypHana
22 0x138 HekoppekTHbin 3anpoc B B AHI
OwnbKM Knr4ven nognmMcu u npeodbpasoBaHus
23 0x140 OTKpbITbIN KNto4 NpoBepkn AU He HangeH B xpaHunuiie
24 0x141 Krtou npeobpasoBaHnsa He HaNAEH B XpaHUnvLLe
25 0x142 ﬂePemeHHaﬂ C Xxew-cymmon pparveepa nposepku JUI He
HavgeHa B XpaHunuiie
26 0x143 ﬂePemeHHaﬂ C WHpopmMaumen o6 YyCTaHOBOYHOM pPEXUME He
HangeHa
Owunbkmn ogHoKpaTHOro Bxoaa B BIOS
27 0x170 MpoTokon ogHokpaTHoro Bxoaa B BIOS He HanpeH
28 0x171 Owwnbka oTKpbITMS ogHOKpaTHOro Bxoga B BIOS
OwunbKM 3arpysku moayneu
29 0x180 Owwubka 3arpyskn moayns nposepku SLIM
30 0x181 Owmnbka 3arpy3km Moayrs KOHTPONSA UCNONHEHNS Kofa
31 0x182 Owmnbka 3arpyskm moayns pabotsl ¢ AHIM

AKTUBaUus

32 0x200 He ynanocb cosgaTth yHUKarbHbIM aeHTUdukaTop nnatgopmeol
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NepeyeHb cokpalleHnn

ACPI Advanced Configuration and Power Interface (ycoBeplueHCTBOBaAHHbIN
NHTepdenc ynpasreHust KoHUrypauuemn nu nutaHnem)

AD Active Directory (cnyx06bl kaTanoroB kopnopauun Microsoft ans
onepaumoHHbIX cnctem cemenctea Windows Server)

BIOS — Basic Input Output System (6a3oBasi cuctema BBoga-BbiBoaa)

EXTS3, Extended File System (pacwunpeHHasn gannoBsasi cucrema)

EXT4

FAT32 — File Allocation Table (Tabnuua pa3smeLieHns dannos)

GPT GUID Partition Table (tabnuua pasgenos GUID, yactb cneumdumkaumm
UEFI)

GRUB Grand Unified Bootloader (3arpy34vk onepaumoHHOM CUCTEMbl OT NpoeKTa
GNU)

LDAP Lightweight Directory Access Protocol (npoTokon npuknagHoro ypoBHs Ans

poctyna K cnyx6e katanoros X.500)
LILO — LInux Loader (cTaHgapTHbIN 3arpy3duk ang Linux n BSD-cuctem)

LSB Linux Standard Base (COBMEeCTHbIA MPOEKT CeMenCcTBa OnepaLMOHHbIX
CUCTEM, OCHOBAHHbIX Ha Linux)

MAC — Media Access Control (ynpaBneHue gocTynom K cpeae)

MBR — Master Boot Record (rmaBHasi 3arpy3odHas 3anuchb)

MD4, B Message Digest 4, Message Digest 5, (anropuTmbl Kpuntorpaguyeckoro
MD5 X3LWMpPOBaHUS)

NTFS — New Technology File System (¢annoBas cuctema HOBOM TEXHOSOIMM)

PIN — Personal Identification Number (nn4yHbin naeHTUdUKaALMOHHBIA HOMEP)

PKI — Public Key Infrastructure (MHdpacTpykTypa OTKPbITbIX KIOYEN)

SHA1 —  Secure Hash Algorithm 1 (anroputm KpynTorpagnU4ecKoro XaLwmpoBaHus)
SMBIOS - System Management BIOS (cuctemHoe ynpasneHue BIOS)

TLS — Transport Layer Security (MpOTOKON 3aWuTbl TPAHCMOPTHOIO YPOBHS)


https://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%82%D0%B5%D1%80%D1%84%D0%B5%D0%B9%D1%81
http://www.gnu.org/software/grub/
https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%B3%D1%80%D1%83%D0%B7%D1%87%D0%B8%D0%BA_%D0%9E%D0%A1
https://ru.wikipedia.org/wiki/GNU
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8_%D0%B4%D0%B0%D0%BD%D0%BD%D1%8B%D1%85
https://ru.wikipedia.org/wiki/%D0%A1%D0%BB%D1%83%D0%B6%D0%B1%D0%B0_%D0%BA%D0%B0%D1%82%D0%B0%D0%BB%D0%BE%D0%B3%D0%BE%D0%B2
https://ru.wikipedia.org/wiki/X.500
https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%B3%D1%80%D1%83%D0%B7%D1%87%D0%B8%D0%BA_%D0%9E%D0%A1
https://ru.wikipedia.org/wiki/Linux
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/%D0%9E%D0%BF%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D0%B8%D1%81%D1%82%D0%B5%D0%BC%D0%B0
https://ru.wikipedia.org/wiki/Linux
https://ru.wikipedia.org/wiki/%D0%A1%D1%80%D0%B5%D0%B4%D0%B0_%D0%BF%D0%B5%D1%80%D0%B5%D0%B4%D0%B0%D1%87%D0%B8
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UDF — Universal Disk Format (yHuBepcanbHbIi AUCKOBLIN bopmarT)

UEFI — Unified Extensible Firmware Interface

URI — Uniform Resource Identifier (yHnnunpoBaHHbIN MOAEHTUUKATOP pecypca)
USB — Universal Serial Bus

Ab — AaomuHucTtpartop 6esonacHocTu

APM — ABTOmaTtmsnpoBaHHoe paboyee MecTo

AHI —  AyTeHTU(UKaALMOHHbIN HOCUTESb Nonb3oBaTens

B — basa gaHHbIX

roCT — [ocypapcTBeHHbIN CTaHgapT

ACH — [aT4mk cnyyamnHbIx Ynucen

NAD —  WpeHTudukaums n ayteHTUdUKaLms

KW —  KoHuaeHumanbHas nHgpopmauma

KL —  KOHTpoOnb LenocTHOCTH

oC — OnepaunoHHas cuctema

no — [MporpammHoe obecnevyeHne

C — CekpeTHO

cas — CpencTBo AOBEPEHHOW 3arpy3Kku

®C — ®annosas cuctema

®CTIK depepanbHaa cnyxba no TeXHUYECKOMY WU  3KCMOPTHOMY KOHTPOISIO

Poccunckon ®enepaunn
9BM —  OnEeKTPOHHO-BbIMUCIUTENbHAA MaLUUHA
aoa —  3JkcnnyaTaumoHHas JOKYMeHTaums

aun —  OnekTpoHHas umdposasi NOANUCH



