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1 HasHnadenue MK «Efros Config Inspector» v.3

MporpammHbin komnnekc (MK) ynpaBneHnsa KoHpUrypaumamm n aHanmsa 3awueHHOCTH
«Efros Config Inspector» v.3 (ganee, K «Efros Config Inspector» v.3 wnu [1K)
npeAHasHayYeH 4ns akTMBHOrO ayguTta ceTeBoro ob6opyaoBaHust, CepPBEPHBIX U KIMEHTCKNX

onepaunoHHbIX CUCTEM

(OC),

a TaKxe

BUPTYyanbHbIX cped. AKTUBHbIN

ayout

KOHTpOnMpyemoro o60pyooBaHNA OCYLLECTBNSAETCA C MWCMNONb30BaHMEM MNPOTOKOMOB,
yKasaHHbIX B Tabnvue 1.

Tabnuua 1 — MNpoTokonkl, ncnonedyemble Ha cepBepe NK gns ayanta obopynosaHuns

MpoTokon Foe ucnonb3ayerca YctpounctBa/®yHkuum | MoppepxuBaembie OC
Mogynu CeTteBble ycTporictBa (Windows Server 2016
SSH B3aMMOAENCTBUA C Astra Linux Special Edition
ceTeBbIMM v. 1.6, PEO OC v.7.2
ycTporcTBamu
Moaynun
Telnet B3aMMOOENCTBUA C
ceTeBbIMU
yCTpomncTBaMu
Mogaynb Active Directory \Windows Server 2016
LDAP B3aMMOAENCTBUSA C
Active Directory
CPMI Mogaynb CheckPoint \Windows Server 2016
B3aMMOAENCTBUA C SmartCenter Astra Linux Special Edition
LEA CheckPoint v. 1.6, PEQ OC v.7.2
Mogaynb Cisco ACS \Windows Server 2016
REST B3aNMOLENCTBUS C Cisco Firepower Astra Linux Special Edition
(HTTP/HTTPS) | yctporctBamun Cisco v. 1.6, PEO OC v.7.2
ACS
Mogynb Cisco UCM Windows Server 2016
Cisco B3aMMOLENCTBUSA C Astra Linux Special Edition
Administrative ceTeBbIMMU v. 1.6, PEO OC v.7.2
XML (AXL) ycTtporictBamu Cisco
UCM
Mogynb Citrix XenServer Windows Server 2016
XenAPI B3aMMOLENCTBUSA C Astra Linux Special Edition
Citrix XenServer v. 1.6, PEO OC v.7.2
WMI Mogynb 3arpyska HacTpoek \Windows Server 2016
B3aMMOLENCTBUSA C Hyper-V
Hyper-V BbinonHeHune Windows Server 2016
Poyvershell "
(WinRM) cooTBeTcTBUA Hyper-V
SMB 3arpyska annos BM  |Windows Server 2016
Hyper-V
Microsoft RTC Mogynb OT!'IpaBKI/l OTtnpaBka coobuwieHmnn Windows Server 2016
AP coobLeHnn yepes MS | B Lync
Lync
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MpoTokon Foe ucnonb3ayerca YctpounctBa/®yHKkuum | MoppepxuBaembie OC
Microsoft Mogynb oTnpaBku OTnpaeka nnucem \Windows Server 2016
Exchange Web | coobuwieHnii yepes MS | Exchange
Services Exchange
Managed API
Mogynb oTnpasku OTnpaBka nucem \Windows Server 2016
SMTP nMcemM no NpoTOKOIy SMTP Astra Linux Special Edition
SMTP v. 1.6, PEO OC v.7.2
Mogynb oTnpaBku Otnpaeka Syslog- \Windows Server 2016
syslog-coobLeHunn coobLLeHui Astra Linux Special Edition
Syslog afMUHUCTpaTopam v. 1.6, PEO OC v.7.2
cetu
Mogynb Syslog-cepsep | Syslog-cepsep npuema
coobLweHnn
CkaHep cetun gns Mownck ycTpoKicTB B \Windows Server 2016
nocnegyroLero cetn (SNMP ckaHep) |Astra Linux Special Edition
SNMP pobaBneHus v. 1.6, PEO OC v.7.2
HaWdEeHHbIX YCTPONCTB
B CMMCOK YCTPOMWCTB
VIX API (SOAP, | Moaynb vCenter, 3arpyska \Windows Server 2016
HTTPS) B3aMMOLENCTBUS C HacTpoek
HTTPS vCenter vCevnter, 3arpyska Windows Server 2016
¢annos BM
Windows-areHT C6op gaHHbIx ¢ OC Windows Server 2016

MponpueTapHbIn
Ha 6a3e HTTPS

Windows oT areHTa

Astra Linux Special Edition
v. 1.6, PEO OC v.7.2

Mprem coobuieHnn ot
Windows-areHTa

\Windows Server 2016
Astra Linux Special Edition
v. 1.6, PEO OC v.7.2

Cepeep MoakntoveHne \Windows Server 2016

KOHCOMnKW K cepBepy Astra Linux Special Edition
v. 1.6, PEO OC v.7.2

B3anmopgenctemne Windows Server 2016
mMexay cepeepammn B |Astra Linux Special Edition
nepapxum v. 1.6, PEO OC v.7.2

Konnekropsl BaaumopewncTteue ¢ Windows Server 2016
KoSiekTopamm

Cnuncok npoToKonoB M MoAdyren, ¢ ucrnonb3oBaHnemM KoTopblx Ha cepsepe [MK «Efros
Config Inspector» v.3 MOXeT OCYLLeCTBMNATLCA aKTUBHbIA ayauUT CETEBOro U CepBEPHOro
obopygoBaHus,, MoOxeT OblTb pacwupeH 3a c4yeT pa3paboTkm U  BKIOYEHUS B
NPOrpaMMHbIA KOMMSEKC COOTBETCTBYIOLLNX BHELLUHUX MOAYEN.

1.1 Crpykrypa K

MK «Efros Config Inspector» v.3 nocTpoeH Ha ocHoBe apxuTekTypbl «KnneHTt - Cepeep» n
COCTOMT U3:
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—  CepBepHOM 4YacTu (ganee — cepsep) — YCTaHABNMBAETCHA Ha BblOeNEeHHOW
OBM nopg ynpasneHmem OC Windows, Astra Linux Special Edition (Smolensk) v. 1.6, PE[]
OC v.7.2;

- KIMEHTCKOM KOHCONW — YyCTaHaBNMBaETCs Ha cepBepe NoA YynpasreHnem
OC Windows, nnbo moxeT ObiTb yCTaHOBMeHa Ha Apyrnx paboumx cTaHuusx nog
ynpasneHnem OC Windows 1 nogkntoyeHa K cepBepy no CeTu;

— windows-areHTa — YCTaHaBNMBAeTCA Ha KOHTPOSIMPYEMOM KOMMbOTEpPE
3akasuyuka nog ynpasneHnem OC Windows 1 NOAKNIOYEH K cepBepy MO CeTH;

- BHELLUHMUX MOAyNen — YyCTaHaBfuMBalOTCHA BMECTe C CepBEPHOM Y4acTbi Ha
cepsepe;

- KonnekTtopa 3agad (ganee no TEKCTY — KOMMEeKTop) — yCcTaHaBNMBaeTCHa Ha
apyrmx paboumx CTaHuMsX W OCYLWEeCTBNSET MNOOKIMHYEHNE K CEPBEPHOM 4YacTu
NpOrpaMmMHOro KoMnsekca.

CepBepHas YyacTtb obecneymBaeT BbIMNOSIHEHNE OCHOBHbIX hyHKUuK MNMK. BHewHne mogynu
n Windows-areHT coeguHsaoT cepBep [IK ¢ ycTpouctBamuM N0 pasfnnyHbIM
KOMMYHUKALMOHHbBIM NPOTOKOSaMm.

KnueHTckas KOHCOMb nokniodaeTca K cepepy no npotokony TLS n moxeT paboTatb
OOHOBPEMEHHO Ha  HECKOSNbKUX KOMMblTepax. YNpaBfeHue KOHTPONMpyemMbiMU
yCTpOMUCTBaMMK, a Takke agMuHUCTpupoBaHue cepBepa [1K ocyuwectBnaeTca u3
KIMWEHTCKOM KOHCOIW.

Hanuble MK «Efros Config Inspector» v.4 xpaHATCA BO BHELWHeW cucteme yrnpasreHus
6asamu pganHbix (CYB[). B kadectBe BHewHen CYB[ nopaepxusatorca: MySQL 5.5,
PostgreSQL 9.4, Microsoft SQL Server 2012 (Takke nogoepXmBarTCs HOBble Bepcuu
AaHHbix CYB) vnn 3awmwenHas CYB[ «Jatoba» (OO0 «lasmHgopmcepsucy). CYB[
MOXeT BbITb yCcTaHoBMeHa nokanbHo Ha cepsepe MK nubo Ha yaaneHHOM KommbloTepe
(nanee — cepBepe B[) n nogknioyeHa k cepsepy [NK no cetn. [Ons obecneyeHus
Hauny4dwen npounsBogutTenoHoctTn [1K pekomeHayeTca wucnonb3oBatb Microsoft SQL
Server.

1.2 ®PyHKUMOHaNbHbIE BO3MOXHOCTU
lMporpaMmmHbIn KOMMNeKC obecnevmBaeT BbINOSTHEHME CrieayroLWwmX YHKLMNA:

- MOHUTOPUHI  yBEAOMMEHMA O CcOObITMAX KOHTponda u 06 owwnbkax
BbIMONHEHNSA 3a4aHN YCTPOUCTB B rpadpuyeckoM 1 TEKCTOBOM BUAE;

- BeJeHue crnucka KOHTponupyembix Ha cepsepe [1K ycTpoucTtB u rpynn
YCTPOWCTB;

- 3arpyska Ha cepep [1IK TeKCTOBbIX KOHUrypaumm KOHTPOSIMPYEMbIX
YCTPOWCTB (TEKCTOBbIX (pansioB, BbIBOAOB KOMaHA);

- KOHTPOSIb  TEKYLMX CTaTyCOB KOHTPOSIMPYEMbIX YCTPOUCTB W  TPynn
YyCTPOMCTB (MPOCMOTP YBEOOMSIEHUI O COOBLITUSX, 3aPMKCUPOBAHHbBIX AS151 YCTPOUCTB U
rpynn ycTPOWCTB, onepauusiX, BbINOMIHEHHbLIX C YCTPOMCTBaAMM W rpynnamu, U apxvea
OTYETOB O COBBLITMAX MU Onepauunsax);
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- 3arpyska u bopmMmpoBaHMe OTYETOB MO HACTPOMKaM, JIOKanbHbIM (hannam
N NapameTpam paboTbl KOHTPONIMPYEMbIX YCTPOWCTB;

- BbIMONIHEHNE [OEeWUCTBUA C YCTPOMCTBaAMW (3arpy3ka OTYETOB, MpOBepKa
CcoefMHEHUs, KOH(UrypMpoBaHMe 1 BOCCTaHOBIIEHWE KOHMUrypaunm KOHTPONMPyeMbIX
YCTPOWCTB) M rpynnamm yCTponcTs (0OOHOBMEHNE YCTPOMCTB, KOHpUIypauusa yCTPONCTB);

- BeJeH1e apxuBa TEKCTOBbIX KOH(Urypawumm n oTYETOB;

- KOHTPOSb U3BMEHEHNN TEKCTOBbLIX KOHpUrypaLmm n oT4eToB;

- BbIMOJSIHEHNE MNPOBEPOK COOTBETCTBUSA KOHUrypaumum KOHTPOSMPYEMbIX
yCTpOMnCTB TpeboBaHuaM 6e3onacHocTn (compliance npoBepkn);

- BbIMOJSIHEHNE  MPOBEPOK  Hanuuns  yA3BMMOCTEM  KOHTPOSMPYEMOro
obopynoBaHus;

- NMOUCK YCTPOMUCTB B CETU (CKaHMpOBaHWE CeTwn);

- cbop n obpaboTka cobbiTnI (COOBLLEHNIN) C KOHTPONMPYEMbIX YCTPOUCTB;

- BeJeHue XypHana coObITUN, BKITOYaOLLNIA ayauT  OenctBum
nonb3oBaTesien KOMMMekca, C BO3MOXHOCTbIO HAaCTPOWKM >XypHana (dpunbTpauums,
BblGOpKa, MOCTPOEHME OTYETOB);

- BbINOJSIHEHWE NPOBEPOK YCTPOMUCTB U Py YCTPONCTB MO pacnmcaHuio;

- BO3MOXHOCTb HAaCTPOMKM peakuMm KoMmnnekca (BbIMOfIHEHME MPOBEPOK,
oTnpaska nMcemM n coobLleHnin) Ha cobblTna (Kak NMPUHATbIE C YCTPOWCTB, Tak U coObITKS
CUCTEMBI);

- oTnpaBka nucem, coobLLEeHWI BO BHELLUHNE MHPOPMALMOHHbIE CUCTEMBI;

- BeJeHue Crvcka nornb3oBaTernen KoMnnekca ¢ BO3MOXHOCTbIO ynpaBeHus
nonb3oBaTenamu (gobasneHne nonb3oBaTeneun, rpynn nonb3oBartenen, 6noknposaHue,
akTMBauus, yaaneHue y4eTHOM 3anvcy nonb3oBaTtend, CMeHa napons nonb3osaTens);

- naeHTUdMKaunua n  ayTeHTudukauus nonb3oBaTenen KOMIMrekca Ha
cepsepe MK ¢ ucnonb3oBaHuem unaeHTudukatopa v naposien. lNpumeHeHne 3awunThbl
obpaTtHon cBA3n «cepsep K — nonb3oBaTenb» B npouecce ayTeHTUdukauum;

- aBTOMaTu4eckoe OnokmpoBaHne uaeHTudukatopa nonb3oBatens [1K
nocne 45 gHen ero HENUCNoONb30BaHUS;

- aBTOMaTu4yeckas npoBepKa XapakKTepuUCTUK naporen npu ux co3gaHuw,
NpoBepKa CNOXHOCTU Maponeun, NpoBepka napornen rno uctopum naponen (3anpet Ha
Mcnonb3oBaHMe nosnb3oBaTtenemM nNbOro M3 paHee WUCMNONb30BaHHbLIX Maponen npu
CO34aH1MN HOBbIX);

- OorpaHvyeHMe BpPEMEHU  OdencTBus  naponen  (MakcMmanbHoe U
MUHMMaNbHOE BpeEMS);

- poneBoe U1 AOUCKPELMOHHOE pasrpaHuvyeHne [JocTyna nonb3oBaTenemn
komnnekca k cepsepy [1K, K crnvcky KoHTponupyembix Ha cepBepe [1K ycTpouncTs,
BKMOYAA onepauuu no YTEeHWHo, 3anucu (yganeHuto) paspelléHHble K BbINOJSTHEHUIO
nonb3oatenam K npu goctyne K KOHTPONMpyeMbiM YCTPOMCTBaAM U K onepauusm Ha
NOOYNHEHHbIX CepBepax;

- pasgeneHne nosiHoMouvmMin (poren) nonb3oBaTenen n agMUHUCTPaTOpPOB
KOMMfekca, C npedocTaBneHWeM npaB W MpuBUIErMn no AOCTyny K napametpam
HaCTPOWNKN UCKNIOYUTENBHO agMUHUCTPATOPY;

- HaCTPOMKM MNpaBuSl  MUCMNOSMb30BaHUA naponen W yaaneHHoW paboThl
nonb3oBarterien komnnekca ¢ cepsepom [K;
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- OnoOKMpOBKa BO3MOXHOCTW noAknoyeHnn ¢ IP-agpeca Ha 15 muHyT, B
clfiydae 4eTbipex KpaTHOro BBOAA HEBEPHOW UWAEHTUMPUKALMOHHON WHJOpMaLnK
nonb3oBartens [1K;

- 9KCMOPT AaHHbIX KOHTPONS obopyaoBaHUsA B hann;

- HacTpoMKa napameTpoB 3arycka BHELUHUX MPorpamMm, MUCMNosib3yeMblx AJiS
paboTbl C KOHTponupyembiM obopypoBaHuem: SSH-coeamHenun, Telnet-coegmHenun,
HTTP-coegnHennn, HT TPs-coeguHenni;

- pacluMpeHne cnucka, nogaep>kKMBaemMoro KOMMrekcoM obopyaoBaHus 3a
cyeT nogknoyeHnsa kK cepsepy NK gononHUTenebHbIX Mogynen;

- XpaHeHne [OaHHbIX KOMMnekca B penduuoHHom Bl ¢ BO3MOXHOCTbIO
HaCTPOWKN CPOKOB XPaHEHUS;

- pe3epBupoBaHNE CEPBEPOB.

CepsepHas 4vactb K «Efros Config Inspector» v.3 obecneunBaeTt BbiNOMHEHNE (PYHKLUN
MK, B TOM yuncrne n yHKkumn no Hactpomke [MK:

- npoBepka/co3gaHne bl Ha cepsepe B[;
- NoAKmntoYeHne K CETEBOMY U cepBepHOMY obopyaoBaHuio, Windows-areHTam.

KnveHTcKkas KOHCOMb MOAKIIYaeTCa K CepBepHOM YacTu 1 npefocTaBnseT rpadpuieckuin
NHTepdenc s BbINOSIHEHUS CreayrLwmx QPyHKUMNA:

MOHUTOPUHI YyBEAOMIEHUN O COBLITUSX KOHTPOSISA U 06 owmnbkax BbINOSHEHUS 3a4aHWi
YCTPOMWCTB B rpacpnyeckom 1 TEKCTOBOM BUZeE.

1) PaboTa ¢ KOHTpOnMpyeMbIMU YCTPOMUCTBAMMU:

— BeLleHne CNUCKOB YCTPOMCTB U rpynn YCTPOUCTB;

— KOHTPOSb TEeKyLiMX CTaTycOB YCTPOWUCTB, (MPOCMOTP YBEAOMIEHUA O
cobbITMAX, 3adUKCUMPOBAHHBIX ANA  YCTPOWCTB, Onepauusx, BbIMOSIHEHHbIX C
YyCTPOMCTBAMMU, N apxmBa OTYETOB O COBLITMSAX 1 onepaunsx);

- BbIMOSNIHEHNE [OEeWUCTBUMN C YCTpoOUCTBaMu (Hanpumep, 3arpys3ka OTYeTOB,
npoBepka COeAMHEHUS, KOHMUrypupoBaHMe U  BOCCTAHOBMEHWE  KOHUrypaumm
YCTPOWCTB);

— OOHOBMEHNE U3BECTHbIX YA3BUMOCTEN AN YCTPOUCTB.

2) Cbop mn obpaboTtka cobbiTu. [MpocMOTP >XypHana coObiTUA C BO3MOXHOCTbIO
HaCTPONKM XXypHana (punbeTpaums, Bolbopka, NOCTPOEHNE OTHETOB).

3) HacTtpownka l1K:

a) HaCTPOMWKU KOHTPOIS:

— 3agaHue TpurrepoB Ans o6paboTku cobbITMI, NPoU3oLWenLNX B CUCTEME U
Ha YCTPOWUCTBAX;

— ynpasrieHMe npodunsamn ans rmbkoM HaCTPOWMKM napamMeTpoB KOHTPOSS
YCTPOWUCTB;

— ynpaBrieHMe oTyeTaMu, NPOBEPKAMWU, KOHTPONEM KOHUrypauum yCcTpoOMCTB
n dannoBbiX OObEKTOB;

— ynpasrieHue NpoBepKaMun YyCTPOUCTB, HACTPOUKa NPaBuUIl U UCKITHOYEHWUM;
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— HacCTpoMKa pacnucaHun 3arpys3kum OTYETOB W BbINOSHEHUS onepauun c
yCTponcTBamu;

— HaCcTpoMKa CKpbITUS/paspelleHns 3arpy3ok UM KOHTPOSiS  LIEeNIOCTHOCTU
BblYMCNsieMbIx/nosiy4aembliX C YCTPONCTB OTHYETOB;

— HacTpouka NOSNIUTUKK MeXceTeBbIX 9KpaHoB npwu co3gaHuun
nonb30BaTENbCKNX NpaBu NPoBepPoK 6e3onacHoCTy;

0) agMMHUCTPUpPOBAHME:

— HacTpoKKa cpokoB xpaHeHust aaHHbix B B[ l1K;

— MOAKNYEHNE, OTKINIOYEHNE N HACTPOMKa BHELUHUX mMoaynen anga pabotbl
KOHTPONMPYEMbIMWN YCTPONCTBaMU;

— ynpaeneHue nonob3osatenamu lK;

— HaCTpoViKa nepapxum cepBepos;

— HaCTpoViKa pe3epBMpOBaHUs CEpPBEPOB;

— HaCTpOWKa KONNeKTopos.;

— HacTpowka napameTpoB 06HoBMNeHUsA 6a3bl AaHHbIX ysa3sumocTen (BOY);

— ynpaBrieHMe NULEH3NSIMU CUCTEMBI.

4) HacTtponka napameTpoB 3anycka BHelHux nporpamm: SSH-coeguHeHun, Telnet-
coegnHennn, HTTP-coegnHeHnn, HT TPs-coeanHeHun.

Konnektop 3apay (manee no Tekcty — konnektop) [K «Efros Config Inspector»
NOAKIIYAETCs K CEpBEPHOM YacTu nporpaMMHoro komnnekca. MNpu Hanuumm 6onbLioro
KOnMYecTBa 3afay CepBepHOM YacTu (Hampumep, 3arpy3ka oT4eTOB), YacTb nepenaeTcd
Ha BbIMOSTHEHNE KOMNIEKTOPY.

O6opynoBaHve, nopaepxuBaemoe cepBepHon 4vacTtbio «Efros Config Inspector» v.3,
ycTaHoBreHHoM Ha pasHble nnatdopmbl (OC Astra Linux Special Edition (Smolensk) v.
1.6, PEL OC v.7.2 n OC Windows), npefcrtasneHo B Tabnuue 2.

Tabnmua 2 — [lepedyeHb noggepxuBaemMoro o6opyaoBaHUS CEPBEPHON YacTblO
«Efros Config Inspector» v.3 ycTaHOBNEHHOW Ha pasfnuyHble NnaTgopMsbl

MopnepxmuBaemoe obopynoBaHue PEOQ OC v.7.2 Astra Linux SE Windows
(Smolensk) v.
1.6

3Com OS OA OA OA
AD Domain HET HET DA
AlX OA OA OA
Azimut (Marlin) OA OA OA
Allied-Telesis AT-GS950 OA OA OA
Astra Linux OA OA OA
Avaya OA OA OA
Eltex (ESR, MES, WOP/WEP) OA OA OA
Huawei VRP OA OA OA
Cisco (ACS, ASA, AsyncOS, CatOsS, OA OA OA
FTD, FWSM Module, 10S, 10S XE,

I0S XR, IPS, NX-OS, PIX, SMB, UCM

10.0, UCM 8.5, Unified Phone 78xx,

Unified Phone 88xx, WAP, WLC).



mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(3Com).xml/index.html%237EF1CF67-1571-4593-B1E2-CE3B1C8A8D94
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(ActiveDirectory).xml/index.html%2390E04EBD-334B-4F12-A941-CD55C95AAE67
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(LinuxGeneral).xml/index.html%23BA4ACAF9-6E9B-475B-A2E4-40D45501B032
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(AlliedTelesis).xml/index.html%23F940A710-08E7-476E-804B-C5BFEB6F61FF
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(LinuxGeneral).xml/index.html%23FBDE20F6-EDB4-4AC1-8880-A7D8A7FAD039
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Avaya).xml/index.html%236CC63F37-536F-438A-8061-886CCCD1A284
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Huawei).xml/index.html%2381D33B11-0424-4922-9832-2819CFD5FB8C
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(CiscoACS).xml/index.html%23F36519A5-6DE7-4A77-A456-BE5C991BF70E
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NMopnepxmuBaemoe obopyanoBaHue PEQ OC v.7.2 Astra Linux SE Windows
(Smolensk) v.
1.6
Check Point (GAIA, R80 Management OA OA OA
Server, SecurePlatform, SmartCenter)
Crossbeam XOS v.9 OA OA JOA
DATAPK HET HET OA
Dionis (LX, NX 1.1, NX 1.2, NX 2.0) OA OA OA
D-Link (DES, DGS) OA OA OA
Edge-Core ECS OA OA JOA
Extreme 220 series OA OA OA
Fortinet FortiGate OA OA OA
FreeBSD OA OA OA
Hirschmann MAR OA JA OA
HP (BladeSystem HP, Comware OA OA OA
Switch, Procurve, Virtual Connect, UX)
Juniper JUNOS OA OA OA
Korenix JetNet OA OA JOA
Lenovo ENOS 8.4 OA OA OA
Linux OA OA OA
Marlin OA OA OA
Mikrotik RouterOS OA OA OA
Moxa (EDS, MGate) OA OA OA
MS SCVMM (Virtual Machine Manager HET HET OA
2008 R2, 2012 R2, SCVMM Group,
Hyper-V 2008 (R2 VM, R2 xoct, R2
XOCT C KOHTPOfeM  LEfOCTHOCTH),
Hyper-V 2012 (R2 VM, R2 xoct, R2
XOCT C KOHTPOMEM  LENOCTHOCTW),
Standalone Hyper-V (2008 R2, 2012
R2))
Nateks (NX-5100, NXI-3030, NXI- OA OA OA
3050)
NIS OA OA OA
Palo Alto Pan-OS OA OA OA
PKCC (OmniAccess 700, OmniSwitch OA OA OA
6850, OmniSwitch 7710, OmniSwitch
7750, OmniSwitch 9000, Onyx)
QTech QSW OA OA OA
Raisecom ISCOM OA OA OA
Rockwell Cisco 10S OA OA OA
Siemens Scalance X-300 series, X-400 OA OA OA
series
S-Terra VPN Gate OA OA OA
SunOS OA OA OA
ViPNet Coordinator HW OA OA OA
VMWare vCenter (vCenter (VCSA, HET HET OA

Windows), Standalone ESXi c
KOHTponem dannos no HTTPS (SSH),
VM (5.0, 5.1, 5.5, 6.0, 6.5), Host, Host
C KOHTpOMeM LenoCTHOCTN ¢hannos no
SSH (HTTPS), Folder, Datacenter,
vApp, Resource Pool, ESXi OC c
KOoHTponem cawnnos no HTTPS (SSH),
Cluster)



mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(CheckPoint).xml/index.html%2358BDCDB3-B07B-49EC-900D-6DFA75C494B1
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Crossbeam).xml/index.html%23E84DF0ED-72DA-4D64-BA1A-8D76656CAC47
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(DataPk).xml/index.html%2396FBC974-3795-4666-B891-66ADAC907286
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(FactorTS).xml/index.html%2353D96E14-1775-4B48-88CF-C61FDC31623F
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(D-Link).xml/index.html%23E42564B5-87A0-4B30-A324-373FDAB43672
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(EdgeCore).xml/index.html%23C6DCF802-4D04-44F0-90CA-57E6F39807D5
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(ExtremeNetworks).xml/index.html%23FC02C31D-A2F0-465B-8D5C-F146ACFE37DB
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Fortinet).xml/index.html%23E19B3175-E1CA-4EF6-9DC7-B4048CA07F71
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(LinuxGeneral).xml/index.html%233C7397E3-C693-4A43-BDF7-F45255073295
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Juniper).xml/index.html%235D5AED6D-07ED-45BE-81C2-CC1DA87D45AD
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Korenix).xml/index.html%23B3322F58-4EC3-4CA8-A517-B2C57B6C5825
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Azimut).xml/index.html%23D9C1EA6E-3686-4ADF-9A65-456EEA48821B
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(Mikrotik).xml/index.html%231D75B848-3E3D-4533-9131-E78E0135BD48
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(HyperV).xml/index.html%236143F1BD-36C7-4765-B71A-3A34505B0680
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(HyperV).xml/index.html%23F6DC97DF-0DD0-40C4-9608-9DA0EE7419F9
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(HyperV).xml/index.html%23F6DC97DF-0DD0-40C4-9608-9DA0EE7419F9
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23EEBBB601-3831-4C13-B7E9-A2DAAEA84FBC
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23EEBBB601-3831-4C13-B7E9-A2DAAEA84FBC
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23C7BBEEC1-F40A-4BE9-9DAD-FE7543E85AE1
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23C7BBEEC1-F40A-4BE9-9DAD-FE7543E85AE1
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23C7BBEEC1-F40A-4BE9-9DAD-FE7543E85AE1
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23AE3AC2D5-21BD-4351-BC3F-2A13AC31113A
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23312FD393-DDC8-4D09-A9B7-965930041EF8
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23622620C7-0C0A-4CD0-860D-5D336677D2C2
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%2379E5CEDF-203C-47D1-BDAE-A2E6613692E3
mk:@MSITStore:C:%5CUsers%5CVELICH%7E1%5CAppData%5CLocal%5CTemp%5CRar$DIa0.135%5CModulesDescripion.chm::/Feature(vCenter).xml/index.html%23FC75A16D-3E96-4829-8755-095DA0A361DA
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NMopnepxmuBaemoe obopyanoBaHue PEQ OC v.7.2 Astra Linux SE Windows
(Smolensk) v.
1.6
WatchGuard Fireware (OS, XTM OS) OA OA OA
Windows OA OA OA
XenServer OA OA OA
Zelax M-1-MEGA OA OA OA
ZyXEL ZyNOS OA OA OA
MonvroH (ApnaH, NH3ep) OA OA OA

Otnnune dyHkumn MK «Efros Config inspector» v.3 ycCTaHOBMEHHOro Ha pasHble
nnatgopmbl (OC Astra Linux Special Edition (Smolensk) v. 1.6, PEL] OC v.7.2 n OC
Windows) npeacrasneHo B Tabnuue 3.

Tabnuua 3 — PyHkymoHanbHble pasnuumna K «Efros Config inspector» v.4 npu
pa3BepTbiBaHUN Ha pa3nnyHbIX NnaTgopmax

A515 noKasibHOW YCTaHOBKM
COBMECTHO C CEpBEPOM,
peanuaytoLlen rpadomyeckun
NHTepenc onga ynpasneHns
dyHKUmsaMun TTK

(ncnonb3yeTcst KOHCOSb,
yCTaHOBIEHHas Ha cepBepe
nog ynpasnexHunem OC
Windows Server 2016)

(Mcnonb3yeTcs KOHCOMb,
yCTaHOBMEHHasi Ha cepBepe
nog ynpasnexHvem OC
Windows Server 2016)

DPyHKUMMU PE[ OC v.7.2 Astra Linux SE Windows
(Smolensk) v. 1.6 Server 2016
WoeHTtndpukaums v HET HET OA
ayTeHTudmKaLms
nonb3oBaTtenen Noa AOMeHHOMN
y4eTHOW 3anucblo
Hanwnuyne KnnMeHTCcKon KOHCOMU, HET HET OA

1.2.1 OGpaboTka OoT4eTOB

OtyeTbl (hopmupyloTCs NyTEM 3arpy3km C YCTPOWCTB MM Yepe3 npeobpasoBaHve U3

CYLLIECTBYHOLLMX OTYETOB.

OT4YeTbl NO3BONSAIOT:

—  MpocMaTtpuBaTb AaHHblE YCTPOWCTB;

—  BbINOMHATb hUnbTpaLMIO U BbIGOPKY;
—  OTCnexuBaTb M3MEHEHME HACTPOEK YCTPONCTB, XPaHUTb apXmMB N3MEHEHUN;
—  KOHTPONMpOBAaThb LENOCTHOCTb HACTPOEK;

—  npoBepsiTb
NPOBEPKM.

KOPPEKTHOCTb

HaCTpoOeEK,

MCMoJb30BaTb

OOMOJIHUTEIbHbIE
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MK nosBonsieT co3gaBaTtb MONb3oBaTeNbCKME OTYETHI, BbIOMpasa nons m 3anucu u3
CYLLECTBYIOLLMX OTYETOB. Takas BO3MOXHOCTb B KOMOMHALUKN C PYHKLNAMM KOHTPOIIS
MK.

nosib3oBaTesib, MOXET COCTaBUTb CIMNCOK AONYCTUMbIX MPOLUECCOB U TMPOBEPATb

UEeJyioCTHOCTK co3daeT HOoBble  CUeHapun  MCNoJib30BaHUA Hanpmmep,

rpynny cepBepoB Ha COOTBETCTBME 3TOMY CIUCKY.

B MK noggepxusatotcsa cnegyrowme doopmMaTtbl OTYHETOB:

- OT4YeTbl O KOHdUrypauuu, BKNOYawowme B
CTPYKTYPUPOBAHHbIE OTHETHI;

— OTYET O NPOBEpPKE.

ceba TekcToBble W

Ha pucyHke 1 npuBedeHbl NpuUMepbl MNpenCTaBreHUnM oTyeTa, CoLeplKallero Crnucok
nonb3oBartesien, n3BnevyeHHbl U3 koHpurypaumoHHoro anna (K®) Cisco 10S.

_
e o [t} - & =l ]
Swmepr  Ofsanum,  Cpamum. B e Aepesa Cnepaym,  Pasepnm, oy

| Hazamie Inauenme Cnucanie

Womepdieiic negeniouenis € TACACSs
Memepdeiie nogeniouenies ¢ RATAUS. cepeeny

Cisce Bepress Forwarding (CEF) false nakeren.
= [Monssusarenn
= [Moasscesrens
s nonesceatena sdmin
Mepons He sazan MHer
Mapons DEOTOBZCAHO0A1016141D

Mapanerp ‘Seeret’
Ypoaesih npuninerl nonoRaTens

Tian windipuesio napun

Her
it
7

Arpuliyis
= Monescestens
Mass nonssosatens sdmint
Mapons He 1aan Her
Mapans 141E1EDE0S0ATE
Mapamierp ‘Secret’ Her
Vpnssn purm i e maren 15
Toans winpeastinn fapoin 7
Arpulyte
& T © g
3kcnopT  OGHoBWTs  CpasnwTe | B Bwge gepesa CBepHyTe  Packpeie
Monwzoeatenn
Wma nonssosatena Napons He 3aaH Mapons Mapamerp ‘Secret’ VpOBeHb NPUBANErMil NOABI0... TMN WIGPOBAHMA Napoaa
admin Her 06070B2C45400A41016141D Het 15 7
admin1 Her 14161606050A7TE Het 15 7
AlB Her 112E181F070004015473 Het 15 7
demo Aa Het
demol Aa Het
efrosis Her 022105411614002C1C17 Her 2
efrosci_test Her 044A1C031D3555 Het
efrosread Her 06210E3B5C5C0614554E Het
exporttest la Her
privl Her 03235A11161D2E411E50 Het 7
readonly Her 0023121C1449040B5F78 Het 10 7
red Her 0134071E4B19090271150E Her 7
redcheck Het 08064D54190B0A144252 Het 135 7
stest Her 515sDrLSSVCNIeASehRpovOtPk.. da 5
test na Her
Kon-so=15

PucyHok 1 — lNpumepbl NpeactaBneHnin otyeTa, CoaepKaLlero Crmcok nonb3oBaTenen,
nasneyeHHbin 3 Ko Cisco 10S

1.2.2 TpoBepku

MpoBepkn pobaendatoTca Ha cepBep 1K BmecTe C NOAKMOYMEHWEM BHELLHMX MOAynewn
paboTbl C yCTPOMCTBAMU, A1 KOTOPbIX OHM NpeAHa3HaYeHbI.
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[MpoBepkn MOryT UMeTb pasfnnYHble Ha3HaA4YeHUS:

—  BoOnpocbkl o6cnyxmnBaHusa. Hanpumep, npoBepka CUHXPOHU3aUUKU running- n
startup- koHgurypauum Cisco I0S;

- npoBepka cooTBeTcTBUA (Compliance). Hanpumep, npoBepka ayauTta
koH(purypaumm Cisco 10S no npasunam CIS;

—  YA3BMMOCTU CUCTeMbl. Hanpumep, BbIBOO TEKyLIMX YA3BMMOCTEN [OnS
Cisco 10S no crangapty OVAL (https://oval.mitre.org/).

[na HacTponKn NPOBEPOK NOA HYXAbl NONb30BaTENA NOAAEPKMBAIOTCSA:

—  BO3MOXHOCTb OTKIHOYEHNSA NPOBEPKMY;

—  BO3MOXHOCTb UCKITHOMEHUSI OAHOIO MM HECKOMbKNX NPaBui U3 NPOBEPKN;

—  BO3MOXHOCTb 3afaHusi UCKMNIOYEHUI Ons npaBun (Hanpumep, UCKN4YeHue
nonb3oBaTens u3 npasuna Heobxodumo wugpoeamb naposiu nosb3oeamenell).

Mpumep oTyeTa 0 pesynbTaTe NPOBEPKM NPUBEAEH Ha PUCYHKe 2.

i Mposepka noautik CIS ana Cisco 105

5 02103019 14532 {54 marad)

o — A1% (35w 8y

&% Ciseo 107214189 clone.

i = at )
Jenepr  Ofwsean Chapmyis ace Tamss mapuemas

I b . oyt [ARA) Tipofiaso i 12

> BRI copric ARA

< [ Hetnonmus sowansman ayvemmaducaiiun AL npw muons wa yorpocse
Tin ay an " yieta (AL
[r— Togin
Hactpodn: g Jana st
fxan wa yetpehtna (ogin ne e e
x| an ¥ AR 18 s AMIHSIC TMBORaHIE
> [ Heotuommma AAA syresmudiaumn Arn Koweonn W Aumi VTY
» Heotxoanmo 3a83TL IPOAL 41K PERHMA SaMMIMCT e
] oy AR A p
> [ AR anw xona wa
» [EA ectmaaumn Hactpoum. yeier komaka AR
Bl - | HAETROMTL YT i NOMCAM AAA-CAPRUER
] m AW HACTPOWTH yiaT peiana (Fxoc) © ARA
5 [El Meotxasma wactpouts yuer cotansax cofinmuit ¢ wenamaonsman Al
> B Heotxomima HacTpaMTL yueT CHCTeuNM COBTMA € HERBNLIOBAMNEM ARA

+ Aocryn & yoipohorey  Tpofiseee 2w 5

PucyHok 2 — OTyeT 0 pesynbTaTe NpoBEPKU
1.2.3 C6op, o6paboTka cobbITUN

MK «Efros Config Inspector» v.3 noagepxuBaetr cbop u XxpaHeHue cobbiTun,
npousowenwmnx Ha cepsepe MK nnun Ha KoHTponMpyemom o60pyaoBaHUK.

CobbITnst MOryT permctpupoBaTbca kak camum K (Hanpumep, npu 3arpyske oT4yeTa), Tak
N BHELUHUMKN MoaynsiMu (Hanpumep, Syslog-coobLieHus).

MMpn aTOM KOMMMEKC nogaepXxuBaeT gUHamMuyeckoe fobaBneHne HOBbIX TUMOB COOLITUN.
Momumo Tuna cobbiTvs Takke A06aBNAOTCA MOMs, KOTOpble COAEPXUT cobbiTue.
Hanpumep, mogynb Syslog-cepsepa peructpupyet Tun cobbitus Syslog-coobuieHne ¢
nonamu Facility, Severity, Address, Message.
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[MepeyveHb COBbLITUI MO YMOMYaHMIO:
—  3anyck 3agaHud rno pacrnvcaHuio;
—  3arpyska oTyeTa;
- aygwur,
—  COXpaHeHue oT4yeTa B apXuB;
— BbIMOSIHEHWE MPOBEPKYU;
- HapyLUueHWe LLenoCTHOCTH;
- BbINOSIHEHWE onepauuu;
—  pobGaBneHue, n3aMeHeHne yCTPONCTBA.

MK «Efros Config Inspector» v 3

15

B panbHenwem, gaHHble, cogepxawmecs B nonsax cobbiTuin, MOryT MCNOMb30BaTbCA A5
3agaHunsa ycroBum, Kak npu cunbtpaumm (puc. 3), Tak U npu HacTponke obpaboTymnkos

cobbitun  (tTpurrepo) (puc. 4). Bo3MOXHOCTb
nonb3oBatenam [MK «Efros Config Inspector» v.3
OnbimHbIU Nosib308amerib.

&« YerpoiicTea
P R 1 | g
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[ Wrnopt[17.07.2019 18:24:54]
Mt Cisco 7206 2507.2019 1. 3anyck geic...
' Cisco 7206 25.07.20121...  Hapywerme...
isco 7206 25.07.2019 1., 3arpyska oT..
&t Cisco 7206 25.07.2019 1., 3arpyska oT..
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AOCTYyrnHa
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Ouer "Cisco 105 'show processes U™ Ha...

3anyck AeiicTsWiE No TPHrTEpy “MsmereRMa...

3arpyseH oTuer Cisca 105 ‘show mac addr...

OTueT "Cisco 105 ARP TaBAMLa" USMEHEH b...

Sanyck AEACTEN NG TRHITERY “MaMEHEIA...

Otuet “Cisco 105 ARP Taénnua’™ He COOTBET...

3arpysen oTuer "Cisca 105 show arp’™

Jarpysxen atuer “Cisca 105 ‘show interface...

Farmrwcen aTuet “Cicen INS cha in rante'™

(2) root [Aamwmcrparon] =

CoXpaHEHHBIE GUIETPE!

Punetp

Coobuenme

[ @uremp no cosbuserr |

Mepuoa

Tun co6eiTua

BakHOCTE cOBRITUA
Beicokan

Cpegrnn
Hurskan

(] 3arpysate cobsmua gouepHi yeTpoiicTs

PucyHok 3 — dunbtpaums cobbitni
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&« Hactpoiikn > OBpaboTumkun cobbiThii (@) reot [Aamwwcrparep] =

+
OBpabotume  AyauT usMEHeHNit

Ol Buin KoHpur "
BEISLIBAETCA NPM KAXA0M BHNOAHEHUN KOHDUIYPHPOBAHIA 1 BOCCTAHOBAEHIR

WzmeHeHna KOHTRpOAUPYEMBIX OTUETOB
BrizLIBAETEA NpU oTuETOR € 8K koHTpanEM

OWHEKH KOHHUIYPHPOBAHUA U BOCCTAHOBAEHHWA
BLI3LIBAETCA NPW KAXA0H OWNEKE KOHGUTYPUPOBIHNA 1 BOCCTaHOBNEHNA

Owunbin npu paboTe ¢ YCTPORCTEOM
Bb

SHBAETCA NPV KAXA0H OWHEKE S3TPYSKIN 1 BHINONHEHWA OMEP3LMit € yCTpoiicTaam

MNepebie ownGkn npu paGoTe ¢ ycTpoicTEOM
BLIShIBAETCA NPV NEPEOE NOTEPE AOCTYNHOCTA YTPOICTE

PucyHok 4 — 3agaHve ycnosumn npun HacTponke obpabotynka cobbiTui

Mpwn co3gaHun TPUITEPOB MoSb3oBaTeNb MOXET BblbMpaTb TUMbl COObLITUIN M 3agaBaTb
YCNOBUS K MX NOMSIM.

[Mpn aTOM B KayecTBe peakuum CUCTEMbI BO3MOXHbI CrieyloLme BapuaHThbl:

- co3faHue yBeaoMIeHus (MHUnageHTa) B CUCTEME;

- BbINonHeHue onepauun «MpoBepuTb COEaUHEHNEY;

- oTnpaeka nucem, Syslog coobLieHnn ¢ getansamm cobbITus, NMcem Yepes
Exchange;

- 3aryck BbIMNOMIHEHUS onepaunn ¢ yCTponCTBaMMU;

- 3anyck 3arpysku OTYETOB;

- 3anycKk 3apermctpupoBaHHbIX MOAYyNsSMW OencTBUW (Hanpumep, OTnpaBska
coobuieHus B Microsoft Lync).

1.2.4 TMoppepxka onepauun ynpasrneHusi ycTpouncTesamm

MK «Efros Config Inspector» v.3 nogaepXxnBaeT BbIMOSHEHWE OnepaLumi ¢ yCTponcTBamm
(Hanpumep, onepauus KoNMpoBaHWA paboyen KoHdUrypauum B KOHUrypauuio 3anycka
ans yctponcte Cisco 10S, nameHeHne 3arpy304HON KOHUrypaumm oTAenbHbIX TUMOB
YCTPOWCTB, BOCCTaHOBrEHNEe KoHdwurypauun ceteBbix ycTponctB Cisco 10S, Cisco ASA,
Huawei VRP ¢ ncnonb3oBaHnemM CoXpaHeHHbIX B apXmBe 3arpy304HbIX KOHUrypaumn).

Onepauuun ynpaeneHna ycTtpouncTtBamun pobasnaitca Ha cepsep 1K Bmecte ¢
NOOKIIOYEHMEM BHELWHUX Moaynen paboTbl C  yCTpOMCTBaAMM, [AS11 KOTOPbIX OHWM
npegHasHayeHbl.

C cepsepa lNK onepauunm ynpaBneHus yCTpoMcTBamMmm MOryT BbINOSTHATLCS:
- no 3anpocy nosib3oBaTens;
— Nno pacnncaHuio;
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- Kak pe3ynbTaT 06paboTku cobbiTnin (Mo Tpurrepy).
1.2.5 Pe3epBupoBaHue cepBepa

B INK «Efros Config Inspector» v.3 gocTynHa HacTporka pe3epBMpoOBaHus cepsepa.

PesepBupoBaHMe cepBepa OCYLIECTBMSETCA B Cllydyae BbIXxoga W3 CTPOS OCHOBHOIO
cepsepa. Npun aTom Bce hyHKLMN OCHOBHOIO cepBepa NpMHUMaeT Ha cebs pe3epBHbIN.

Pexunm pesepBupoBaHns OygoeT OOCTYNeH Npu HanMyum ofHOro u Goree pes3epBHbIX
CepBepOB.

Mpn HanMunm HecKonNbKNX cepBepHbIX YacTen, [NK aBTomaTnyeckn onpenensetr OCHOBHYHO.
Bce octanbHble ABNSOTCHA pe3epBHbIMUA.
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2 Ycrnosus npuMeHeHus

MuHMMarnbHbIA COCTaB TEXHUYECKUX CPeAcCTB ONeKTPOHHO-BbIYUCIIUTESNTbHOW MaLUWHbI
(3BM)! ons ycTaHOBKM cepBepHoi 4actu u BHelwHux wmogynen [NK «Efros Config
Inspector» v.3 paccunmTbiBaeTCs Ha OCHOBE [aHHbIX NPUBEAEHHbIX B Tabnmuax 4—6.

Tabnuua 4 — MuHumanbHble TpeboBaHus K NponssBoauTenbHOCTN cepepa MK
Pasmep KoHTponupyemon cetu Xapaktepuctukm cepepa MK

Manasa (<100 aktuBHOe ceTeBoe obopyaoBaHue; <50
Ap. 0ObeKThl) po 2Ghz CPU, Cores: 4, 8 GB RAM

CpepHsaa (<300 akTuBHOe ceTeBOe 0OOpygoOBaHUE;
<200 ap. 06beKTh) ot 2Ghz CPU, Cores: 8, 16 GB RAM

Bonbwasa (>300 akTuBHOEe ceTeBoe 00OpyAOBaHME;

>200 ap. 06beKTbI) ot 2Ghz CPU, Cores: 16, 16GB RAM

Tabnuua 5 — CpeaHue nokasateny napameTpoB 3arpy3km OTYETOB MO TUMAM YCTPOWUCTB

yCT[;rO”ﬁnCTBa cpeanee tB (F::ee":'(.’;farpy:;m, YBenuuyeHune o6bema gaHHbIX, V (Mb\yac)?
Network 120 0,05
ESXi 30 0,05
Unix 120 0,45
Windows 460 0,6

Tabnuua 6 — CpegHue 3HauyeHnsa KoadhduumeHTa nponssoamntTenbHocTn cepaepa MK

Pasmep KoHTponupyemomn cetm 3Ha4yeHune koadpdpuumenTa (k)?
Manas 0,25
CpeaHan 0,15
Bonblas 0,1

Ona  npubnuanMTenbHOro pacyeta MWHMMAnNbHOrO nepuoda 3arpy3km OT4ETOB C
KOHTponupyemblx Ha cepsepe [1K yCTpOMCTB MOXHO BOCMONb30BaTbCA CreayloLLen

doopmyrion:

! NMog OBM noHvMaeTcs aMnekTPOHHO-BLIYMCIUTENBHAA MallyHa, COBMecTUMasi ¢ apxutekTypon Intel x86
(x86_64).

2 B tabnmuax 5 n 6, gna pacdetTa MUHMManbHOrO nepuoga oOnpoca KOHTPOSIMPYEMbIX YCTPOWCTB U
MUHUManbHOro obbemMa CBOOGOOHOMO  OUCKOBOrO  MPOCTPAHCTBA, MNPUBELEHbl  OPUEHTUPOBOYHbIE
(MpubnunamTenbHble) 3HaYeHNss MapameTpoB, KOTOPble MOTYT M3MEHATLCA B 3aBUCUMOCTU OT TEXHUYECKUX
XapakTepucTuk ncrnonbayemon OBM.
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(Ztn'n)'k,
raoe th — cpeaHee Bpems 3arpy3kyM OTYETOB C KOHTPONMPYyeMOro Tuna ycTponcTs (bepetcs
n3 Tabnuupl 4);
N —KONN4YeCcTBO KOHTpONupyemMblx Ha cepeepe K ycTponcTB ogHOro tmna;
k — koadppuumeHT npomssoanTenbHocTh cepsepa K (bepetca na Tabnuubl 6).

Hanpumep, onga HebonbLLOW ceTn, B KOTOPOW Haxoautcs 15 ceTteBbix ycTponcts, 20 Unix-
cuctem n 10 paboumx craHuum ¢ OC Windows, npnbnmantensHoe Bpemsi Heobxoammoe
AN 3arpyskm ot4eToB Ha cepsep 1K co BCex KOHTPONMpyeMbIX YCTPOUCTB COCTaBUT:

(120-15 + 120:20 + 460-10)-0,25 = 2200 cek = 37 MUH

[na onpegeneHus ONTUManbHOM MNEPUOAMYHOCTM ABTOMAaTMYECKOrO  BbIMOSTHEHUS
onepaunn c ycTporncTeamm (3arpyskm oT4ETOB MO pacnucaHmio) Heobxoanmo:

1) Mocne HacTponkn komnnekca n aobaBneHnss BCeX KOHTPONMPYEMbIX YCTPOMCTB Ha
cepep K BbINONHUTL Onepauunio 3arpy3kn 0THETOB CO BCEX YCTPOUCTB.

2) 3agumkcupoBaTb BpeMsi, 3aTpavyeHHOEe Ha 3arpy3ky OTYETOB CO BCEX YCTPOUCTB.

3) K nonyyeHHomy BpemeHun pobaButb 20 npoueHToB. [lonyyeHHoe 3HaveHue
YyCTaHOBUTb B Ka4eCTBe Nepuoaa BpeMeHu Mexay 3anyckaMun pacnmcaHus.

4) Mpn pobaeneHun Ha cepsep MK AONONHUTENBHBLIX YCTPOMCTB HEOBXOAUMO
NMOBTOPUTL N.1-3, KOPPEKTUPYS YCTAHOBIIEHHYO NEPUOLAMYHOCTb 3arnycka pacnmcaHus.

CsobogHoe pauckoBoe npoctpaHcTBO OBM Heobxogmmoe [nsi YCTAHOBKM  TOJSIbKO
cepBepHon YacTtu MK n BHelwHMx moaynen, coctasnseT 10 6.

Mpwn yctaHoBke cepBepHor YacTu MK n cepBepa 6a3 gaHHbIX Ha ogHy OBM MUHUManbHbIN
obbem cBOGOOHOrO AMCKOBOrO MPOCTPAHCTBA pPACCUMTLIBAETCA HA OCHOBE [aHHbIX,
npuBeaeHHbIX B Tabnuue 4 n 3agaHHOro nNpu HacTporke napameTpoB paboTbl cepBepa MK
nepuoga o4mcTkm 6asbl gaHHbIx (T).

[Ona pacyeta HeobXoAMMOro MUHMManNbHOrO ob6bema cBOOOAHOIO  AMCKOBOIO
npocTpaHcTBa Ans XpaHeHus pdadHblx MK B ucnonb3yemon 6ase AaHHbIX HYXHO
BOCMOSb30BaTbCA crneayroLien qopmMysion:

(SVnn)-T-24,

rae Vn — cpegHee yBenuyeHne obbema ucnonbdyemon 6asbl AaHHbIX B 4ac B
3aBMCUMOCTW OT TUNAa KOHTPONMPyeMbIX YCTPOUCTB (BepeTcs u3 Tabnuupbl 5);

N — KONMMYEeCTBO KOHTpONupyemMblx Ha cepaepe K ycTponcTB 0gHOro Tmna;

T — nepuoa o4ynmcTkM Basbl JaHHbIX (yCTaHaBNMBaeTCA MNpU HacTPOWMKe NporpamMMHOro
KOMMJIeKca B KITMEHTCKON KOHCOIN).

Hanpumep, ons koHTponupyembix Ha cepepe K 15 ceTeBbix ycTponcts, 20 Unix-cuctem
n 10 pabounx crtaHumm ¢ OC Windows u nepuoga oumcTkm 6asbl AaHHbix B 30 aOHen,
MVUHMManbHbIN 00beM CBOOOAHOIO AMCKOBOrO NPOCTPaHCTBA COCTaABUT NPUBIM3UTENBHO:

(0,05-15 + 0,45:20 + 0,6-10)-720 = 11340 Mb
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HonyckaeTtcsa ycrtaHoBka cepBepHon 4Yactm [1K «Efros Config Inspector» v.3 Ha
KOMMbIOTEPbI, (PYHKUMOHMPYIOLLME MO YNpaBreHMeM onepaumOHHbIX CUCTEM:

- Windows 7 c naketom o6HoBreHusa 1 (SP1);

- Windows 8.1,

- Windows 10;

- Windows Server 2008R2 ¢ naketom o6HoBneHns 1 (SP1);

- Windows Server 2012/2012R2;

- Windows Server 2016;

- Windows Server 2019;

- Astra Linux Special Edition (Smolensk) v. 1.6;

- PEL OC (Mypom) v. 7.2.

[ns ycTtaHoBKM cepBepHOn Yactn n BHewwHnx moaynen MK «Efros Config Inspector» v.3,
Ha OBM nog ynpaesnenHnem OC Windows, ormkeH 6biTb Crnegyowmin MUHUMAasbHbIN
COCTaB NpPOrpaMmMHbIX CPEACTB:

- .NET Framework 4.5.2;

- CYBL (npu yctaHoBke nokanbHo): MySQL 5.5, PostgreSQL 9.4, Microsoft
SQL Server 2012 (Takke nogaepxuBarotcs HoBble Bepcumn AaHHbix CYB[) wnn Jatoba
(OO0 lMasunHgopmcepBUC);

TpeboBaHua k HacTponke wucnonb3yemblx CYB[ npueegeHbl B nogpasgene 1.2.6
PykoBoactBa agmuHuctpatopa lNK «Efros Config Inspector» v.3.

- SQL Server Native Client — npu mncnonb3oBaHum CYBO MS SQL Server
2012, ycTaHOBMEHHON Ha OTAENbHOM cepBepe 6a3 AaHHbIX;

— MO Java (JRE) Bepcus 1.6.0 (3arpy3auTb nocnegHow Bepcuo NPorpamMmmMHOro
obecneyveHuns Java (JRE) MOXHO Ha canTe npomnsBoauTens http://java.com).

Mepepn yctaHoBkow cepepHor YacTu K Ha aHrnossbidHble OC criegyeT yCTaHOBUTL
Pyccknin a3blk B KadecTBe fA3blka CUCTeMbl 4S9 nNporpamMmm, He nogaepKuUBatoLLmnX
KOHukopa.

[na obecneyenns B3anmogenctana koHTponupyembix OC Windows ¢ cepsepom MK
B UCMonb3yemMoM GpaHamMayape A0SmKHbl ObiTb OTKpbIThl TCP-nopThl: Ha cepBepe K
— 20002, a Ha koHTponnpyembix OC — 20001.

[ns yctaHoBkM cepBepHOM 4actu wm BHewHux wmoaynen MK «Efros Config
Inspector» v.4 Ha OBM nog ynpasneHnem OC Astra Linux Special Edition (Smolensk),
PEO OC (Mypom) Heobxoanm crieayroLwmin MMHUMarbHbIN COCTaB NPOrpaMMHbIX CPEACTB:

- CVYB[ (npu yctaHoBke nokarnbHo): nakeTsl MySQL 5.5, PostgreSQL 9.4 (takxke
nogaepxuBaroTca HoBble Bepcumn gaHHbix CYB[), Jatoba;

- CYbBOA MS SQL Server 2012 npwu yctaHOBKE Ha OTAenbHOM cepBepe 6a3s
AaHHbIX nofa ynpasrieHnem OC Windows;

- IO Java (JRE) Bepcua 1.6.0;
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systemd - nogcuctema nHuumanusaumm Linux gns sanycka apyrux 4eMOHOB U
yrnpaBreHust UMK B npolecce paboTbl CUCTEMBI.

CYB moxeT 6bITb ycTaHOBMeHa nokanbHo Ha cepsepe [MK nubo Ha yganeHHOM
KOMMblOTEPe U nogkntodeHa kK cepsepy K no cetu. MNMpu noaknoyeHnn yaaneHHon
CYBA MySQL gns obecneyeHnsa koppekTHon paboTbl Heobxoanmo, YTobbl 3HaYeHNe
nepemeHHon max_allowed_packet cepsepa MySQL 6bino He meHee 512 M.

Onsa yctanosku knneHtckon koHconu MK «Efros Config Inspector» v.3 3BM gormkHa umeTb
cneayrowmnn MMHUMarnbHbBIA COCTaB TEXHUYECKUX U NPOrPaMMHbIX CPEACTB:

1) AnnapaTHoe obecneyeHue:

- npoLeccop AByXbAOEPHbIN C TakToBOM Yactoton 3 [T;

- onepaTuBHas namsTb 4 [6;

— cB060gHOE ANCKOBOE NPOCTPAHCTBO HE MeHee 2 [6;

— ceteBasd kapTta Ethernet.

2) [MporpammHoe obecneveHmne:

OnepaunoHHas cuctema:

a)

6)

Windows 7 ¢ naketom obHoBneHus 1 (SP1);

Windows 8.1;

Windows 10;

Windows Server 2008R2 ¢ naketom o6HoBneHus 1 (SP1);
Windows Server 2012/2012R2;

Windows Server 2016;

Windows Server 2019;

.NET Framework 4.5.2.

[lna ceTeBOro B3aUMOLEWNCTBUS KIMEHTCKOWM KOHCONMM C CepBepoM MporpaMmMHOro
KOMMnekca Ha paboymnx CTaHUMAX C YCTAHOBNEHHOW KITMEHTCKOM KOHCOSMbIO AOMKEH ObITh
oTkpbIT 20000 TCP-nopT.

OBM pgnsa ycraHosku windows-areHTa K «Efros Config Inspector» v.3 ¢yHKumMoHMpyeT
noA ynpasneHnem cregyroLmnx onepaLmoHHbIX CUCTEM:

Windows 7 ¢ naketom o6HoBneHus 1 (SP1);

Windows 8.1;

Windows 10;

Windows Server 2008R2 ¢ naketom o6HoBneHus 1 (SP1);
Windows Server 2012/2012R2;

Windows Server 2016;

Windows Server 2019.

MuHUManbHble TpeboBaHUA K MPOM3BOAUTENBHOCTM paboyen CTaHuuu ANns YCTaHOBKM
windows-areHTa lN1K:

Mpoueccop ¢ TaktoBoun YyactoTon 1,6 'y nnn 6onbLue;
O3Y obbvemom 1 I'b (1,5 'b ans paboTbl Ha BUPTYyanbHOW MalLMHE);
100 MB gocTynHOro nNpoCTpaHCTBa Ha XXeCTKOM AUCKE;
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- ceTeBas kapTa Ethernet.

[na ceteBoro B3ammogencTena Windows-areHta ¢ cepBepoM NporpamMmMHOro Kommnriekca
Ha KOHTPOSNMpyeMbIX pabounx CTaHumMsx AormkeH 6biTb oTKpbIT 20001 TCP-nopr.

[ns koppekTHoro gyHKumMoHnpoBaHna koMnoHeHToB K «Efros Config Inspector» v.3 npwu
B3aMMOOENCTBUN C YCTaHOBMEHHbIM aHTUBUPYCHbIM 10 Heobxoanmo [obaBUTb B CNIMCOK
NCKMIOYEHUA B HacTpomkax aHTtmeupycHoro 1O cneaywowme nporpaMMHble MOOYNn
NporpaMMHOro KoMmnrekca:

— cnyxby cepsepa (C:\Program Files (x86)\EFROS Config Inspector
3\Server\ClService.exe);

— knueHTckyto koHconb (C:\Program Files (x86)\EFROS Config Inspector
3\Console\CIWPF.exe);

- cnyx6y Windows-areHta (C:\Program Files (x86)\EFROS Config Inspector
3\Agent\WAService.exe).

[Mopsigok HacTpoOWKM ceTeBOro W cepBepHoro obopygoBaHua (B 3aBUCUMOCTU  OT
npoussoauTens obopyaoBaHusa) ana nogkntoveHms ero K cepsepy MK no ncnonbsyembiv
npoTokonam ykasaH B gpavne cnpasku ModulesDescripion.zip (ModulesDescripion.chm),
pacnosioXXeHHOM Ha AUCTPUBYTUBHOM OUCKE NPOrpamMMHOro Komnsiekca.
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3 Pewaemble 3aga4m

MK «Efros Config Inspector» v.3 pewaeT cnegyoLwime 3agayu:

— KOHTPOJSb aKTUBHOIO CeTeBOro 060pyaoBaHNA pasHbiX NPOM3BOaUTENEN;

— nposepka cepaepHbix OC (Windows, Unix-like);

— MOHUTOPUHT COCTOSIHNA OO BEKTOB BUPTYarnbHbIX MHPPACTPYKTYP;

—  3anyck NpoBepoK Mo pacrnmcaHuio;

—  oTnpaska nucem v yBe4OMMEeHUNn agMUHUCTPATOPYy KOMMIEKCa;

—  OoTnpaBka U3BELLEHUN CTOPOHHUM CpeacTBaM MOHUTOPUHTA;

— npuem n xpaHeHme Syslog coobLeHni;

— ayauT KOHUrypaumn KOHTPOSIMpyeMbIX YCTPOUCTB NO 3a4aHHbIM Npounsam;

— KOH(pUrypmpoBaHue yCTPONCTB U rpynn YyCTPOWUCTB;

— BOCCTaHOBMNEHWE KOHUrypauum yCTpouCTB;

— BeJeHue XypHana OelCTBU Nofnb3oBaTenen;

— BO3MOXHOCTb ayTeHTUMKALMM Ha YCTPOMCTBAX Mo NpoTokony SSH;

— KOHTPOJIb LenoctHocTn pannos OC;

—  co3gaHue cTaHOapToB M HacTpourka TpeboBaHun npoBepok 6e3onacHoCTH
ONs YyCTPOWUCTB;

—  co3gaHue cTaHOapToB M HacTpourka TpeboBaHun npoBepok 6e3onacHoCcTu
MEXCEeTEBbIX 9KPaHOB;

— cbop AaHHbIX 06 yA3BMMOCTAX KOHTponupyemoro obopyaosanms u M0;

— NOCTPOEHNE MepapXun CepBepoB N HACTPOMKa MOAKMHYEHUA NOAYMHEHHbIX
CEepBEpPOB;

- pe3epBUpOBaHNE CEPBEPOB.

Mpexage yem pewartb Ty UK WHYIO 3adadvy, agMUHUCTpaTopy 6e3onacHOCTM HeOBX0ANMO
BbINOSIHUTL HACTPOWMKY KOMIMIIEeKca.

3.1 KoHTposnib aKTUBHOro ceTeBOro ob6opyaoBaHUA pas3HbIX
npousBoauTeneun

[ns koHTpona yCTpPOWCTB HEO6XOAMMO MpPU MOMOLUM KITMEHTCKOW KOHCOMWN BbIMNOSMHUTL
onepaunio 3aepy3ums. [JaHHaa onepauus 3anyckaeTcs U3 MeHl ycTpouctea B lMaHenu
crnucka ycmpoticme.

lNonHbIM CNNCOK OENCTBUIM NPU BbINOMHEHUN AAaHHOW onepaumn BKOYaeT:

1) 3arpysky Ha cepsep [1K TeKCTOBbIX KOH(MUrypaumn KOHTPONMPYEMbIX YCTPOUCTB
(TekcToBbIX hanros, BLIBOOOB KOMaHA);

2) 3arpysky u opmMmpoBaHMe OTYETOB MO HaCTpoMKaM, JloKalibHbIM dannam u
napameTpam paboTbl KOHTPONMPYEMbIX YCTPOWCTB;

3) BbINOSTHEHME NPOBEPOK HAMNMYNS YSA3BUMOCTEN KOHTPONMpPyeMoro obopyaoBaHUs;

4) BbINOJSTHEHNE NMPOBEPOK COOTBETCTBUS KOHPUIypaLUM KOHTPOSIMPYEMbIX YCTPOWUCTB
TpeboBaHuamM 6e3onacHocTn (compliance NpoBepKn).
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3.2 3anycK npoBepoK Nno pacnmcaHuio

PeweHne paHHOM 3apayn  3akf4aeTcss B HACTpPOWMKe  pacrnucaHusi  NpoBepKu
KOHTponupyemoro obopyaoBaHus. PacnucaHve npoBepkn 3apaetca B dopme
HacmpoUKu pacnucaHull 3a2py3ku omyemoe pa3gena HacTpouku KrnmneHTcKown
KOHCOMMN.

Mocrne BbINONIHEHUSI HACTPOMKM KOHTPOMb YCTPOMCTB GyAeT OCYLUECTBSATLCA CTPOro Mo
yKasaHHOMY pacnmcaHuio.

3.3 OrtnpaBka nucemM agMUHUCTpPaATOpPy

B INK «Efros Config Inspector» v.3 nogaepXxuBaeTcs oTnpaBka nMceM agMMHUCTPaToOpPy C
coobuieHnammn O npowusoweawmnx Ha cepsepe MK M KOHTpONMpyeMbIX YCTPOMCTBAX
cobbITUAX No npotokony SMTP.

PeweHve 3agauv OTnpaBKM NMCEM 3aKMYaeTcs B HACTPOMKe MapaMeTpoB OTNPaBKM
nucem. Hactporika BbinonHaeTca B PopmMe rnooK/IH0YeHUsi, OMKITFOYEHUSI U HacmpouUKu
eHewHux modyreu pasgena HacTporku KnMeHTCKoM KoHconu ana moaynsa Omnpaeka
nucem no npomokosy SMTP.

3.4 OTtnpaBKa nsBeLwweHU CTOPOHHUM cpeACcTBaM MOHUTOPUHra

B MK «Efros Config Inspector» v.3 nogaepxmnBaeTcs oTnpaBka yBe4OMIEHUNA Ha BHELUHUN
cepBep no npotokony Syslog.

3.5 Ayaunt KoHdwurypaumm KOHTPOJNIMPYyEeMbIX YCTPOMUCTB MO
noJsiInTUKam

B K «Efros Config Inspector» v.3 nogaepXmBaetcs ayguT KOHTPONS KOHdurypaumi no
3aJaHHbIM NPOUIISM.

PelweHne gaHHom 3agaym 3aknoyaeTcs B:

— co3gaHunmn npodounen NoNUTUK KOHTPONS;

— npoBepke paboyen KOHUrypaumm ycTpomucTB Npu 3arpyske Ha BbINOSIHEHME
npasun;

— aHanmse BbIMOSIHEHHbIX U HEBLINOJSTHEHHbIX YCNOBUN.

Onepauun BbinonHawTCA agMmuHuctpatopom K B @opme ynpaesneHuss npoghunamu,
Jarnee aBTomMaTM4eCKu Npu 3arpy3ke OT4YETOB.

3.6 KoHd¢urypupoBaHue yCTPOUCTB U rpynn yCTPOUCTB

MK nopoepxuBaeT YHKUMIO KOH(UrypupoBaHUS YCTPOUCTB. 3ajada peluaetcs
npegocTaBneHMeM  nosib3oBaTensM  [OO0CTyrna K KOHUIrypupoBaHUKO  OTAESNbHbIX
YCTPOWCTB, MNOAAEpPXMBAOWMNX OAHHYK (YHKUUIO, B COOTBETCTBUM C YCTaBrEeHHbIMU
npaBamun poctyna. [lonb3oBaTtenu nony4awT BO3MOXHOCTb BHECEHWA W3MEHEHWU B
KOHUrypaLmo KOHTPONMPYEMbIX YCTPOUCTB NyTeM Bbl4ayn KOMaHL KOH(UrypupoBaHUS.
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MopaepxumBaeTcs COoxpaHeHune/nsmeHeHune/yganeHme CnunckoB KoMaHa
kOHUrypmpoBaHus. Onepauns MOXeT BbINOMHATLCS Kak Ansi OAHOro YCTPOWCTBA, Tak U
ANsi rpynnbl YCTPOWNCTB.

Onepauus BbINOMAHATLCA aAMUHUCTPATOPOM C MOSHbIM AOCTYNOM WX Nofb30BaTeNAMM C
OOCTYNOM AJ15 BbINONIHEHNA onepauui Ha KOpHEBOW rpyrnne YyCTPOUCTB.

3.7 BoccTtaHoBRneHune KoHdurypauumm yctTpomcTs

B K «Efros Config Inspector» v.3 ana OTAeNbHbIX TUMOB YCTPOUCTB pelleHa 3ajada
BOCCTAHOBMEHUS KOH(Urypauum nytem 3arpy3km paHee CoXpaHeHHbIX annos
KoHdurypaumm (atanoHos) n3 apxusa [NK. B xone BocCTaHOBNEHNSA BO3MOXHO CpaBHEHUE
9TaNloHHOM M Tekywen KoHdurypauunm ycTpouctea. 3arnyck BOCCTaAHOBIEHUS
KOHUrypaumm peannsoBaH Ha Bknagke Cmamyc pasgena Yecmpoucmea.

3.8 BepeHwue XypHana AencTBuUMU Nosib3oBarterien

B MK «Efros Config Inspector» v.3 nogaepxuBaeTcs unbTpauus xypHana cobbiTuin no
AOencTBusM pasnnyHblx nonb3osartenen MK.

PelwweHne 3agaym npocmoTpa XypHana SEencTBMA onepaTopa 3akniyaeTcs B HACTPOWKe
dunbTpa. Hactporika BbinonHaetca B pasgene CobbiTua nytem dunbtpaumm cobbiTui
no Tmny cobbiTns Aydum no ycrnosuio lMonb3o08amerisb.

3.9 BO3MOXHOCTb ayTeHTUdUMKaumm no npotokony SSH npwu
NOAKITFOYEHUU K YCTPOUCTBaM

B lNK «Efros Config Inspector» v.3 npu NOAKMOYEHUN K YCTPOMCTBaAM MOALEPXKMBaETCA
npotokon SSH sepcuu 2.0.

[aHHas HacTporka [OoCTynHa Ans psga YCTPOMCTB — B CBOWCTBAX KOHTPONMPYEeMOro
YCTPOMCTBA €CTb BO3MOXHOCTb YKa3aTb HEOOX04MMbIN NPOTOKOST B3aUMOLENCTBUA.

3.10 KoHTponb dannos OC

B nporpamme nogaepxunBaeTtcsa PyHKUNA KOHTPOMSA LIESTOCTHOCTU hannosB onepaunoHHON
CUCTEMBI KOHTPOSNIMPYEMbIX YCTPOUCTB NO TpeboBaHMIO Nofb3oBaTeNs.

[aHHbIn  dyHKUMOHaN peanu3oBaH BO Bknagke OT4yeTbl pasgena Hactpoukm un
HacTpamBaeTCsa MyTeM CO34aHUSA MOfb30BaTENbCKMX OTYETOB [ANs  OnepaumoHHON
CUCTEMBI KOHTpONMpyeMoro obopyaoBaHusi, B KOTOPbIX MepeyvncrieHbl MOSiHble MNyTU K
KOHTpONMpyeMbIM dannam unm ykazaHbl Mackv Ans TUNOB KOHTPONMPYEMbIX OO HEKTOB.

3.11 ®opmupoBaHMe NOJsib30BaTEeSNIbCKNX CTAaHOAPTOB M HAaCTpoMnkKa
TpeboBaHMN NPOBEepPOK Ge30nacHOCTU AN YCTPOMUCTB

B TK «Efros Config Inspector» v.3 peanu3oBaHa BO3MOXHOCTb (OPMUPOBAHUA
NONb30BaTENbCKMX CTaHAAPTOB NPOBEpPOK 6e30nacHOCTU, Ha OCHOBaHWM 6a3bl NPOBEPOK
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CIS, cyuwecTByoWNX MNOMb30BATENBCKNX MPOBEPOK (BKMHOYas MNPOBEPKM C MOMOLLbIO
pPerynsipHbiX  BbIpaXeHur), a Takke NyTeM KOMUPOBaHMUS U  MNOCMenyoLero
pefakTMpOBaHUs MPOBEPOK, B TOM YUChe 3afjaHve U pedakTUpoBaHUA UCKToveHun. [Mpu
AobaBneHnn Nonb3oBaTENbCKMX CTaHAAPTOB BO3MOXEH MMMOPT HACTPOeK U TpeboBaHui
Nnonb30BaTENbLCKOroO cTaHgapTa nposepku 6e3onacHocTn M3 damna dopmara XML, a
Takke fobaBneHns HOBOro ctaHgapTta nytem Bblbopa TpeboBaHun u3 6asbl TpeboBaHUi,
dopMupyemon U3 npeaycTaHOBMEHHbIX TpeboBaHW Mpu  MNOOKIHYEHUM  BHELLHUX
MoAaynen obopyaoBaHUsA Unu NyTemMm KONMpPoBaHUsS U3 paHee o6aBnNeHHbIX CTaH4apTOB.

[aHHbIi  dyHKUMOHan peanu3oBaH BO Bkrnagke [MpoBepka 6e3onacHocTuM pasgena
HacTtpoukm.

3.12 AHanus3 dounbTpaunm Tpadmka mexceTteBbiIMU IKpaHaMU

Ona mexcetesbix akpaHoB (M3) CheckPoint n Cisco ASA peanu3oBaHa BO3MOXHOCTb
aHanusa AOBwXKeHus Tpadmka no 3oHam (nogcetam). AHanm3 dunbTpaumm Tpaduvka
BbIMOSIHAETCA Ha OCHOBaHUM 3afaHHbIX Mofb3oBaTenemM nogceTen (MCTOYHUK, agpecar),
nopToB, TMPOTOKONOB UM UCKMYeHuWn. B pesynbtate  dopmupyeTca  OT4eT,
OEMOHCTPUPYIOLWNIA 3anpeLLeHHble N paspeLleHHble NPOToKoNbl. PyHKUMA peanmnsoBaHa
BO Bknagke «[lonnTukn MexXceTeBbIX 39KpaHOB» pasgena «HacTpoukmy» KITMEHTCKOMU
KOHCOMMW.

[aHHbIn  pyHKUMOHaN peanu3oBaH BO Bkragke [MONUTUKM MeXceTeBbIX 3KpaHOB
pasgena Hactpoukm.

3.13 AHanus npaBuJ1 MeXxceTeBbIiX 3KpaHOB

MexaHn3m aHanusa npasun MexceTteBbix akpaHoB CheckPoint n Cisco ASA BbisiBnseT
n3bbITOYHbIE M «TeHeBble» npaBuna MO. M3BbITOYHBIMW CYMTAKOTCA MOSTHOCTBIO UMK
YacTUYHO Ay6nMpoBaHHble NpaBuna. «TeHeBble» npaBuia He BbLINOMHAKTCA B CuUny
BbILUECTOALMX MpaBuyi € oOpaTHbIM OEWCTBUEM, HECYyT MOTEHUManbHy Yrposy
B6esonacHocTu. NIToroBble OT4EThLI coaepXaT pekoMeHaaunm no ontumMusaumm npasun M.

3.14 C60p AaHHbIX 00 YA3BUMOCTAX KOHTPOSIMPYEMOro
ob6opynoBaHua u O

B MK «Efros Config Inspector» v.3 peann3oBaHo oOHOBMEHNE Ba3bl YA3BMMOCTEN NyTEM
obmeHa 4yepes3 nNporpaMMHbIn MHTEpdENC ¢ cepBepoM, cogepxawmm BY 06 n3BecTHbIX
YS3BUMOCTSIX B pOPManmM3oBaHHOM YHUMUUUPOBAHHOM BuAe. [lornyyeHHble cBeaeHust 0o
YSI3BUMOCTSX NPeacTaBnsaoTcs MO YCTPOMCTBaM M NporpaMMHOMYy obecrneyeHunto B Buae
oT4yeTa 06 ysA3BUMOCTSX, a Takke Mno Tunam YCTPOWCTB Ha Bknagke basa ysassumocTten
pasgena Hactpouku.

3.15 lNMocTpoeHne nepapxmm cepBeponB

B K peanusoBaHa (yHKUMA MNOCTPOEHUS uepapxum cepBepoB, nobaBneHne HOBbIX
CepBepoB, HaCTpoMka pexuma paboTbl MOAYMHEHHBIX CEpBEPOB W JocTyna
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nonb3oBaTenen kK HUM. Takke B (popMe HACTOMKU uepapxunm (OTKpbIBaeTCs npu
nepexoge no ccoike Wepapxua B pasgene Hactpomka), npu goGaBneHunm HOBOrO
cepBepa, BO3MOXHA HACTpOMKa OrpaHM4yeHusi CKOpocTu npu paboTe ¢ NOAYMHEHHBIMU
cepBepamu.

3.16 Pe3epBupoBaHue cepBepoB

B cnyyae Bbixoga n3 CTpPOA OCHOBHOrO cepBepa npeayCMOTPEHO nepeKoYeHne
BbIMOSIHEHNA  Bcex (OYHKUMA  pe3epBHbIM  cepBepoM. [Ons  paboTbl  CUCTEMBI
pe3epBUPOBaHUS HEODXOOMMO CO3aHMe M HacTponka pe3epBHOro cepsepa. [ns aToro
cepBepHaa 4actb [1K «Efros Config Inspector» v.3 ycTaHaBnMBaeTca Ha HOBbLIN
KOMMbIOTEP U BbINOSHAETCA HAacTponka nogkntodeHnsa cepeepa K k ncnonbsyemon 6ase
AaHHbIX koMnnekca. [opagok HaCTPOWMKM pexMMma pe3epBupoBaHus cepeepa OnucaH B M.
4.5 «HacTtpounka pexunma pesepBupoBaHua cepBepa» AokymeHta «[1K «Efros Config
Inspector» v.3 PykoBoACTBO agMuUHUCTpaTopar.

B cnyyae cbosa ocHOBHOro cepBepa, MOAYNM W HACTPOMKM CepBepHoOM 4Yactu byayT
OOCTYMNHbI HA pe3epBHOM cepBepe.
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4 BxonaHble U BbIXOOHble OaHHble

4.1 BxopgHble AaHHble

BxogHbimu ganHbiMu ans MK «Efros Config Inspector» v.3 asnsatoTcs:

1) Hacmpouku:

-  CeTeBbIX YCTPOWCTB, CEpPBEPOB, BMPTYyasnbHbIX WHMPACTPYKTyp W rpynn
JaHHbIX OObEKTOB;

- nporpammHoro komnnekca «Efros Config Inspector» v.3 (HacTporku paboTbl
cnyx6, cepsepa 6a3 gaHHbIX, OTNPaBKN NNCEM N U3BELLEHUIN U Ap.);

2) daHHble (cocmae npuHuMaemMbix OaHHbIX 3asucum om cocmaea
8KJII0YEeHHbIX npu Hacmpolke MK eHewHuUx modyneu):

- NpUHATBLIE NO nNpoTokony Telnet;

- NPUHATLIE NO NPoToKoNy SSH;

- npuHATLIE No npoTokony HTTPS;

- NPUHATBLIE NO NpoTokony TLS;

- npuHaTble Syslog coobLeHns;

- npuHATbIe No npoTokony SNMP;

- npuHaTeble no npoTokony VIX API (npu pabote ¢ VMWare vCenter);

- npuHaTble no npotokony WMI (npu paboTte ¢ Hyper-V);

- npuHaTble no npotokony WinRM (npu paboTte ¢ Hyper-V);

- npuHaTble Nno npotokony SMB (npu paboTe ¢ Hyper-V);

- npuHaTble no npotokony AXL API (npu pabote ¢ CISCO UCM);

- npuHaTble no npoTtokony CPMI (npu paboTte ¢ yctponctsammn CheckPoint);

- npuHaTble no npoTtokony REST (npu paboTte ¢ yctponctesamn Cisco ACS);

- npuHaTble no npotokony XenAPl (npu pabote ¢ yctponctBamu Citrix
XenServer);

- npuHATble no npoTtokony LDAP (npu koHTpore ActiveDirectory);

- npuHATeble no npoTtokony SNMP (npu ckaHMpoBaHun ceTu).

4.2 BbIXxogHble AaHHbIe

BbixogHbimMu gaHHbivu ansa MK «Efros Config Inspector» v.3 aBnsatoTcs:

1) coxpaHeHHble 8 6a3e OaHHbLIX omyembl O KOHgbu2ypayuu U COCMOSIHUU
KOHmMposupyeMbix ycmpolicme;

2) OdaHHble (cocmae ebiXxOOHbIX OaHHbIX 3asucum Om cocmaea 6KJI0YEHHbIX
npu Hacmpolike K eHewHux modynel):

- nepegaHHble no npotokony Telnet;
- nepegaHHble rno npotokony SSH;
- npuHATLIE No npoTokony HTTPS;
- nepenaHHble Mo npotokony TLS;
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- nepegaHHble no npotokony SMTP;

- nepegaxHble no npotokony Microsoft Exchange Web Services Managed API
(npu otnpaBske Yepe3 MS Exchange);

- nepegaHHbele no npotokony Microsoft Unified Communications Managed API
(npu oTnpaske coobuweHun B8 MS Lync);

- nepegaHHble Mo npoTokony Syslog;

- nepegaxHble no npotokony SNMP;

- nepegaxHble no npotokony VI APl (npu pabote ¢ VMWare vCenter);

- nepegaxHble no npotokony WMI (npu paboTte ¢ Hyper-V);

- nepegaxHble no npotokony WinRM (npu pabote ¢ Hyper-V);

- nepegaxHble no npotokony AXL API (npu pabote ¢ CISCO UCM);

- nepegaxHele no npotokony CPMI (npu paboTte ¢ yctponctBamu CheckPoint);

- nepegaHHole no npotokony XenAPl (npu paboTte ¢ yctponctBamu Citrix
XenServer);

- nepegaHHble no npotokony LDAP (npu koHTpone ActiveDirectory).
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[lepeyeHb cokpalleHumn

HTTP (HyperText

Transfer Protocol)

HTTPs (HyperText
Transfer Protocol

Secure)

Syslog

SSH (Secure Shell)

SSL (Secure Socket
Layer)

TELNET
(TELecommunication
NETwork)

TLS (Transport Layer
Security)

BA
ocC

MnK

MPOTOKOS NPUKNaAHOro YpoBHS nepenayvn AaHHbIX. OCHOBOM

HTTP aBnaeTtca TexHONornsa «KnueHT-cepesep»

pacwmpeHue npoTokona HTTP, noggepxmeatroLlee

WwnppoBaHmne

cTaHaapT OTNpPaBKM COOOLLEHUI O MPOUCXOASALLNX B CUCTEME

coObITUAX

CeTeBOW MNPOTOKON MPUKNALHOrO YPOBHS, MO3BONSAOLNNA
NnpPouM3BOaMTbL YyOarieHHoe ynpaBfeHue U TyHHenupoBaHue
ceTeBbIX COeVHEHUN. B KayecTBe TpaHcrnopTa
ncnonedyetca TCP, npu 3TOM BCe nepefaBaemMble OaHHblE

Wwnpyrotea

KpunTorpaduyeckmmn NPOTOKON. Mcnonbsyet
aCUMMETPUYHYIO  KpunTorpadmio  gna  ayTeHTudumkaumm
Kntovern obmeHa, CUMMETPUYHBIN WKdp AN COXpaHeHUs
KOH(MAEHUMANbHOCTH, KOObl ayTeHTUmkaumm coobLueHuin

Ons LeNoCTHOCTU coobLeHnn

ceTeBoM npoToKoNn  Angd peanu3auun  TEKCTOBOrO
WHTepdenca no ceTu, B KA4eCTBE TpaHCnopTa UCMONb3yeTCs
TCP

Kpuntorpaduyeckum NPOTOKON. Ncnonbayet
aCUMMETPUYHYIO  KpunTorpadmio  gna  ayTeHTudumkaumm
Kntoyen obmeHa, CUMMETPUYHbIA WKndp AN COXpPaHEeHUs
KOH(OMAEHUMANBbHOCTU, KOAbl ayTEHTUYHOCTM COOBLLEeHWI

ANS1 COXPaHEHMUS LLENOCTHOCTM COO0BLWEHNI
©a3a AaHHbIX
onepaumoHHas cuctema

NPorpaMmMHbIN KOMMMEKC
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TepMUHbI 1 onpegeneHud

OtueT

MpoBepka

Mpodunb

CoObiTHe

Cratyc

3arpyxaemble C YCTPOWCTB [aHHble, a Takke pe3yrbTaThbl
00paboTKn 3arpy>XeHHbIX AaHHbIX, ABMAATCSA OoT4YeTamu Tuna
Otyet, TekcToBbIN OTYeT. PesynbTaT NpoBEPKM LaHHbIX Ha
COOTBETCTBME 3adaHHbIM npasBunam — oTtdeT Tuna OT4eT O

npoBepke

otyeT, cdopmupoBaHHbin K no pesynbTatam npoBeEpPKK
3arpyXeHHbIX WM BblOpaHHbIX  OAHHbIX Ha COOTBETCTBME

3ajaHHbIM npaBunam

NOMMEHOBaHHAas COBOKYMHOCTb HAaCTPOEK NnapameTpoB KOHTPOJS

YCTPOWCTB, OTYETOB U NPOBEPOK, AOCTYMHbLIX ANs YCTPOWUCTB

3apukcMpoBaHHOE B XypHane nporpaMmmbl OeUCTBUE cepBepa

EFROS CI nnu nonb3oBaTtenien nporpamMmb

NHTEepdenc, Ha KOTOPOM OTOBPaKeHbl BaXKHble OMOBELLEHNS MO
cuTyauumm n BblBEEHbI OCHOBHblE onepauumn C

KOHTPONMPYEMbIMU YCTPOUCTBaAMU
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